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19



¥

3.2 Ti@enizauainsiedvideluidn d1uau 3 nideia

SHEIY Fodw wu2win

GEN3003 M TUsIIU 3(3-0-6)
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GEN4009 Inorafientsiamntiosiufunisunisdany
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NUINIVIANIL 85 wulenn
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“uenn
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SWa YN

CPE2312

CPE2412

CPE2434

CPE2456

IBAIY

Probability and Statistics for Big Data Analytics
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Microprocessor and Microcomputer
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Electric Circuits Analysis and Laboratory
19958nMsetinduazUfURNS
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Digital Circuit and Logic Circuit

2. AW ANILAU 36 nurein ThSsusednselui
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s Fedwn
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Application Development for Mobile Devices
2.2 ngumAlulaguasdsnisnweniuag 9
s Fedwn
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Algorithm Design and Development
CPE3505  szuugIudaya
Database Systems
SCT0002  laseainedoya

Data Structure

HUILAR

NUIYAR

80

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

“uenn

3(2-2-5)

NU28nH

3(2-2-5)

3(2-2-5)

3(2-2-5)
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CPE2301
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SCTO005

24

SV GRLE)

CPE3404

CPE3501

CPE4A501
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Foiun

ARlRFNENSLANNY

Discrete Mathematics

SEUUU{URNT

Operating Systems
szuunsAeanstoyauaziaietineuiomes
Data Communication and Computer Network
ANUUADAAYUBIANTAUNA

Information Security

nguansanasuazaadnenssupauiames 12
Fodw

AAINTIUYULUA

Robotics Engineering
1ATINUWIMATINADNRINADS 1

Computer Engineering Project |
IATINUIMNTINABNAIADS 2

Computer Engineering Project Il
anUnunITuLaZ0IAUIZNIUTDIABNNILADS

Computer Architecture and Organization

NUIYAR

NUIYAR

d8nn

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

NU28nH

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3. Aynden Iieuliitesnii 18 wiiwdn laglidenseuneiranngulangunilealull

VIevaNNgUTINAY

3.1 AFUAYNANNIATUTIHTUATATUANTEUUANBINATINT L

SN

CPE3231

a4 a
VIV
ﬂ']’i’ﬁ’]ﬁﬁ]x‘iLLﬁ%’i%UUﬂ’JUﬂlJ

Modeling and Control System

“ulenn

3(2-2-5)
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SWa YN

CPE3311

CPE3405

CPE3406

CPE4401

CPE4402

CPE4403

bRkl

Sumesiinvesasnds

Internet of Things

in3asdlotnuarnisianaluii

Electrical Instruments and Measurement

P398R InTI99UL TN

Wireless Sensor Networks

JEUUAIUANERLULR

Automation System

msfeansidana g

Low - power Wireless Communication
wielulafszuudoaslfaoanudmuaynnsussgndldan
Low - frequency Wireless Communication System Technology

and Applications

3.2 NFUIVUEINNNAIUIAINTTURULUA

SHEIY

CPE3201

CPE3202

3.3 nguITIENNNAIUTEUUARNN M SLas Uy 1UsERY]

SHaIYN

CPE3101

CPE3203

CPE3204

CPE3206

Fodwn
syuvaupnaisuaslulasaeulnsaaes
Embedded System and Microcontroller
MsLdeusovasmouiLAes

Computer Interfacing

4

Fodw

NOWRNTAILIN

Theory of Computation
MIUTEIANAN WA
Digital Image Processing
QREFRU DT

Pattern Recognition

o
6 U

nsWeulusinINUUsTUUYtnddues

$i28nn

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

“uenm

3(2-2-5)

3(2-2-5)

“uenn

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)
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SWa YN

CPE3211

CPE3218

CPE3219

CPE3224

CPE3225

CPE3226

CPE3303

CPE4206

CPE4A207

CPE4208

CPE4502

Ho3n

Advanced Unix Programming
nsUuteyauazdeyyin

Data and Signal Compression
SPUUABUNADIUUUNTZRNY
Distributed Computing
FANDINULUVVUIU

Parallel Algorithm
IUETETEAIGEDS

Machine Learning
STUURTmY

Expert System

QREFRUIEINT

Speech Recognition
AMNTINITUUABUNIADS
Computer System Engineering
AUAIENIADUNIN DT
Computer Vision
Uyasehvguszand
Applied Artificial Intelligence
Uy e uinuagesdn L swuUAva
Computational Intelligence and Digital Knowledge
NTIBANTUIY

Operation Research

3.4 NFUAYUTINNNAIUNMTIATITREEUSZNIANATRYA

SV GRLN)

CPE3208

CPE3209

CPE3210

Fodun

N1599NLUULNI

Game Design
AmnssurenALISITDauLRng

Object Oriented Software Engineering

I fa
AslUSUASHAUL DI E

80

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

“uenn

3(2-2-5)

3(2-2-5)

3(2-2-5)
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SWa YN

CPE3212

CPE3220

CPE3229

CPE4308

CPE4310

3.5 NFUIVUFINNNAIUITZUULATOUILLATAUIUAIN NG TAUNA

SHEIY

CPE3304

CPE3307

CPE3309

CPE4305

CPE4306

CPE4311

3.6 nguIv ANl INLAYNIAINTTUABNNINDS

SV GRLN)

CPE4503

Fo3n

Web Services Programming
NNTI18DITEUUMBADNNIADS
Computer Simulation

AFINTIULDNALITTIAAFERS

Mathematical Software Engineering

AmnsTugenALg
Software Engineering
EEANI M RTGHGRIVEN

Advanced Database Systems

NSy umilestayauarn1TInTIEvivayauLalgy

Data Mining and Big Data Analytics

IBIU

nsUsvRaNauugUnsainnnLasn1sieansiiany

Mobile Computing and Wireless Communication

nMseulUsunsuAIaYY
Network Programming
ns@eulusunsuuusEUUging
Unix System Programming
auiuadluszuureuiames
Computer Security
anusiuasluszuueS ety
Network Security

=l 1 v
\w3avelsane

Wireless Networks

IV

BOURANIZNIIFINTTUADURADS 1

80

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

“uenn

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

“uenn

3(2-2-5)
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eIy Yo
Selected Topics in Computer Engineering |
CPE4504 13URNIEMNIAINTIUADUNNDS 2

Selected Topics in Computer Engineering |l

nuMITIRNUsTAUNSAIUITIN Se annafnen 7 wuleina
Tdoniseuiieanguiviae?
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Fundamental English Communication
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GEN1125 mmé’mqmﬁam%w 2 (1-2-3)
English for Careers
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maduiuszneunmslusasegiofiee  3(3-0-6)
Entrepreneurship in Special Economic Zone
danndealulantaguu 3(3-0-6)
Environment in Today’s World
ngvEngiunsUsenevaTnlugafivia 3(3-0-6)
Law and Occupation in the Digital Age
aunSiiteWaLNTin 3(3-0-6)
Meditation for Life Development
uywd daAY LATUENILALNITHAILI 3(3-0-6)
Human, Society, Economics and Development
Inenafienmsianviosdiutunisunisdsay 3(3-0-6)
Volunteering for Local Development and Social

Services
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GEN1210 mwienuniitensdeansidedu 3 (3-0-6)
Vietnamese for Basic Communication
7 mMsUTU e 100 wena NIV AN 85 vena 1. YSusedvwnu
183U | IV AU 34 wheia Fwmnu 31 wiheia CPE1001 N15L08ULUY
MUY | CPE1001 MSABUMUUIAINTSY 3 (2-2-5) | CPE1003 n1snUfUansTulssnwimngsy 1(0-2-1) |3FNIIU 80N UAZUNU
RN Engineering Drawing Engineering Workshop Practice e CPE1005 ns1#in
CPE1002 nafansimingsy 3 (2-2-5) | CPE1004 Wanduazufiansiandlunulnii 3(2-2-5) | emnysu el
Engineering Mechanics Physics and Electric Physics Laboratory aanmdasiun1sUfuRiu
CPE1003 nsAnUURn1sTulssnwdmnsgsy 1 (0-2-1) |CPE1005 N3 in3enssu 3(2-2-5) | wowiaduluilag i
Engineering Workshop Practice Engineering Graphics 2. iuse3v CPE1103
CPE1004 H@nduazufuinisiandluaului 3 (2-2-5) | CPEL103 adladnansfugudmiudens 3(2-2-5) | Adiaransiugud M3y
Physics and Electric Physics Laboratory Fundamental Mathematics for Engineers 3rnT wag Ususedvn
CPE1101 AflnA@RsIAINTTY 1 3 (2-2-5) | CPE1201 wdnn1sifisulusinsuneuiamasuarn1suitym CPE1101 AdlAANERNT
Engineering Mathematics | 3(2-2-5) |3AINTIU 1 LA
CPE1102 A@IRAIEATIAINTTY 2 3 (2-2-5) Fundamental Programming and Problem Solving | CPE1102 AfinA1@ns

Engineering Mathematics |l
CPE1201 #dnnalsulusunsumsuiames uaznsuitym
3 (2-2-5)

Fundamental Programming and Problem Solving

CPE2104 52108035 09A 3avd s uanuwiFingsy 3(2-2-5)

Numerical Methods for Engineering

Fminssu 2 ven 1Wunis
UFNINTADITIEIY NN

sefuieliiom
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CPE2103 afifdfmnysy 3 (2-2-5) | CPE2105 Auihazilunazadifdmiuliasgitoyarwining | nsedulazaenmdasiu
Engineering Statistics 3(2-2-5) |MsUUR
CPE2104 se1dsudBdsitavdmsuauilenssy 3 (2-2-5) Probability and Statistics for Big Data Analytics 3. USuseivn CPE2103
Numerical Methods for Engineering CPe2312 lulasluswawesuazlulasnouiiames 3(2-2-5) |@DAIFINTIU DBALNU
CPE2412 mshAszisasininuasufiminig 3 (2-2-5) Microprocessor and Microcomputer faTei  CPE2105
Electric Circuits Analysis and Laboratory CPE2412 myasieasiviiuasufusinis 3(2-2-5) | mnudnavilunazaia
CPE2434 9as8idnvisednduazUfjifnis 3 (2-2-5) Electric Circuits Analysis and Laboratory dwiuliasgideya
Electronics Circuit and Laboratory CPE2434 299sdidnnsadnduazUfifnis 3(2-2-5) | wwwlvig) USusedn
CPE2456 2995A371ala1935a03n 3 (2-2-5) Electronics Circuit and Laboratory Tviuademnaunu
Digital Circuit and Logic Circuit CPE2456 2935A311AUAL 1950830 3(2-2-5) |usunidagiu
Digital Circuit and Logic Circuit
8 |MIUsu | Franiganu 48 wdein | v nanzenu 36 wdein | naudraniziny
1831109 | CPE2102 Adlnrnansifumiae 3 (2-2-5)| CPE3306 mawaulUsunsuszgnddmiugunsalindeud 1. ifinseden 1 e
MUY Discrete Mathematics 3(2-2-5) | Tundudvanigainu
W | CPE2210 NM1seenuuukasiatuneuls 3 (2-2-5) Application Development for Mobile Devices lawn CPE3306 N5
Algorithm Design and Development CPE2210 MseenuUULaziAu T uneuds 3(2-2-5) WWUWIﬂﬁLLﬂiNUS%Qﬂﬁ
CPE2301 syuuUfjumnng 3 (2-2-5) Algorithm Design and Development ﬁm%qﬂﬂiaim?{auﬁ
Operating Systems CPE3505 syuugudeya 3(2-2-5) | \fieadainueniiu

Database Systems

ANSAAUIWINNTTU 1179
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CPE3229 Frinssugeniunas 3 (2-2-5)| SCT0002 lAs3asetoya 3(2-2-5) | maluladfinsai
Software Engineering Data Structure HAIALITINU
CPE3309 Matdeulusunsuuuszuvgiing 3 (2-2-5) | CPE2102 Aflamansifiumiag 3(2-2-5) | 2. USudne 2 99e3n

Unix System Programming

CPe2312 lulasluswaesuazlulasroniiames 3 (2-2-5)
Microprocessor and Microcomputer

CPE3404 3fNTINviueus 3 (2-2-5)
Robotics Engineering

CPE3412 ixwua%ﬁa%uqa 3 (2-2-5)
Advanced Digital System

CPE3501 lAss1u3dInssuaouiames 1 3 (2-2-5)
Computer Engineering Project |

CPE3505 suugIulaya 3 (2-2-5)
Database Systems

CPEA501 1A599113AINTTUADUNILADS 2 3 (2-2-5)
Computer Engineering Project Il

SCT0001 @antmenssunayesrlsznounouimes 3 (2-2-5)

Computer Architecture and Organizations
SCT0002 lassasnetoya

Data Structure

3(2-2-5)

Discrete Mathematics
CPE2301 s¥uuUjuanis  3(2-2-5)
Operating Systems
SCT0004 syUUMsAeansieyauazIAdtsnoNfimes 3(2-2-5)

Data Communication and Computer Network

SCT0005 AMNUABANEVDIAITAULNA 3(2-2-5)
Information Security
CPE3404 3FNIsuviueus 3(2-2-5)
Robotics Engineering
CPE3501 lAse9uidmnssumsuialaes 1 3(2-2-5)
Computer Engineering Project |
CPEA501 1AS91UAMINTTUADLALADS 2 3(2-2-5)

Computer Engineering Project |l
SCT0001 @atnenssunarasnUsenauvaInauiLmes 3(2-2-5)

Computer Architecture and Organization

lawA 391 CPE3309 13
[WeuUlUTUATUUUTEUY
gling Jv1 CPE3229
Fmnssugeniwas luey
lunguivden losan
Jusedniifiany
FRINSIURAIALTINU
LoYNINATNAIUN
ganAwIsuLmalulad

adeluy

2. i 5 eivlungy
denlaun CPEA402
msdeansidanetidany
#1 CPE4403 walulad

syuUdRaNsisanymIud

AuazmsUszenaldanu
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SCT0003 NMSLUSWASUNNIPBURIABS 1 3 (2-2-5)

Programming Language |

SCT0004 srUUNISAeMITayaAziATOUNEABNN NS
3 (2-2-5)

Data Communication and Computer Network

SCT0005 ANUUADANLUDIENTAULNA 3 (2-2-5)
Information Security

nauivden Tidenseulitdesniy 18 VAVt

CPE3101 MQufjn15AuIn 3 (2-2-5)
Theory of Computation

CPE3201 szuvanesnatlsuazlilasaoulvsaaes 3 (2-2-5)

Embedded System and Microcontroller
CPE3202 nsi¥eusevesnaufinges 3 (2-2-5)
Computer Interfacing
CPE3203 n15UszulanNanIneang 3 (2-2-5)

Digital Image Processing

nquivden Widenseulivesndn 18 mhefin

NALIY NNV UTAITHATATUANTLUUANDINATIRTE

CPE3231 N1331809uagseUUAIUAL 3(2-2-5)
Modeling and Control System

CPE3311 Buwmesiinvesassnds 3(2-2-5)
Internet of Things

CPE3405 w3siiotawasnisiamslng 3(2-2-5)

Electrical Instruments and Measurement

CPE4503 L%qmwwmﬁ
AmnssuneNiumnes 1
CPE4504383an1£919
IMNIIUABUNUAADS 2
CPE4208 Unygyiaa
AUILAZRIARINS
WUURITT ilesesiuiu
nsUURLUU CWIE wag
Uy seing suda
dumnadonlunisdanis
Seunsaulunsuia
dusuwmaluladiialul
Emerging Technology
dawalvidnenenaudi
yiuatefuinAnwneu
pongnatnnssuld
2814570157 LAy Aeven

TunsSeuseiusaly
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CPE3204 N153313UwUY
Pattern Recognition

v
¢ U

CPE3206 MsideulusunsuuuszuugindgUues
Advanced Unix Programming
CPE3208 N1999ALUULNY
Game Design
CPE3209 Afnssugenduisidsdeuians
Object Oriented Software Engineering
CPE3210 nslusunsuiiviwesia
Web Services Programming
CPE3211 n1sUudeyauazdayayo
Data and Signal Compression
CPE3212 M39188955UUMUADLNILADS
Computer Simulation
CPE3218 S¥UUABUNALABILUUNTZANY
Distributed Computing
CPE3219 8ano3fuLuuIuIu
Parallel Algorithm
CPE3220 3Anssuganduisiintneans

Mathematical Software Engineering

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3(2-2-5)

3(2-2-5)

CPE3406 LA3avnemnsiaduliaiy 3(2-2-5)
Wireless Sensor Networks

CPE4401 syuumuANsnlugdf 3(2-2-5)
Automation System

CPE4402 nsdeansliansrmdaausi 3(2-2-5)
Low - power Wireless Communication

CPE4403 wirluladsvuudeanslfaennuiuay
nsUszenalg 3(2-2-5)

Low - frequency Wireless Communication System

Technology and Applications

NANIYUFRANINUIANTTUYULUA

CPE3201 syuvausanatlasinazlulasaeulnsaans  3(2-2-5)
Embedded System and Microcontroller
CPE3202 nsifiounevasnasfines 3(2-2-5)

Computer Interfacing
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CPE3223 N13Use1Ianadqy1oda9ia
Digital Signal Processing
CPE3224 nsi3ouiuesaied
Machine Learning
CPE3225 svUuiiTeney
Expert System
CPE3226 mM33dnLdann
Speech Recognition
CPE3230 S3UUATUANNMINANMEABUNILADS
Computer Integrated Manufacturing
CPE3302 &gy auskasssuu
Signals and Systems
CPE3303 3MINTIuszuUAouines

Computer System Engineering

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

CPE3304 n15Uszananauugunsninnmiwaznisdeansltiane

3 (2-2-5)

Mobile Computing and Wireless Communication

CPE3307 M15:38ulUsHASULAS DU

Network Programming

3 (2-2-5)

nadvIRenMIwNUsEUUARNTIWmeskAs Uy UseRvs

CPE3101 Mufn15AMIN
Theory of Computation
CPE3203 n13UszaiananInmavia
Digital Image Processing
CPE3204 M153915UuuY
Pattern Recognition

v
¢ o

CPE3206 Msiligulusunsuuussuuginddugs
Advanced Unix Programming
CPE3211 nmsUudeyauazdayayo
Data and Signal Compression
CPE3218 55UUABUNIADIRUUNTZANY
Distributed Computing
CPE3219 danasfuwuuuuny
Parallel Algorithm
CPE3224 nsi3ouiuasiaios
Machine Learning

CPE3225 53UV T4y

Expert System

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)
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CPE3311 uwmesiinvesassnas
Internet of Things
CPE3403 N1509NUUL29R5T 1T 89du
Basic VLSI Design
CPE3405 w3asiloawaynsianaluii
Electrical Instruments and Measurement
CPE3406 1A39318fnT193ul5ane
Wireless Sensor Networks
CPEA206 ViAuA1@nsAouiImnes
Computer Vision
CPE4207 Jryayuseiugussynd
Applied Artificial Intelligence
CPE4305 prasiupsluszuunaufinges
Computer Security
CPE4306 ausiupsluszuupsenie
Network Security
CPEA308 svuugutoyadugs

Advanced Database Systems

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3(2-2-5)

3 (2-2-5)

3(2-2-5)

3 (2-2-5)

3 (2-2-5)

CPE3226 M33TNdenA 3(2-2-5)
Speech Recognition

CPE3303 3ANTsNszuuAouines 3(2-2-5)
Computer System Engineering

CPE4206 iAuA@nsnauines 3(2-2-5)
Computer Vision

CPE4207 Jsysyruseiuguszyna 3(2-2-5)
Applied Artificial Intelligence

CPE4208 Uayay Wi uinuagesfinuiluufdia - 3(2-2-5)

Computational Intelligence and Digital Knowledge
CPEA502 N333eA LU 3(2-2-5)

Operation Research

nauivdeNIwNUNTIATIEikarUsEananateya

CPE3208 N1588ALUULNY 3(2-2-5)
Game Design

CPE3209 Afmnssutenauisidsdoutang 3(2-2-5)
Object Oriented Software Engineering

CPE3210 mslusunsuiuiesia 3(2-2-5)

Web Services Programming
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CPE4309 nsviunilesdeya
Data Mining
CPE4311 1p30918l5ane
Wireless Networks
CPEA4401 syuumuANsnlugif
Automation System
CPE4502 N15398mtiiuey

Operation Research

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

3 (2-2-5)

CPE3212 159180958 UUAIUADUNLADS
Computer Simulation

CPE3220 Afnssuensdusitntlnaans
Mathematical Software Engineering

CPE3229 Jfnssuaeonsiunag
Software Engineering

CPEA308 suugudayadugs

Advanced Database Systems

3(2-2-5)

3(2-2-5)

3(2-2-5)

3(2-2-5)

CPE4310 mviuvilosoyauaznsliasigideyavuinlve

Data Mining and Big Data Analytics

NAUITNRDNNINUTEUUATOU BT AU UAIN A TAUNA

3(2-2-5)

CPE3304 n1sUszaanauugunIainnniuaznisdeansiiany

3(2-2-5)

Mobile Computing and Wireless Communication

CPE3307 n15u38ulUshnIuLaseie
Network Programming
CPE3309 mMsidguldsunsuuuszuuging

Unix System Programming

3(2-2-5)

3(2-2-5)
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CPE4305 AsiuasluszuuAoNfines 3(2-2-5)
Computer Security
CPEA306 pnusiupsluszuuiedotne 3(2-2-5)
Network Security
CPE4311 1n3eveliany 3(2-2-5)
Wireless Networks
naivIdenniulymiiveienimnssunauiiunes
CPE4503 Fadianzynadmnssunesiomes 1 3(2-2-5)
Selected Topics in Computer Engineering |
CPE4504 Fasianzyadmnssuneyiiames 2 3(2-2-5)
Selected Topics in Computer Engineering |l
9 |mMIsu | e dEnUssaun1salividn viseaniafinw MINIYHNUTEAUNMSIINTN viseaniafng) Srunutiludinufoade
3 wed | WidenSeuiies nauivndeilidesnd 7 yheda | TidenSewiies ngudvidedlidesnd 7 vhedn | wmhefndmiuseiviiu
NI nauN1sEnUsvaunisel
Hnuse 1. nfuivRnUsEaUNTInNIn 1. ngudvHnUszaunisaliynin INUnALaTang
5ol CPE3601 nsiwseaflnauandmnssuneuiinnes  2(90) |CPE3601 msw3esnuusmdmnssuneuiames  2(90) | fnw auinaueiunnsgiu
TN Pre — Practicum in Computer Engineering Pre — Practicum in Computer Engineering
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CPE3602 nsHnMuiwimnssunauiines 5(360) |CPE3602 M15HNUALAAINTSUABNILADT 5(225) | vdnamsimvug 1 e
Practicum in Computer Engineering Practicum in Computer Engineering An Wiy 45 dalug
%30 %30
2. ngadvannadnm 2. n@udaEnnadny
CO4809  anfafny 7(450) |CPE4601  anfiafnw 7(315)
Co-Operative Education Co-Operative Education
10 |msUsu  |mneddends lutesnid 6 wihedin |vmvndends  litsenin 6 vuwhn | AR
seivves | WinfAnvidendeulusedniu q Adeaeuluuminendose | Iiindnwidenseuluseiniy q Mdeaeuluuminedoy
mnedm | fgdssmedunlitesnt 6 mhedn Wnelitfuneiniine | Spdssmesundlidesnd 6 mhein Taglidrfuneiniiae
Foned | Seunuduaededlifuneiniidivuelficeu Founuduazdosliidumeiviidmunlniseu
11 |U5u CPE4207 Urysyuseugussynd 3(2-2-5) |CPE4207 Yayaysehvguszand 3(2-2-5) |1. USufesungsein
ANEUNY Applied Artificial Intelligence Applied Artificial Intelligence CPEA207 Jnyyrdsufing
37839 Usggnd Lilelinsedu

nsUszendldnssnanansiudyauseivg nsdeans

FENINBIAUA NTAUTVIYRAIN NITVNUNUTUGS N151T8UT

'
q

Tuge N9 lan1WsTINR ST ety nsUseenaly
lAseUrgUszamiisuwaviauuAdanaiiy n1sussyne by

yyuszhvglupeuinimes

nsUszgndlinssnaansiutlyyiseivg nsdumi
Pgaa1n Madougdugs 115191190 1915530R TEUY
f13 9y MsUsEgndlilasansussamidiounaziauiud
dane3fiu nsUssendlilyaussivgluneuiunes wu seuy

LASBUNYFIAL LNWATNITUDIRZLY

waziun1sUH iRl

Uunvemuvule
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12 | 91eivi CPE2105 Anunasiuuazadifdmiviinngidoyavualvg | iieas1avinwemeinu
RTHIRZRE 3(2-2-5) | MIRAUILIRNTIN N9

Probability and Statistics for Big Data Analytics

artnasdudosiy FILUTANLAZNITULANILIIAIY
Wy maudas Armemnedendaans wag deidu
rofudaluiug n1suaniasuuuiifeulueududasy vgud
YOAUA NIINAFOUANNRAFIU ANNTONNDUUALANANTUS N3
Uszgndldatidlunisiesgvideyavualngvisenisneinsaliiig
TUsunsumeNiILmes

Fundamental of probability, random variables, discrete

and continuous distribution, expected value and moment
functions, sampling distribution, estimate, Bayes’s theorem
and test of hypothesis, regression and linear correlation,
analysis of variance, applications of statistics to analyze big

data or forecast problems with computer software

CPE3306 Msviannlusunssszgnddmiuaunsalindeud
3(2-2-5)

Application Development for Mobile Devices

waluladfinsadiu nns
Seuswuuuinly
ARISIUT 21 Tivnzay
fusatausanulagiu
Waz30eSUNITTEUSLT
UfURkUY CWIE 23
wiuAnuBanguluma
JNTEMsUNSISEU
nsaeunumalulagiin
Twnad Emerging
Technology aswali
fhevieamw3Tiviuae
fuin@nwineuseng
paaLsaUlanens
590157 uaY Aenby
nsiSeusyausal 8n
Wi diluliisedu

fundnansousu
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unaso e FULgUNTallADT

nszvaLMTRLTe AR ERmnssudmIugUnsal indeud
mseenuuvdAnserugliuugunsaiindoudl msoonuuuway
Wianwerduasdmivgunsal indouil doamansineuns
govlduidmiugunsaiindouil uagmsfinufuRniswan
goliufUszgnd dnugunsaliedeui

Mobile software platforms, mobile software
development processes, designing mobile user interface,
designing and developing mobile software, mobile software
distribution channels, and practice in developing mobile

applications.

CPE4208 Uayay W BernuInuazeIARIUSIUUATE 3(2-2-5)
Computational Intelligence and Digital Knowledge
ngufidesiutiya i LLmﬁmﬁugma%ﬁﬂmmi

Advia nsuszandldrenduisTumeufon lasehedssanniien

Msmuudiauns Juneuisidaiaums dureuituuy

LaLuFN %umau%%uuwﬂh FuneriBuuuoiandnaun uas sunou

TneauUUMETINNR Yszgndldnumadmnisy nsaiuay

gaR3uy NM3VUAgIRTY MIBATIERFURUY

aunsarlulgiunis

Upskills tag Reskills Tu

nangnslasnnie
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Basic theory, Computational intelligence, basic
concepts of digital knowledge, using software application
laboratory, Neural Network Evolutionary computing and
algorithms, Genetic Algorithm, Ant colony algorithm and
Natural inspired method, Applied for Intelligent control,

intelligent transportation, pattern analysis.

CPE4310 mviuvilosoyauazmiliasigideyavuinive
3(2-2-5)
Data Mining and Big Data Analytics

wuzdnafianisiumidesdeya nsnieudeya ng

Y

aa aa

ANUANITWS nsuenUssiandeya sduliidnduls Bnead 35
iioutihuilndian Alasesussamion mslnegidangy
nsuanwateya wagnisldauieundiatunsvinmieeya
nsrUIUMTIATIERteyavwInlvg an1dnenssunisuseuiana
UBYARVULALAANDUNITIAR S nsfngwazldnuueundindu
dwudeyavuinivg

Introduction to data mining techniques, including

data pre-processing, association rules, data classification,
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decision trees, statistics, nearest neighbour, artificial neural
network, cluster analysis, data visualization, and use of data
mining applications, big data analytics, MapReduce
architecture, Installing and using big data applications.
CPE4402 nnsdeansifaneridseus 3(2-2-5)
Low - power Wireless Communication
wuzimsdeansidaneidanuni Jenudesiuuas
nuianeenia viaaeeniadmiunmsdeansiimeiidanush
AudisTouund gULL‘UUﬂmLWimzm8ﬂ§uL%aauwuLLasL%aﬁwé’q
ANINLEWAANNLALTANTIVYY UTEANTAINNITUNI NI
adu Inanlsiedu Sufiuaudiudwasuuudiay asernelula
san3U WATANITUUNTIBURUAUTA1801NA @1 INAGINSU
nsdeanslimoidsnuimarislvifunmsussgndliaulutiagdu
Introduction to low-power wireless communication;
basic definitions and theory of antenna; antenna type for
low-power wireless communication: resonance frequency;
power and field patterns; directivity and gain; radiation
efficiency; polarization; input impedance and bandwidth;

microstrip  antenna; antenna impedance  matching
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techniques; modern low-power wireless communication

antenna for current applications.

CPE4403 wialulaBsyuudoansldaennuisuas

nsUszenalg 3(2-2-5)

Low - frequency Wireless Communication

System Technology and Applications

qUﬂiﬁﬁizuuﬁamﬂ%'mammﬁﬁﬁﬂizmwﬁﬂ6‘] YUY
w3otneldareninudcn wugdidunesidnvesassnds szuu
LoRA anUnenssuvesszuy JUkuunaniuensauag walulad
n15a pansuuuldanediii ead e 14U Bluetooth, Zigbee uag
TAsstensdeansmdsausi WPAN/WLAN TUstnaeadiviunis
doansluadete wWu MQTT, CoAP wazdus wialuladdeasls
aneaudAiuewIAn

Types of low-frequency wireless communication

system  devices; low-frequency  wireless  networks;
introduction to Internet of Things (I0T); LORA system; system
architectures; hardware platforms; relevant wireless
technologies  (Bluetooth, Zigbee and low power

WPAN/WLAN); networking protocols (MQTT, CoAP and etc);
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wiaNaNnuFuU T

the future of low-frequency wireless communication

technology.

CPE4503 Fauamgmaimnssunaufiames 1 3(2-2-5)
Selected Topics in Computer Engineering |
Feaaniznaimnssuaeuiuneslussiuusyaed

luiaediiay malulagiinlvd nsuideyminisguyy visly

uiumes Jgmiidnssuudluanaadugaudnuinazaniy

Usenaunns

Computer engineering topic at undergraduate level
such as special problems, emerging technology, local

community problem or Cooperative and Work Integrated

Education context (CWIE).

CPE4504 Bauannzymaimnssunsyiiumes 2 3(2-2-5)
Selected Topics in Computer Engineering |l
SosangynaimnssureufiameslussRulsyyes

luiaediay inalulagiinlvd nswAdaynimisyusu niolu

USUNVBY ﬂmymﬁﬁmﬁﬁ'mLLf’fl%mﬂamﬁuqmﬁﬂmLLazamu

Jsgnaunnsg

149



=p

nangnsuTuuse w.A. 2560

nangnsuIuUTe w.A. 2565

wiaNaNnuFuU T

Computer engineering topic at undergraduate level
such as special problems, emerging technology, local
community problem or Cooperative and Work Integrated

Education context (CWIE).

CPE4601 @unafinen 7(315)
Co-Operative Education
nsufURNuIslusAnviseanulsznaun1s 1 n1a

Seou Inetnfnuniinthifuinveulussinsviieaniuusenauns

agauineutaiioun uduntnauvesaniuysenaunis n1s

UftRnufinanifesdunuiosumisitnnuldhnng

wazenansnanfinesuddseiaunnnmumdndnisiiled

AnwluaaruAnwlulglunisufiRnuassdmivuidgmerng

JeBu WoiafdunsuftRnuindnwadesiarienunas

dauenansUfURNu

Students are certainly responsible for the
organization or establishment as if one was an employee of
the establishment. This must be a job or position where

students have developed research engineering knowledge

and professors based on academic principles studied in
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educational institutions to practical work for sustainable
problem solving. Upon completion of the operation,
students must prepare a report and present the

performance.
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aglillamnednduunaanilemased Ay v vIneNNInesn1Na9AA1US (Body of Knowledge) eu1Aauiiaines w.A. 2552 (uAa. 1)

MANGATIANTIUABUNAADS UTUUTI WNsANI1Y 2565

(Computer Architecture and Organization)

29ARNS 571839 U8R
o3 Wd 1 Augunadeulsun CPE1201 dnn1sBeulusunsumeuiinnesuaznisuidam  3(2-2-5) | duldnuunasgiunaudiszau
(Programming Fundamentals) CPE2210 MsoonuuUMasfAuItuneuds 3(2-2-5) | USeyeyma @nvnmeuiiames w.e.
SCT0002 lpseasnadeya 3(2-2-5) | 2552
03AmW3T 2. Adlnransynaneuiaimes CPE2102 AglnFansiAumiag 3(2-2-5) | ulunuunasgunadiszau
(Computer Mathematics) USQeyns @1vIAeNiaLees ..
2552
93AmW3T 3: Bidnnselind (Electronics) CPE2434 19938iénnseinduazufiRinis 3(2-25) | Wulumunmsgiunandissiv
CPE2312 lulpslUswawesuazlulasrouiunes 3(2-2-5) | U3Ueye3 @1vmouiames w.e.
CPE3404 JFNssuviueus 3(2-2-5) | 2552
93RS d: msINAARSATYIA (Digital Logic) CPE2456 1935A971ALAZ3995803N 3(2-2-5) | Wulumunnsgiunandiszau
YT ns anneuialnes w.e.
2552
o wdT 5 lessadedoyanarduneuis SCT0002 lassasradeya 3(2-2-5) | Wulumunnsgiunandiszau
(Data Structures and Algorithms) CPE2210 NMseenuuukaziautuneds 3(2-2-5) | USeyy1as @nvmeauianes w.e.
2552
0sAmWiT 6: lassaiauazaninenssunoufiines SCT0001 @nndnenssuuarotrUsenouraInauiines 3(2-2-5) | Wulumunmsgiunandissiv

USUQns aunneuialnes w.e.
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adﬁmmﬁﬁ' 7: szuuUfURN1S (Operating Systems)

CPE2301 syuuUjuanis

3(2-2-5)

Julumuanmsgueandiseiv

USeyeym3 a@1vnneuiames w.e.

2552

BIAANIN 8: SruUgIUTeya (Database Systems)

CPE3505 s¥uugulaya

3(2-2-5)

Julumuanmsgueandiseiv

USeyeym3 @1vnneuiames w.e.

2552

BIAANIN 9: FmNTTUTeNAWIS (Software Engineering)

CPE3229 3@inssuganawls

1Y

3(2-2-5)

Julumuanmsgueandiseiv

CPE3306 msﬂ’@uuﬂﬂmﬂsuﬂszqﬂﬁﬁmsuqﬂmaﬁmﬁauﬁ 3(2-2-5) | USeueyws @nvimeuiiawmes ..
2552
93AMWIT 10: LA3oUunauTames (Computer Networks) SCT0004 sEUUNsAeasTeyauazIAiotBneuinmes 3(2-2-5) | WHulumumnsgiunandiszau
SCT0005 ANNUADANYYDIENTAULNA 3(2-2-5) | U393 anvipeuianes w.a.
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GEN1001

GEN1002

1
o a

23N AVREinT)
IngAansuazatinAansluTINUszaniu 3(3-0-6)
Essential Science and Mathematics in Daily Life

NIEUIUNITANVBIUUYE NITHAILIYNYENTEUIUNITAALALNS
Usgynaldlusiusine 9 ludIadsed1iu n1mmadneimans annugnia
Inermansiuamiaineimaniifion nénadinmansfianduluTiauszsdriu
wavanmiUody

Human thinking process, development and application of thinking
process skills in daily life, scientific method, scientific knowledge and

pseudoscience, essential mathematical principles in everyday life and

elementary statistics

FUNTLNDT AR 3(3-0-6)
Healthy Life

aﬂﬁﬂizﬂauﬁugm AudIAYUeIuN WA 0TIN nNraUAMLALNS
@JLLﬁa‘SUﬂ’]W Wi]ﬁﬂiilla‘%ﬂ’]w msmmqmmwLﬁaqﬁuﬁaamum ﬂ’]ﬁﬂ;ﬂ:M‘WEﬂ‘U’]ﬁ
onsuazlaruIns Msoeniidameifioguam siazansianin oufenis
\Syug wazquawdn anansathauiile
Tuuszenaldlutinusedniu

Explains the meaning, basic element and importance of healthy
life. Health status and health care, health behaviours, basic health check
manually, first aid, food and nutrition, exercise for health, medication and
drugs abuse, health, reproductive health and mental health knowledge to

be applied in everyday life
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GEN1003

GEN2001

Fodw nein
welulagAdiiaianisiaaisuaznsizoud 3(3-0-6)
Digital Technology for Communication and Learning
arudidesiuinatumaluladddvia nsldmaluladBumesidnuazde
denueaulatiagagneisamnungraeiaysesTsunamalulagfdvia BTy
auvasadelunsldmaluladfdna nsldmaluladfdvalunisdeans nis
Feoud wermsududeyaansauna anudfuguiedulusunsuneufiunes
Introduction to digital technology; ethical and legal use of internet
and social media, security use of digital technology, utilization of digital
technology for communication, learning and searching for information;

basic knowledge of computer programs.

mmé’anqmﬁamiﬁams 1 3(3-0-6)
Communicative English |

vinwznsdoasnudainguludinuszdru Taensysannns i1 4 Vinwe
leuA nsls nsyn seu uaznsieu msdeansluaniunisainig 9 SR
NSSEUTIUUTITY
VDIUINVDINT

English communication skills by integrating all 4 skills; listening,
speaking, reading, and writing in everyday life, communication in various

situations including learning the culture of native speakers.
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GEN2002

GENZ2003

1
A a

¥ wienn
AYIDINGWINBNN5EDET 2 3(3-0-6)

Communicative English Il

' [ (%
= =<

Minwen1sdearsnwdainguluseaungelulagnsysannisma 4 vinwy

Y

¢l v

1uA nsils mana nsenu wazmsdsuiiontsdeansluaniunisaifidudou
B9ty TneitumsuaninnuAathlulsaduing q egrsfimguassa mslddun
ﬂ’]‘l&f"lLﬁE]ﬂ'\'ﬁL’ﬂi‘\ﬂGiE]ﬁaﬂ nsianUsgaunisaluasauaula

Advanced English communication skills by integrating all 4 skills;
listening, speaking, reading, and writing for communication in more
complicated situations with an emphasis on giving opinions in various issues

logically, using language expressions for negotiation, sharing experiences

and interests.

M lneienisaeansludAnlsseil 21 3(3-0-6)
Thai for Communication in the 21st Century

UszrauA eadunisidaretneluanissen 21 audlalunisly

o
Y v o w

M lnguay n1sldlneggnisanazminzauivyaade N 4 vinveddgy taun
msils MIna 38U waznndeu ez duasied wazdAndule
DY NATWATIA

Issues relating to Thai language usage in the 21st century,
understanding Thai language usage correctly and properly for the era in all
4 skills including listening, speaking, reading, and writing in order to analyze,

synthesize, and interpret creatively
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GEN2005

a

Y231 i
METINHNDINGUTLAIANIIYINTG 3(3-0-6)

English for Academic Purposes

A o

Wnwen1seukaznsilsuniwsingui s ndudmiunisd ea1snis

(% ' '

a a .4

1713 INBLEUNTOUTTILATIZRLAZELATIZALENIANEDMANN 9 N9daFINLN
= o & d' ¢ & =
aaiamwm LLﬁSﬂ@@@‘Lﬂ,ﬁu i’JiJVl\‘iﬂ'ﬁL?J?JUﬁ?UF’TNﬂJ

Essential English skills for academic purposes by focusing on reading
and writing skills; analyzing and synthesizing of texts in authentic materials
from printed and audio-visual media and online resources as well as writing

summary.

mmé’enqmﬁamsﬂiznaum%w 3(3-0-6)
English for Careers
ﬁﬂmmmé’aﬂqwﬁ'ﬁﬁLﬂuiuﬂﬁsm?wﬁaaﬁmmuﬂgﬂmimﬁwLmﬁamu
nsleulseiRdui madeurnmuneaiaseau waznsdunivelen s
Wnwenisdeansluaniuivisuegefivsedns o nseseuaundonnis
Wauvinvenisdulunsedeusdndu
nsaeulnda (TOEIC)
English skills needed for a job application preparation including job
seeking, writing resumes, writing application letters, and job interviews
including effective communication skills in workplaces; skills needed in

preparing for the Test of English for International Communication (TOEIC)
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GEN2006

a

FoAn NN
awIuientsdeasitesdu 3(3-0-6)
Chinese for Basic Communication

szuudsniunans Adnviduiiugiudous 400 AIuly druaunes
sUUstlempgrairganunaunuituaniunisaliing o loetdunsininweaunis
flsuazmsyn nasmauaualuiABrfuInssmuas Taussusng q ield
dmSumshnsedeasileduiurmiu

Chinese phonetic system, basic vocabulary of more than 400 words,
simple expressions and sentence patterns from conversations in various
situations by focusing on the practice of listening and speaking skills as well
as general knowledge about manners and cultures for basic communication

with Chinese people.
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GEN2007

GEN2008

a

Fa3w iaenn
mmm’j‘iﬂuﬁanwﬁamuﬁaeé’u 3(3-0-6)
Japanese for Basic Communication

Usztandadnwslunwidiu ssuumsesnides msilnsinuznisils ya

1 a

97U LazWeu lnsiuiseuuazisundnvivsaUsyloaniesneslsiu d1uiu
waglassasshensaliuguieldlunisieans wu Avfnmeludindsesiu
MsnALLziIRLLes NMsUBAMIUYMLY NsUBNLIAT MIRALiEITUATEUATILAS
uAInende n1sgeuazvsdud MItheu wasmskusanuiivesiios (Ju
#u 1nfnanufiluifefudnunsdinn Sausssu Ysemdvesdiu 1oy
iilanmwmugiu sssdenufifuazannsailudeansldedesuiu

Types of characters in Japanese, pronunciation system, practice of
listening, speaking, reading, and writing skills with an emphasis on reading
and writing vocabulary and sentences in Roman alphabets, basic
expressions and grammar structures for communication, such as greetings
in everyday life, self-introduction, telling locations, telling time, talking
about family and university, buying and selling products, persuading and
recommending tourist places, etc., general knowledge about social
characteristics, culture, and traditions of Japan for understanding the
language along with the customs and practices to be able to communicate

smoothly.

AENUNIN5HE15 UD AU 3(3-0-6)
Burmese for Basic Coommunication
Y 1 r.:l' Ly o & = 4 d’lj o U I3
sruusnyIndInduiusiuseuudes laseasiedseleaniugnu Ardny

Wugu Aninweni1sils wa 81y uazleu Waiuisadeansatwindilaluseeu

o«

[
= U

LUBNR

Myanmar alphabetical systems in relation to phonological system.
Basic sentence structures, basic vocabulary. Practice of listening, speaking,
reading, and writing skills in order to communicate in Myanmar language at

a fundamental level
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GEN2009

GEN2010

a

IBAIYN U2BAA
AMWININANBNISHRE15 UDIAU 3(3-0-6)
Korean for Basic Communication

v v N

fdnusnwunng Tassadrsuseloaiiugiu drdwd seuuliensaidu
fugunarUselaiuguilddoasluiinuse s iuluaniunisaldng

Korean alphabets, basic sentence structures, vocabulary, basic
grammar system and basic sentences used for everyday life communication

in various situations.

AMWLIYAUIUNBNISHOE5LUDIAY 3(3-0-6)
Vietnamese for Basic Coommunication
a =~ o o a o w ¢ A va
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FnUszdriu Anndrurunazsivstlonegrsieluanumsaling q WelgiSou
ansath U lunsdoansle

Vietnamese sound systems. Vietnamese alphabet, vocabulary,
simple expressions and sentence structures applicable for various language

use situations for daily communication.
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To study fundamental approaches of good citizen, rights and duty
of citizen, citizen and morals & ethics, meaning, form and characteristic, and
resistance of dishonesty and corruption, social participation, voluntary and
public mind, social attitude, leadership and teamwork, human relation and
communication, good governance and national unity creation, problem
solving with peaceful meaning, and enhancing of social skill of the 21th

century citizen for building of good citizen of society, nation and global.
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The King’s Philosophy
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Principles and concepts in development of His Majesty’s the King
Rama 9 and royal plans and strategies for education and local
development of His Majesty’s the King Rama 10. Focus on how things can
be improved upon with a view to achieving greater prosperity, stability,
good living and sustainability on what course of action should be taken
when people encounter hardship; being a good members of community,
society and nation. Collaborate work with communities, societies and

related organizations; sufficiency economy principles are amongst key

principles and concepts implemented.
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Cultural Way
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Signification, type of culture. Process on how to generate people’s
understanding and acceptance of cultural differences in local, national and
international levels, remarkable wisdom of the local Thai and world; and
to understand culture and wisdom of the Lanna and Chiang Rai, change
and adjustment of culture and wisdom, and value of culture and wisdom

for creativity in culture and wisdom.

USyey1vaaATygnanaLines 3(3-0-6)
Sufficiency Economy Philosophy
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Signification of sufficiency economy philosophy which affects
people living with the middle path for balance and sustainability based on
three characteristic cycles: sufficiency, rationality and immunity and two
conditions: knowledge and know how, and moral under proactive activities
of sufficiency economy philosophy and application in daily life including
accounting, saving, expense planning, personal budgeting and investing,

taxing, and future financial planning.
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Creative Aesthetics
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Awareness of basic art, music and performance knowledge in order
to develop students in terms of creativity process and art making ability

which could be further developed and applied into everyday life usage

within beauty groundwork.

nsiliasuaznguanglan 3(3-0-6)
World Politics and Law
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Global politics context, evolution of international society, world
system and international organization, international conflict and
cooperation, world legal system, international source of law, international

trade and international dispute settlement.
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Competency of Graduate
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Self-development principles for being desired graduate, manner for
self-management, personal management, and work management,
competency in access, understanding, and improvement of self, and skills
for the 21st century which consist of 3Rs and 7Cs: the 3Rs are Reading,
(W)Riting, and (A)Rithmetics; and the 7Cs are Critical Thinking & Problem
Solving,  Creativity &  Innovation,  Cross-cultural — Understanding,
Collaboration, Teamwork & Leadership, Communications, Information &

Media literacy, Computing & ICT Literacy, and Career & Learning Skills.
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ASEAN Community

maleneigiameendeudein iameiuden Sausssy UseTRaans
LAT¥ENY N194e9 wagANduRUTsSEINaUsene YaniilnesAnTendou
las9as1903Ans Idondau nalnArusiudeniunisde wsugia wazdiny
TusTIN ANNFURUSHENGUUTHNAGLI T naAsuutasiliintuseUssina
Inguasnquussimaaandnrain1sTuimiussyauasygnalnadedulul 2558
nsaszrmindeeudunadesendeu wumesuiiononsiiagusuondounas
mMsidsuudasiidunadselneuazszimaanndnuszanondou mmé’ﬁ
Fuduiiensamunierhgsiafuussmeluondeou uay aussouznsudediuly
nsvihgshavesUseinalue ey

To analyze ASEAN Community deeply in society, culture, history,
economics, politics and international relations, started point of ASEAN,
organizational structure, the way of ASEAN life, country coordinating
mechanism in politics, economics, and cultural society, relationship to the

group of dialogue partner countries, transformation of Thailand.

nsillasn1sunasesvaing 3(3-0-6)
Thai Politics and Government
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Institutions and processes of politics in Thailand, historical
dominance of Thai politics. Analying of the role of political institutions,
cabinet, monarchy, political parties, parliament, courts, election and local
government. Citizenship, political and people's lifestyles, political culture,

conflict management and peace education.
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Law in Daily Life
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Significance, characteristic, category and evolution of law including
hierarchy of Thai law, judicial process in civil and criminal cases, general
laws that people need to understand and essential for daily life, for
instances - civil and commercial code in cases of person, legal act and
contract law, specific contract, family; criminal code in cases of - intention,
carelessness, culprit, user, supporter, necessity and prevention by the law,
anger, traffic act, narcotics act, consumer protection act, nationality act;

code of criminal procedure in cases of-arrestment, investigation, release;

the right to justice process, and civil procedure.
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Life Skills
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Life Skills involves studying psychological concepts to understand
and appreciate selfness and others, and systematic thinking in order to
foster mental immunity, recognize and avoid problems and cope with
them; managing emotions at work and in daily life; improving social skills;
applying the art of happily living with sufficiency; developing the ability to
manage and design private life in terms of personal finance, career, social
life, and human interaction; and learning to set corresponding life goals

based on the changes in 21st century in order to meet social needs.

AsENANaINIELaTIn 3(3-0-6)
Exercise for Life
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The relation of exercise and body system. Exercise and daily life;

exercise for health; enhancing of physical capability; the physical capability

test; injury prevention and injury treatment from exercise.
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Energy for Life
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Energy classification, energy resources and their uses, importance of
energy in daily life, community and world life including trend of energy in
the future, energy conservation in daily life, case study and energy

conservation measures in selected area.

ns¥wiiunsiesns 3(3-0-6)
Communication Literacy
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Principles and concepts of communication literacy in information
society context, influencing factors and patterns of dominance in
communication, skills and components of communication literacy to build
up an awareness of communication literacy of self and others. Principles

of information exposure and information accessibility and publicity in digital

era.
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Entrepreneurship in Special Economic Zone
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Principles, concepts and types of business operations preparing for
entrepreneurship in digital era. Starting business, guideline in starting
business, business functions operation, regional economic cooperation and
world economic cooperation. Characteristics and importance of Special
Economic Zone, government and private sectors’ policies toward Special
Economic Zone, analyze of being entrepreneur in the Special Economic

Zone and including of practical knowledge in Special Economic Zone.

fauandeululaniagiy 3(3-0-6)
Environment in Today’s World
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Component and types of environment, Cause and environmental
problems, Impacts from environmental problems, Current environmental
situation in local, national, regional and international levels, Environmental
concerns in international venues, importance of biodiversity, conservation

for the future, Sustainable development on balancing of natural resource

consumption and replacement and case studies.
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Law and Occupation in the Digital Age
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Law regarding careers and business in the time of technological
disruption; intellectual properties law, privacy, data protection law
including technology related laws; the implementation of law in careers

and business, including the trends of disruptive legal changes which were

caused by technological advancement in the near future.

AU e RN TIn 3(3-0-6)
Meditation for Life Development
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Meaning of meditation; objectives, methods, processes, the
beginning of meditation practice; characteristics of reciting and meditating;
benefits of meditation; meditation resistances and applying meditation to
daily life; meditation as related to education and work; characteristic,
processes, qualities and benefits of the states of absorption (Jhana) and
insight knowledge (Nana); fundamental knowledge about insight meditation
(Vipassana); differences between the foundation meditation (Summata) and
the insight meditation (Vipassana); layout of the foundation meditation
(Summata) and the insight meditation (Vipassana); Insight meditation as

related to the world population.
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Human, Society, Economics and Development
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Living principles of human under uncertain conditions of social
aspects, different of generations, multisexaul; trends of economic and
social development, innovation-based economic development; creative
economy; social enterprise (SE.), sustainable development learning towards
Sustainable Development Goals framework (SDGs); and the engagement
and relationship of economic and social development both national and

international level.

Innaiienswaniasdufiunsusnmsden 3(3-0-6)
Volunteering for Local Development and Social Services
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Principles and concepts about volunteering for local development;
volunteering and social services; volunteering and business sectors; process
of volunteering operation; getting start, organizing,  operating and
developing; focusing on developing and enhancing skills for students to be

able to perform volunteer activities.
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Engineering Workshop Practice
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Measuring and measurement tools, safety in workshop practice, basic
principles and practice of various tools and machines, filing, forming, arc
welding, gas welding, bench work, basic electrical operation and
introduction to electrical system in industry, the use of drilling and sawing

machine

Wanduazufuanisiandlusulnila 3(2-2-5)
Physics and Electric Physics Laboratory
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Vector, motion, Newton's laws, force, gravity, collisions, work and energy,
bodies in equilibrium, electric charge and electric fields, Gauss’ law, electric
potential, capacitance, dielectrics, electric current, DC circuits and devices,
magnets and electromagnets using a computer simulator or demonstration

system processing

ns1WNAINIIU 3(2-2-5)
Engineering Graphics
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AMNseRledalan AnaakaNINIY NiEAaNRIMITIE LU BULUY
Drawing, lining and lettering, applied geometry, dimensioning and
tolerancing, orthographic drawing, pictorial drawing, freehand sketches,

sections and auxiliary views, computer aided drawing.
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Fundamental Mathematics for Engineers
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Function, limits, the derivative, applications of the derivative, integrals,
and the fundamental theorem of calculus, mathematical inductive, series,
vectors and geometry in three dimensions, lines and planes, vectors and

using computer program for laboratory.
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Fundamental Programming and Problem Solving
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Introduction algorithms design and develop, counting problem, sequential
and linear data searching, and data selection (max — min); iteration, data
sequential, string, basic of object oriented program, class, function, method

and subroutine; abstraction, principle of OOP design and develop, built-in

library, introduction to software qualitative approach, software testing.
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Numerical Methods for Engineering
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Numeric computation, causes of errors from processes in numerical
calculations, approximate values in a range and outside the range of interval
data, root of a nonlinear equation, determining integral and numeric
derivatives, linear programming, Eigen-vector matrix calculation, using
computer program in laboratory.
anuinaslunazdadaamsuImsidayavuinlng 3(2-2-5)
Probability and Statistics for Big Data Analytics
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Fundamental of probability, random variables, discrete and continuous
distribution, expected value and moment functions, sampling distribution,
estimate, Bayes’s theorem and test of hypothesis, regression and linear
correlation, analysis of variance, applications of statistics to analyze big data

or forecast problems with computer software
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Microprocessor and Microcomputer
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Microprocessor architecture, processor technology, basic function of
microprocessor, interface devices, analysis of microprocessor performance,
principle of programming language to control and applies interface devices

to input and output devices.

N33Rz IR Az U uRng 3(2-2-5)
Electric Circuits Analysis and Laboratory
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Circuit elements, node and mesh analysis, circuit theorems, resistance,
inductance, and capacitance, first and second order circuits, phasor diagram,

AC power circuits, three-phase systems, electric circuit laboratory
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Electronics Circuit and Laboratory
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193598181184 saUkanduarnsUszenaldluisdudunaslidadu luga
uwnasingln UfiRnsiieiuastidnnsedng

Atoms and electron, energy band and charge carrier in semiconductor,
semiconductor junction, p-n junction diode, analysis and design of diode
circuits, bipolar junction transistor, field effect transistor, metal-oxide-
semiconductor transistor, CMOS and BiCMOS transistor circuits, analysis and
design of transistor biasing circuits, transistor modeling, analysis of small-
signal transistor amplifiers, the frequency responses of transistor amplifiers,
multistage amplifiers, power amplifiers, operational amplifier and its
applications in linear and nonlinear circuits, power supply module, electronic

circuit laboratory
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Digital Circuit and Logic Circuit
MeAnidesSeuiniou : CPE2434 2aasdidnnsedinduazUfiRns

FLUURYZIU S9ARAN9Y) AB3NINY ANIAFNEAATLUUYA ANTI9ANINATE 19958030
n msanguaumasuuyalaeliumuiivuuasuenayisaiuusinnaean, wiuds
WUULY, 299dUrlaey diuusznaures ndlgaud 299THY 219sTNIIanes
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N158NLUUTTUUAINE N1388NLUUINDIABUTLIUTULAZI9TTAIUTYE N1SLUaY
g uszninemdianuouiasn Uﬁﬁ’ﬁmsﬁmﬁmwaﬁ%ﬁaLLasaa%ﬂ

Number systems, codes, logic gate, boolean algebra, truth table, logic
gate circuit, Boolean equation reduction by Karnuaugh map and
Quinmacrossky method, Wein diagram, logic gates, flipflops, memory
elements, counters, shift registers, digital system design, combination and
sequential circuit design, signal conversion between digital and analog, digital
circuit laboratory
miﬁ'mmiﬂSLLnquszqnﬁﬁm%’uqﬂnmﬁ,ﬂ%‘auﬁ 3(2-2-5)
Application Development for Mobile Devices
sedviideaseuinden : CPE1201 wdnn1sideulusunsunenfinmesuazns

Aty

unanesuvosreliusuugUnsaliadouil nszuIuM T TNHLS B
Inssudmiugunsal indeudl mssenuvuduAndeiugliuugunsalindeudi
miaaﬂLL‘U‘ULLasﬁ'wm%WﬁLLﬁﬁW%’Uqﬂﬂiaj AABUT YBINNITIHEUNS
gedusdmivgunsalindoud uaznsinufURnsiaLNedLTUssey e
dw¥ugunsalindoud

Mobile software platforms, software engineering development processes,
designing mobile user interface, designing and developing mobile software,
mobile software depolyement process, and practice in developing mobile

applications.
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Algorithm Design and Development

Msinsziaududouvestunewis nseenuuULarIATITTunouls
waliansudsienifioiotuy T8873aRn mugndesestumeuds melinsei
mududeu Juneuitidariuu nslusunsuuuunada Jaywndanisda Jam
sl Yeymuuvauysaldud

Analysis of algorithms complexity, design and analysis of algorithms, divide
and conquer, heuristic algorithm, correctness of algorithms, complexity

analysis, greedy algorithms, dynamic programming, combinatorics problems,

graph problem and NP-Complete problem.

szuugudaya 3(2-2-5)
Database Systems

NANN1390951UT8YA N1388NLUY TUTUNTUIANITEIUTBY R FI1UTDL ALY
ANUFNTUS n1wdeunudalasiaing MIliesiesruugIudeya n1sesnwuY
LLaza%waUUEm%'aaﬂa LL‘L!"JF?IWLﬁlﬂﬁﬁuﬂizaﬁ/}%ﬂﬁwLLazﬂﬁU%JULLGl'\‘igﬂusﬁaﬁJua ey
uteyanuululeafiuea

Principle of database concepts, design and implement an application with
a database management, relational databases, query language, database
system analysis, database design and implementation, doncept of database

performance and tuning, and NoSQL databases.

Taseairedaya 3(2-2-5)
Data Structure
wanmseulusunsuiuulasasne anugilesuiednulasainatoya auvisd

INAEN NBITDU LOIADY NISIEULAR AUl NN WALAS NISISUILAENITAUNN

DD

e

oA
Introduction to structural programming and data structure, arrays, liked

list, stack, queues, recursion, tree, graphs, sorting and searching algorithms.
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Discrete Mathematics
Augrunsudledguidienisfiguiuuuguienademand wn flesdy
fwadia wWvsng Auuanduy Sunuduuasnguins v flanduniseuiaaiiy
Fudou AnuduiusLuuRswin MIvssenduitaymmelusunsunauiames
Principle of proof methods and mathematical induction; Functions, set
and sequences, Algebra, Matrix, probability, random and graph theory,
complexity analysis and the growth of functions, recurrence relations,

applied computer program to solve the mathematic problems.

sEUUUUANg 3(2-2-5)
Operating Systems
sedviideaseuinden : CPE1201 wénn1sideulusunsunexfinmeiuas
n1sun Uy

wifiveesEuuUfuAns nsdanismineins nmsdnddiunisinnuvesdiy
NFIANITNINYINTNUILANTUALWUNEANT ALY N1TTANITNITAANIY N1
IN15BUNALDIANA isUULLWu%a;JUa AMNUABAABYDITTUUADNRILADS

Basic functions of operating systems, resources management, CPU
scheduling, main memory and virtual memory management and scheduling,
deadlocks, input and output management, file systems, computer system

security.
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Data Communication and Computer Network

ssuumaifvteyanaznisdoans gunsaliildszuuiivtoya nsiiasied
szuvdoans gunsaliildszuudeans ssuumsdseyauuumafien uuvasmis
Wiy viaveansdideyaeudenuazfidvia anndnenssuvennietiey Insin
ADA TEUULATOVIY LUUIPUUILINAIN LLUU"UIWEN'WHU%L'JWLQWWS‘?{ LagIeuUy
UILUIBNALUUNTEY

Principle of data storage and data communication, data storage devices,
analysis of data communication system, basic of data communication
devices, one way and two-way communication system, full duplex
communication, analog and digital data communication, network

communication architecture, LAN WAN and distributed communication

AUUADANYVDIFNTAUNA 3(2-2-5)
Information Security

Anulduasndsluanizn1suszaiananie ADURILABS N1TITUNUAITIANTT
sruuAnuUaenseluszuugiuteya AnuUasasdeluneuiuneidiuynna Ay
Uaenstlulasstnonisdeansteyanistestumsnienim n1sinsizsianuides
Uszduluningraneuazasseussalubesnnulaensslussuunoufinnes

Introduction to information security, uncertainty of data processing,
planning and managing the security of database system, personal computer
security, information system security and protection, risk management, law

of cyber security, ethic for computer security.
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Robotics Engineering

MFATIZINHAAIANT N1TTATIZAAIUAUL A5 AT wazssluge
sioled AugIULBINITATIUVLTIABY WAZAITAIUANTLELA NTa1IUULTIABY
NIAMAAIEAANS VIV UBUd Luudiaeslatuanfndnsauazlainanduniu
WUUINADMNY Nadansvesilifu-easlaasuazainsedd m'ﬁmumumim?{auﬁ
YDIWULUA AUFUNUSITINAAI UVUYUEUA NAAIENS VDIUUYULUS L33adn
Tukyuueud MIAUANYUELG

Aerodynamic analysis, position analysis, speed, acceleration, and force in
the cross-link, the basics of modeling and robot control, mathematical
modeling of robots, straight and inverse kinematics models, Newton-Euler
and Lagrangian models, robot movement planning, the difference
relationship, the robotic arm, the dynamics of the robotic arm, static force in

robotic arms robot controlling.
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Computer Engineering Project |

52t 8UITdmSUANTENTIATIUNISTIAINTTY MSYINTRYS wWiINIeALTY
1A599113MATTY WUIMNIN TR UL e Nad NS LazToya1nlATaL N9
UTganaNanazilATIzRlATNIU 35159AoNA1TLaE 189U NTUILEAUDLATIY
nsldie3esileuargUnsainmsvinlassnudmngsy dnfnuazdosdsseanuatu
UAUBIATINIT WALTIBNUKAAIAIINNINTENToEAE 50 mamu%uauuuiai ol
Tuog fuamgnssuntsuazazdosiiunisasulasiinsussesiausnause
AMENITUNTUTEIANUIUN

Research methodology for computer engineering, testing and checking
results of project, planning and analysing the project solution, the report
writing and presenting, suiding the use of technical tool for the project, And,
the project examination, the students are required to submit a project
proposal to committee for reporting the progress that completed by 50
percent of all scope of the project, and the student must pass the
examination by presentations to the committee or at an academic

conference with external reviewers.

TAS99IUIAINTIUADUNADS 2 3(2-2-5)
Computer Engineering Project |l
83 NABUSUNINOU : CPE3501 1ASINUIAINTTUADLAIABDS 1

a

msfupiiTeluidefirvmadmnssunsuiumesineinAnvidudaniunis
melinseuauvesensdivinw tndnwasdesdsssnuatuaysalidoiada
dunmsnuluiniuassunsaoulngisnsusseslauonauoAuEN IS
Uszdnau1inn

Undergraduate student researches on a special topic in computer
engineering under the consultant of an advisor. The student is required to

submit a final project report to committee. The work presented to the

committee.
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dandaenssunazasnusznaunaunnes 3(2-2-5)
Computer Architecture and Organizations

STUUABNNILAES MUleUszuIana nileA T wegaduldn/deeen N3
JeurensdUsznaudingn vieuszanananans vieauay 153anes miae
MuuIIedinmansuaznsing mihiemduasnsdeudevemiiedingin
anlnenssu m3senuvuyaddazviindoya sdensdnszuu mevinludlay
N133ATLUVUABNTNIIADT HUUVUIU NMTIATFUUNUILUTEUIAHNANAEYALAL AT
Usginanalgaanines

Introduction to computer architecture and computer organization,
memory, input - output and computer peripheral, processor, register,
arithmetic and logic unit (ALU), control units, logic units, and bus control

units, machine code, design of data manipulation and machine instructions,

pipeline, multiprocessor architecture and vector processing.

N159180UALIZUUAIUAY 3(2-2-5)
Modelling and Control System
A59UaEIATIEREDYTAINNITADUAUDLTINA TR UUT AN NANAAEN TUDY
szuun1ana waglii wuusiasmneadamanswuususuniasasddulauu
A lawuadud aamwuéhmuamw Pl, PD, PID, Lead, Lag, Lag-Lead, Pole

s

placement, Observer, Servo system J55zytondnuaivasssuunas Uy 1usenvg

A

TuN598UTENLUUTIRBN NATIAFANT AT DBNIUUAIAIUAN TEUUANBING

1%
=

Fasaiugiu Wsunsurouiawmes

Model and analysis stability and dynamic response of mathematic
modelling for mechanical and electrical system, mathematic modelling
formed first order and second order model in time and frequency domain,
control design PI, PD, PID, Lead, Lag, Lag- Lead, Pole placement, observer,
servo system, system identification methodology and artificial intelligence
aided for modelling and control design, fundamental embedded system,

computer programming.
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Internet of Things
sedviideaieundeu : CPE1201 wdnnisideulusunsunenfinmesuas
NSty
dewuieniudumesidnvosassnas Jadevdnluwupamaluladsumodidn
vosassnas yuuedluBegsslunsussendlidumesidaluynds weluladnism
anmnendeyavalng MsUszgndldaumeluladumesidnveasnds
Introduction to the Internet of things, concept of Internet technology in
Internet of Things, applied Internet of Things in the business, Internet of

Things for big data Internet technology.

A3993183ALAZN15IANILWAN 3(2-2-5)
Electrical Instruments and Measurement

Mekaza1nIgINTINTIaNSiiT Ussinviazanuazvauniodlodn n1s
a '3 [ U U og U 4 d' =1 U
FALNNTIA NTIANTEwaLazksInunalniinsatazasulneldesasiloTanuy
LOULAINLAZATYA N1TIAAIEY H2UTLNBUAIEY WAWIU AUFIUNIY AL
VAR YU mwmﬁuﬂszq A15TANIIAIIND LATNILIAN durusuniu
N3UARIY3 LATTIATIzTaUNASukareeadlaalay N1USUTIBULIASE YD

r-ﬂl A o a r.:l'q./ ¥
W39l tAwarUSununinle

Units and standard of electrical measurement, instrument classification
and characteristic, measurement analysis, measurement of dc and ac current
and voltage using analog and digital instrument, power, power factor, and
energy measurement, the measurement of resistance, inductance, and

capacitance, frequency and period/time - interval measurement, noises,

transducers, spectrum analyser and oscilloscope, calibration.
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Wireless Sensor Networks
sedviideuseuinden : CPE2456 1asRavauazI9asanin
wetednsaduilowiu unannlesuiingadu wmsgy IEEE 802.15.4 way
ZigBee N15899NLUULAZAITIANITIATOVIAINTINIU UINNAYBILUUAINYILAE
WA ATAIVANLATOUILUAE NTIALHUNI NTUTTINARAANTAUMATINAY
aruaenftveddasaineiugy madeulusunsudmiuingadu
Preliminary detection and operations standard IEEE 802.15.4 and ZigBee
detector platform, network design and management of detectors, bandwidth
and power factors, network controlling and routing, information processing

applied in infrastructure security, detector programming.

FTUUAIUANSALULRA 3(2-2-5)
Automation System

ndnmImuausnlutd n1slesgiuaziuusiansesdudununiudu
LUUTIE0INNANAFARTURITEUUNE TR AudnvuevatTsuumIuANtaundy
aussauzvesszuumuAudoundu whesnnvesssvuloundudadussilouls
snlada sefouinevaussmnud tadesnwlulawuamiud msiesedszuy
muadlulaLIa1 N1SERNKUULAENINAWLYBITEUUAIUANTUNGU

Automatic control principles, analysis and modelling of linear control
element, mathematical modelling of dynamic systems, feedback control
system characteristics, performance of feedback control system, stability of
linear feedback systems, root locus methods, frequency response methods,
stability in the frequency domain, analysis of control systems in time domain,

design and compensation of feedback control systems.
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Low - power Wireless Communication

wuznsieanslansidanui Goundesdunasnguiaieeinia via
awenadmiunisd eansliaenidaauii anudisleuuud 3Uuuus
WNTN5E8AE LT sauINLazdan1de an NNz fiAnILazns1veIe
UsgAnsamnisunsnszaneady Inatlsiwdu Sufiuauddudiuazuuudiag
aveInAlulaTaniy ATANSLUNTIDUNLALTANDINA 81891 AFINSUNIS
doanslimoidsnumarislmitunsUszgndldauluiagiu

Introduction to low-power wireless communication; basic definitions
and theory of antenna; antenna type for low-power wireless communication:
resonance frequency; power and field patterns; directivity and gain; radiation
efficiency; polarization; input impedance and bandwidth; microstrip antenna;
antenna impedance matching techniques; modern low-power wireless

communication antenna for current applications.

welulagszuudaansliaeanuinuaznisssgndldanu 3(2-2-5)
Low - frequency Wireless Communication System Technology
and Applications
sednTidesdeunnneu : CPE4402 nsdeansiiatemdarus
guUnsalsruudeansliaemnuidussandneg szuuieiernglanannud
i1 wuziddumedidnuedassnds spuu LoRA anndnenssuvesssuy PAURIY
asusdaws waluladnsdeansuuuldaneiieades wu Bluetooth, Zigbee
Laglasagen1sdeansriidsaunn WPAN/WLAN TUstnaaad wsunisdeansiu
\A38918 WU MQTT, CoAP L,Laz?jlus] weluladdoansifaneanuinilusuian
Types of low-frequency wireless communication system devices; low-
frequency wireless networks; introduction to Internet of Things (loT); LoRA
system; system architectures; hardware platforms; relevant wireless
technologies (Bluetooth, Zigbee and low power WPAN/WLAN); networking
protocols (MQTT, CoAP and etc); the future of low-frequency wireless

communication technology.
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Embedded System and Microcontroller

lalaspeulnsaiaesidosdy niseenuwuusyuvanesnasialaeld
Lulasreuiunesuazgunsalifensonsndu nmsdsziiunazidongunynif
winngaudanisilldauneas AuAtsienisamudnwfassuuluanisuuy
Foualnd wagnisususzuulfuanisuuuisealnd vdnnisuasisnislunis
DONLUUYINALISUUTTUUALDINAHIAIUUNE NNNTUBINITODALUUTEUULUY
Sealnl

Principles of microcontroller system, embedded system design,
interfacing devices, evaluating and selecting the equipment, cost-effective
investment, real-time operating systems and real-time operating system
adjustments, designing software on a mechanical system embedded system,

and the real-time system design.

mM3ideudavasnasiamas 3(2-2-5)
Computer Interfacing

syuutalunouiinmed sruunaidenureoynsy RS-232 RS-485 N15L¥ 0wl
mhegUssaananaedundineiu gunsal aIndawasnistdau nswdasdoyaion
AUy IunIsuend nsUsEUUAIUANDALULA wadan15d eusoves
lulasaeuiimes lulasroulnsalass wagssuumeuimesaunsalsiuduy
ADNTILIDT

Bus communication system, RS-232 and RS-485 serial interface system,
processor interface, peripheral, switch, modulation and demodulation
techniques, digital signal, control, microprocessor connection techniques,

microcontroller, and peripheral devices.
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Theory of Computation

MW NIIAIUINYDI00LANIAT BBLANINILUULTITITAuazLTelidin duny
wuUsiesdn ngufeslauiauuunnas liensaluuuisnans awilifisusum
yguiventise dfuturesousd

Theory of computation and automata, deterministic finite automata and
non-deterministic finite automata, recursive definition, push down automata,
regular grammar, context-free language, Turing machine and the Chomsky’s

hierarchy.

N15UsTUIANANINAIVIA 3(2-2-5)
Digital Image Processing
eimAdeaiuumnneu : CPE1201 wanmadeulusunsunaufiamosuay
nsuAUeym
nsUsznanan ey msinsisvdyaiunin msuny e IUVDININ

D Ag]

meilandunindinaans msduwazalsuladdygyinnin mssuivazidilanm
ﬂ’]SLLUaﬂﬁﬁyi‘g’]Mﬂ’]W mmﬁmmmmaamw i’JﬂJ‘ﬁ\‘iﬂTﬁﬂﬁaﬂLLﬁ%ﬂ’]iL'{J]Wiﬁﬁ
N In

Digital image fundamentals, image signal analysis, geometric
transformations, representation and description, signal sampling and
quantization, object detection and recognition, image enhancement, colour

models, image compression, morphological image processing, image

segmentation.
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Pattern Recognition
eATideuSuInneu : CPE1201 ndnnaidsulusunsuneuiinmeiias
NSty
N19397 Naen1sAndulaluuLUg MSMIANIANY AdEgeaakaTNITUTEIEY
awsiwmesuuuig wadaildldlueadonsfiwes faidunssnaulonieadn

meadid nsdndulanuuiudndauianaintosfign uonuezhuudunse nsld
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a a v a

w3evneUszamiien 38015 ldnsTeseiideanuiianidy nsiseus ves
wnadnslnglaiduegfudaneifiu madouiuuulifinstuusuaznisdnngu
Introduction to pattern recognition, Bayesian decision theory, maximum-
likelihood and Bayesian parameter estimation, non-parametric techniques,
linear discrimination functions, neural network, stochastic methods,
algorithm-independent machine learning, unsupervised learning and
clustering.
ﬂ']il,%EJuIUSLLﬂiSJUUi&’UUQﬁﬂsg%qu 3(2-2-5)
Advance Unix Programming
sednTigesdeunnden : CPE1201 ndnnsideulsunsunauinmeduas
nsun Uy
N1900NLULLATATH AL TUTWATUT N5 8an558n3 19 uR1uAS a8
Aeufines muLAnnsieanssenindinsiwa (lofid) nsdearsinsinaeaszau

Prdstoua Uafgania Inslneoaseaulszand LaNdiN UANN LodleawLea
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WaoING
Design and development of program to network communication, IPC
communication programming, data layer protocol programming, BSD socket,

application protocol programming, FTP, HTTP, SSL and RPC programming.
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Data and Signal Compression

LY 4 U

nuNugiuwazdanasiulunsuua iensdudateyauasduyain N3

U A

a

Wrsiauuuliinsagde nmsisiawuudiluay nsisiasuuiinisaaide
N5USEENALAYNIINTEANEFYYIUUUUEEVOAER
Basic theory and algorithm of data compression and signal, lossless

coding, Huffman coding, lossy compression, live transmission and streaming

STUUABNNIMBILUUNTZANG 3(2-2-5)
Distributed Computing
emiideadounnneu : CPE1201 wannsdeulusunsunaufiamesuay
nsun ey

N15UTEUIANALUUNTER1Y da1UAENTIUVDITETUVLUUNTERIY NIV Y
TUsunsuuuUnszane mMsdwiudonny nsSenldfleidussozlng nsdoasuuy
ng Hopmaundnuaznsseto nandansen anudesty mavusermufianain
LLazmifjﬁu ﬂ’]im’hf{i’qmzizm'wmzmumiLLazﬂﬁmuQumiUizmuﬁu
ﬂmmwmﬂmﬂﬁﬁmi ANTSNEIALITUAY FINATILUUAN SEUUURURNISHUY
n38318

Distributed  processing, distributed  system architecture, distributed
programming, message transmission, remote procedure calls, group
communication, naming, and semantic time, fault tolerance and data
recovery, processes synchronization and processes controlling, quality of

service, security distributed operating system.
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Parallel Algorithm
edviideaieunden : CPE1201 wénnisideulusunsunenfinmesuas
NSty
N1590NLUULAYTIATIZW O AN M ULUUTUIY AI1TAIUIMLUUTUIUTY
NIIAINTNITINAULAZNUILAIUTILUUNTED DaNDINUNT IV DanoITNIUNT
wauafidn dagmmisdiuau Sane3vuuuusunudmiuisnmssuiuilinadidign
Design and analysis of parallel algorithms, parallel computation, share
memory and distributed memory, graph algorithm, divide-and-conquer
algorithm, numeric problems, parallel algorithms for the best combination

methods.

n'l'sl,%'ﬂuimauﬂ?m 3(2-2-5)
Machine learning
ednfidesdeunnne : CPE1201 ndnmsdeulsunsunauiinmeiuay
nsuA Uy

flugnunmsBeudvonaioina madsuduuuiimaaeu nadouiuuulifinisaeu
NsSeuskUY IaseneUssamiiion @Suinas N15SeuineEna nguinsseus;
nyIdeuaziaulutagiu

Fundamentals of machine learning, supervised learning, unsupervised
learning, neural network, reinforcement learning, statistical learning, learning

theory, current research and development.
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Expert System
sednfidesSounen : CPE1201 ndnnisideulusunsunaufinmesuas
NSty

izwgﬂummiﬁﬁmé’u ﬁﬂ’]ﬂ(ﬂEJﬂiiiJ?J@Qﬁ%UUE;I:L%EJ’J%’WQJ, NN198NLLUUIEUU
FUANNS NATANITLNUAINTOUS WTUNYINMY wazUeUAUTLNY LUABN
\n3eailonaznwuesssuUdiTnuey Anseynnu Mmssravgra seSdound
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poNuUULATTANNTYUUEITeIwe MsUsziiunassuuliienwn duseuszaiy
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Introduction to knowledge-based system, expert system architecture,
knowledge-based design, knowledge representation techniques, frames,
rules, and semantic networks, expert system shells, tools and languages,
methods of inference, reasoning mechanisms with forward chaining and
backward chaining, knowledge acquisition, explanation, case studies of
design and development of expert systems, estimating an expert system,

user interface and natural language understanding.

N13331188ayA 3(2-2-5)
Speech Recognition
sednTigesdeunnde : CPE1201 ndnnsideulsunsunauinmeduas
nsuAteym

ﬂa‘jmmam‘ﬁiﬁﬂumﬁﬁ%ﬁam@ nsfufadeann N1slagu n1s3AsIen
deana nsiisviadesnn sian1siuiedesmasuudadu nsduaneiden
wag N33TNABAveIL LY

Mathematics background, introduction to speech recognition, hearing,
speech analysis, speech coding, linear coding speech, prediction codes,

speech synthesis, and human speech recognition.
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Computer System Engineering
eAnfieaeusnnou : CPE2301 szuudfifnis

ﬁugmﬂszi’ﬁLLasﬁquﬂﬁsmaﬂiSUUﬂauﬁ’ama% 1995TI0 YUINVBITEUU
LUURIA09T0INITWAIUITZUU  WUIAANISIA LUTEENS A INVINTZUIUNIS
AATIHAIUADINT FvuaANdan Bty way laduilesddu nsdeu
YOMNUA N5ONLUVENNUALATIUTBITEUU N1T9NLULEISALISUASZONALIS
NIINAADU NITNIUTEANT AW way UseENSNaUINTIUIUNIT N1TNUAD
YOUNNTBI miﬁﬁa%’ﬂm NSUSMISLATINTG

Principle and history of computer system, development life cycle system,
size model of system development process, optimization concepts,
requirement analysis, software defines, the function requirements, non-
function, writing specifications, system architecture design, hardware and
software design, testing, software process efficiency and effectiveness, fault

tolerance, maintenance, project management.
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Computer vision, image and geometry functions, 2D and 3D image
representation, image transformation, image analysis and digital distribution,
image cropping and searching the characteristics, image recognition, image

dimension, 3D modelling, analyzing images transformation in time domain.
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Applied Artificial Intelligence
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Application of logic with artificial intelligence, agents communication,
intelligent search, advanced planning, advanced learning, natural language,
expert systems, artificial neural network application, genetic algorithms,
application of artificial intelligence, software engineering for Al, database

management.
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Basic theory, computational intelligence, basic concepts of digital
knowledge, using software application laboratory, neural Network
evolutionary computing and algorithms, genetic algorithm, ant colony

algorithm and natural inspired method, applied for Intelligent control,

intelligent transportation, pattern analysis.
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Operation Research
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The scientific method of operational research, linear programming,
dynamics programming, game theory, queueing theory, simulation, CPM and

PERT, network flows analysis, application of industrial techniques.
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Game Design
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Introduction to game programming, technology and framework for game
design, operating systems, file system, network and simulation and
modelling, computer graphic, Al, realtime processing, game theory, software
engineering for game application development, human computer interface,

Ul and UX design.

205



S

CPE3209

CPE3210

bRkl U2BAA
AnssuLanAnISiIdoULINA 3(2-2-5)
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Principle and techniques of software analysis and design, OOP concept,
UML for software analysis and design, software OOP architecture, class,

component, modelling and relationship, software tools of software analysis

and design in software development process.

n5IUsHASUIVLRSIa 3(2-2-5)
Web Services Programming
) I fa & Y] & & 2 g v a

AMTWRIUILIULY DTS msﬂizqﬂmm‘uamﬂi‘uuwugmnuﬂﬁummgmmm
& ¢ & a = v ) =~ f & o ]
Bndlauuea wazluslnreadeanslunisuanildeudeyaiunsesladiduninsenty
Taseas19veIuesia 11nsgIuiuesIan in 1w endouLea W Lodlalod
% a = a Al ¥ & 1 v} a 3
AULURYLDARLLDA LLﬁ%%ﬂ(ﬂl@ ﬂauIWLuuwmm ANSWAIULALANSAARILUTWATY
Uszgndiuigesia

Introduction to web service development, the use of standard web
service, XML, client communication protocol, web service structures and
architecture, standard protocol, SOAP, WSDL, UDDI and other standard

protocol, web service deployment
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Computer Simulation
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Basic of simulation modelling and system simulation, discreate event
simulation, statistic modelling, queuing system, random process, tools of
modelling, digital modelling techniques, monte Carlo simulation, analysis

and design modelling, experiment, rechecking, verify and validate of

simulation.

AAINTTUYDNALISLVIAUNAENS 3(2-2-5)
Mathematical Software Engineering
3 NABUSUNINDU : CPE1201 NANNSVEULUTHATUADUNLADT AL
nsuA Uy

ANAFIARNS ATINFAIEARST LATATELANIE NNSHAIUIAIINADINITLAZTDAINUA
YIWBNAKIS NIFPDNUU N15HFIABUIUTHNTULABAITNITNERIALITNN5I053 W

) | ° & s ) a Iz ¢ ) b
LAY ANTFONUITITONALIT N1TIAUTUIUNNYDNALIT N15UTUUTITUADUNIS
o 6 6 a 3 5 a 3 & a o 6
WAILGBNAKIT NIFUSUNSTIASINITBONAKIS LALIAINTTUTDNALITHTIODULING

Mathematics, logic, language specific, Software requirements and
Software specification, development design, program validation by testing
method and verification methods, Software maintenance, software
productive, Software development process improvements, Software project

management and object-oriented software engineering
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Software Engineering
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Fundamentals of software development and engineering methods,
including user requirements analysis, price estimation, software testing, agile
methods, object-oriented software design methods, use of software

development tools, version control, and software testing.
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Advanced Database Systems
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The database management system, the structure and composition of the
physical level database, the mechanism to access the database, the question
processing, the command processing, the data recovery, the information
sharing, the distributed database system, the object-oriented database, the

time-oriented database, and the inference database.
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Introduction to data mining techniques, including data pre-processing,

association rules, data classification, decision trees, statistics, nearest
neighbour, artificial neural network, cluster analysis, data visualization, and
use of data mining applications, big data analytics, MapReduce architecture,

installing and using big data applications.
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Development of mobile applications, software architecture and support
systems, information representation and publishing, address management,
collaboration and recovery process, wireless communication technology,
modern network protocols and TCP protocol operations in wireless

environments.
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Network Programming
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Processes communication, processes inter-connection programming
techniques, advanced memory management, file system management
server stability, multithreaded processes, application development, thread
priority, window socket for client-server, name pipes communication,

distributed components.
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Unix System Programming
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Programming on UNIX environment, UNIX OS programming, shell, system
call, file and directory, file processing, processing programming, handing

processes, sending process signal, terminal interfaces, demon processes,

program interface.
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Computer Security
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Computer system security, security policy, design data segmentation and access
control, infrastructure design, network segmentation, risk analysis, virtual private
network, stability network improvement, detection and protection system firewall,
application-level stability, public key infrastructure, security management, computer

viruses.
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Network Security
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Intrusion and security in computer networks, basic security system
encryption, both single-key and dual-key systems, and digital signatures,
authentication and identification, verification, digital certificate, and
integrated key management, secure mailing system, encrypted IP network,
intrusions network pattern, Intrusion System protection, firewall, and security

software.
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Wireless Networks
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Introduction to wireless communication, wireless sensing communication,
standard technologies and network components, wireless controlling,
wireless physical architecture, wireless system design, and wireless near field

communication (NFC), mobile Internet, multi-media wireless networks.
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Computer engineering topic at undergraduate level, special problems,

emerging technology, local community problem or cooperative and work

integrated education context (CWIE).

13291aNENNIAINTTUABLRIADS 2 3(2-2-5)
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Computer engineering topic at undergraduate level, special problems,
emerging technology, local community problem or cooperative and work

integrated education context (CWIE).
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Activities to prepare personality of the students, personality adjustment,
writing reports before an internship in the perception and opportunities of
the occupation. The development of the student provides knowledge, skills,
attitudes, motivations, and attributes. The skill are appropriate for the
professional by performing in different situations or patterns related to tasks

in computer engineering.
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Students have been interned in an establishment or industrial facility
associated with computer engineering or IT fields within one semester,

approved by the computer engineering committee.

213



S
CPE4601

Ho3n NN
aunafnen 7(315)
Co-Operative Education

nMsUfuRmuatilussdnsvideaniuusznouns 1 nmadeu Taetin@nunfiveid
fufinveuluasdnsvieaniuusznaunsesrsuiueuadoundadundnanuves
anuUszneuns maufoinudmnanidendununiodundeiitndnuli
anufuarmaninneuiunesluldfidoiauanaumdninnsilddnulu
anufnulUlflunsufufauaiedmvuddymoddsdu oaedunis
UfuRnutndnwindesdnvinsenulazdiauenan1suifnu

Students are certainly responsible for the organization or establishment
as if one was an employee of the establishment. This must be a job or
position where students have developed research engineering knowledge
and professors based on academic principles studied in educational
institutions to practical work for sustainable problem solving. Upon
completion of the operation, students must prepare a report and present

the performance.
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Concentrations With Hybrid Neural Network Model
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Abstraci—The problem of substandard air quality in northern
Thailand has been found over the past decades. One of the
current methods used by the government agencies to mitigate the
problem is to release the burning control measures. A forecasting
technigue has been widely used as an effective approach for sup-
porting government agencies Lo sel the period for the measures,
In this work, we present a forecasting model using hybrid newral
networks consisting of two-steps of forecasting outputs. The
proposed methed uses a neural network model to forecast M 5
concentrations and also improves the accuracy of forecasting
with the lincar regression technique. The experimental results
show that the proposed method is able to reduce the mean
absolute error of forecasting PM2s concentrations from 1.95
to 0,41, Therefore, the proposed method not only effectively uses
to forecast the "M, ; concentrations but also apply to achieve a
time-series prediction in a similar context.

Index Terms—Hybrid Newral Network, Forecasting Model,
PM2.5, Multi-layer Perceptron

I. INTRODUCTION

Air pollution problem during the harvest season in northern
Thailand has reported that a pollution index exceeds the
quality standard for many decades. The problem take mean-
ingfully effect on human health such as irmitation, bronchitis,
asthma, and emphysema, ctc. One of the most important air
quality indexes is 17 My 5 (Particulate Matter with acrodynamic
diameter below 2.5 micrometers). The main causes of PM, 5
problems are forest fires, road dust, construction, and diesel
sool especially bumning problems that come from planting
preparation [1]. For the preliminary solution, the government
agencics has released the measures o control burning during
allowed period. There are many previous works that proposed
the use of forecasting approach |2] to predict a time-series of
My g level. They adopied various models of forecasting [3]
such as statistic, deterministic, aritificial intelligence and hy-
brid to achieve the problem, The result of the proposed method
can increase the ability to plan the measures of burning control
in planting preparation leading to reduce PM; 5 effectively.

In this paper, we proposed a forccasting model that is
implemented by a hybrid neural networks model. We present
two-steps forccasting consists of traditional neural network
step and lincar regression cocfficient bias step. Firstly, the
meteorological and spatial factors use as input parameters col-
lected for three years continuously. Although a neural network

978-0-7381-3053-8/21/$31.00 ©2021 IEEE 18
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approach can efficiently predict the Mg 5 concentrations, the
first results need to adjust by weighting the regression coeffi-
cient value for the final output. The experimental results show
that the predictive PMq 5 of the proposed model can improve
the accuracy from the traditional approach significantly. The
paper is organized as follows, Section 2 reviews the related
work. The models included the data model, forecasting model,
and improving model presented in Section 3. The experimental
results showed and discussed in Section 4, In Section 3, we
present the paper conclusion,

1. RELATED WORK

The forecasting model is widely applied to achieve time-
series prediction in various arcas, such as financial, marketing,
network [4], and environment domains. Several approaches ane
presented to deal with the problem. The approaches can be
calegorized as statistical, deterministic, artificial intelligence,
and hybrid. The traditional statistic methods have been pro-
posed for solving linear and non-lincar problems [5]. The
proposed models are applied by a statistical approach such
as EKF [6], ARIMA |7], and ARIMAX [8]. This approach
has average accuracy for long-term forccasting, but it may
continuously decrease forecasting performance for a long time.
The deterministic model is also applied to predict the envi-
ronmental problem. This method needs more computational
resources than the other one, although it produces similar
performance compared with statistical methods. Artificial in-
telligence technigques, such as artificial neural networks, meta-
heuristic methods, were attained to predict complex systems
with good performance and great accuracy. Many previous
studics applied artificial intelligence techniques, including
artificial neural networks [9] [10] [11], machine learning [12],
particle swarm optimization [13], and genetic algorithm [14].
The artificial intelligence approach delivers better forecasting
performance and also utilizes computing resources more than
another one. The hybrid model is another popular approach
to accomplish the forecasting problem. The hybrid approach
is not only a long-term nonlincar problem, but the model also
improves forecasting performance and achicves the same high
accuracy as the other methods mentioned above, The study
applied by hybrid model includes cluster-based [15], ANN
with multiple linear regression [16].
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1. MoDELS

In this section, we present the hybrid model adopted based
on a multi-layer perceptron (MLP) neural network and lincar
regression bias. The neural network model is consists of
three network layers 1) an input layer, 2) hidden layers,
and 3) a result layer. This model is base on the supervisor
training process that needs to learn the training procedure
before testing. The input parameters passed through the neural
networks from the input layer to other layers until the output
layer. After that, the predicted result of the first step send to the
next step to be adjusted by weighting the regression coefficient
before the final value is presented.
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Figure 1. Time series in 2007 w 2009 of emperature, dew point, humidity,

and wind velocity in Chiangrai province (Thailand).
A, Data
The input parameters continuously collected from

BerkeleyEarth.org and WeatherUnderground.com  for three
years from 2017 to 2019, The parameters are consist of
PM;y, temperature, dew point, humidity, and wind speed
as shown in Figure 1. The data preparation process consists
of three steps: 1) collection step is to collect the factors that
affected the PMjzs concentrations, 2) data filtering is to

and Tel

ications Engmeering (MCOI)

correct the incomplete information found in the collected data
and 3) transformation step is to transform the information
obtained from the website or other source to compuiable
format such comma separate value (CSV) for input to the
simulation,

B. Neural network model

A multi-layer perceptron model obtains various the related
factors for analyzing the relationship of them. The forecasting
model applied in this work is shown in (1). The first layer of
the model uses the parameters as the inputs, Let X be the set
of parameters, consisting of i, represented by each factor to
be processed.

Figure 2. Muitiple hidden kyer neoral network model

Ny
Ny
jel

Let ¥; denote the predicted P Mg 5 level caleulated by combi-
nation of ‘H.'Ej weight of the hidden node j of the layer [ that
send the output to hidden node ¢ of next layer and 3; bias

neural of hidden node @ of the output Y3,

Ny

{ —1 gpi—1

HY =Y wl T 4+
il

wh, H?

i

+

(n

()

The maodel of Hj hidden node i of the layer [ can be expressed
as (2). The hidden node of each layer can recursively calcuated
by wﬁ;' weight of the hidden node j of the previous layer [ —1
and bias neural [:Tf of hidden node ¢ in the layer [.

Ny
HY =Y wla + ) (3)
il
There is the model for cach hidden node of the first layer
H;. The H;- can obtain from (3). The hidden node in the first

layer _H; can be applied by wfl'j, weight of each input parameter
j input to the hidden node .

C. Improving method

After, the PMjy 5 level predicted from the artificial neural
network prediction process. The results are analyzed with a
linear regression technique to determine the trendline. The
trend line is consists of a regression coefficient wy and a
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Figure 4. Concept of improving the forecasting performance

correlation ;. The actmal measured value and the predicted
value must be approximately the same. The prediction target is
equal to Yo ~ Y5, where Y¢; is the goal of the predicted value
close to the measured value, and Y5 is the prediction value of
the empirical value. The concept of enhancing method shows
in Figure 4. The efficient forecasting model should have a
regression coefficient of 1.

Y. th
: @
oy
The relationship of Y; and & , where g is the observed
value (as shown in (4)). Let ¢ denote the regression cocfficient
of the trend line and & is the comelation of the trend data.

Ty —

Ti = w¥ite (5)

Finally, the improved predicted value (1) calculated from
the regression coefficient () based on neural network mod-
eling and correlation (<) that weighted by the regression
coefficient of empirical model. The coefficient of the improved
maodel () obtained from the inversed regression coefficient
1/ey and £¢ also caleulated from the corelation weighted by
the coefficient by/c;.

D. Performance Evaluation

For forecasting problems, there are many approaches o
evaluate the accuracy of the performance model. TheRoor
Mean Square Error (RMSE) is one of the normally used for
measuring accuracy. The RMSE is calculated according to in

(6).
RMSE — (% EN: (v m,-)ﬂ)uz )
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Let N be the number of the data record, p; is the predicted
value and my is the measured value,

1 N
MAE:FE

Another measurement metric used in this work is the Mean
Absolute Error (MAE) is defined as (7).
St o —
)
Z:-IL ity — WJ
Let 7 be the average value of the measured value. The
Correlation Factor {17?) is defined as (8). The measurement
metric (/%) applics for indicating the amount of systemic error

of the proposed model. In the next section, the experimental
results of the model were presented.

U e (N

R = (8)

IV. RESULT AND DISCUSSION

In this section, we present the results of multi-layer neural
networks to study the ability of forecasting performance.
Firstly, we split the collected data into two groups. The training
data is the group for the leaming process, and the group takes
T of the collected data and the remainder data used for
evaluating the proposed model. The analysis process used
Mean Absolute Error (MAE) as the performance metric for
determining the number of hidden nodes and the number of
the hidden layer. In the experiment process, we have set up
the experiment by adjusting the number of hidden nodes from
6 to 30 nodes of cach layer and the number of hidden layers
from 1 to 4 layers.

Mloam A b
|

Swmmbr of Lrabning « yolo

Figure 5. Performance evaluation of the first siep forecasiing

The predicted values of PMg s of the experiments were
used to compare the testing data set with the MAE value. Alter
that, we evaluate the performance of the model with the MAE
value. The proposed model obtain from the minimum MAE
level of all configurations. For experimental sctting with 200
cycles of training, Figure 3(a) show that the neural network
model consists of four hidden layers of 29 nodes take the
minimum MAE equal to 6.72. Figure 3(b) show the minimum
MAE is 4.05 of the number of 600 learning cycles. The model
consists of four hidden layers of 28 nodes. For 1000 leaming

Figure 6. The lincar trend of PAMyg 5 of neural networks

cycles configuration, the minimum MAE is 2.89 (as shown in
Figure 3(¢)h with four hidden layers of 28 nodes of cach layer.
As shown in Figure 3(d), the cxperimental results show that
the minimum MAE of a forecasting model consists of four
hidden layers of 28 nodes with 1400 training cycles are 1.98,

We present the prediction performance of cach training
cycles that start from 200 to 1400 training cycles in Figure
3. The forecasting performance has shown that obtained by
the best configuration with the number of hidden nodes and
hidden layers. As shown in Figure 5. we found that the
prediction performance has converged to the best-effort of
learning at 1200 to 1400 training cycles. Therefore, we applied
the configuration with four hidden layers of 28 nodes for
cach layer for training, and then the experimental predicted
results show in Figure 6. According to the experimental results
shown in Figure 6, it was presented that the proposed model
was appropriately wsed to predict /*Ms s concentrations. The
prediction value was obtained by the training effort and greater
stability with multiple training cycles. The candidate model
was selected from the use of the minimum value of MAE as
a criterion, In Figure 6, the predicting performance, marking
dot, and rend line obtained by observing the predicted value
and the measured value presented.

I
il R P ,"]'_,‘.tal \ i
Wi e Ve T L R

M 25| gl
=
v
==
———

Finme aevien of 460 duys
Figure 7, Comparing the performance of cach metheod
‘The prediction performance of the model as shown in Figure

7. This figure is consists of three value of observing PMg 5
value: 1) the solid line presents the measured value, 2) the gray

221



The 6th Infermational Conference on Digital Arts, Mediz and Techneology (DAMT) and
4th ECTI Northem Section Conferance on Electrical, Elsctronics, Computer and Taleconmmumications Engmaering (WCON)

dotted line presents the prediction value from the best-effort of
the empirical model, and 3) the orange the dotted line presents
the improved prediction value with bias coefficient value. As
we mentioned above, the average MAFE of the best effort from
the neural model is 1.95. As shown in Figure 7, the average
prediction value has lower than the measured value, but the
enhanced prediction values found that they have the same as
the actual measured value, The prediction performance of the
improved method has an MAE of 0.41. The presented method
can significantly improve the predictive performance.

V. CONCLUSION

In this paper, we present the hybrid neural network for
forecasting ? My 5 value using the data set of Chiangrai
province, Thailand. The proposed two steps model is used as
analytic tools to improve forecasting accuracy, We present the
empirical model of the traditional neural networks that provide
acceptable predictions of PMy s concentrations in the first
step. The best-cffort of the model has a minimum MAE value
with 4 hidden layers of 28 nodes for cach layer. In addition,
we also propose an improving method to reduce the MAE
of the prediction value as much as possible. The simulated
results show that the prediction value provides the essential
improvement of MAE compared with the best-effort of the
neural network model. Finally, we suggest that the training
timez and cycle should be reduced for obtaining the prediction
model, and the prediction model needs t use the Jocal context
as an inpul factor for the leaming process.
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Abstract—Energy consumption and scheduling per-
formance are the important issues for improving task
scheduling algorithm of executing cloud application in
the data center. In this work, we proposed a scheduling
algorithm that achieves both performance and cnel
efficiency, it called GAEHFET. The objective of the
proposed algorithm is to reduce the energy consump-
tion while achieving the completion time efficiently. The
algorithm adopted the ratio of effectivencss that identifies
and turns off the set of inefficient processors execution
to reduce energy consumption. Then, the application
is rescheduled only the set of efficient processors to
achieve both objectives. The experimental results from
the simulation wsing real-world application workload
shows that the p algorithm not only reduces the
energy consumption but also maintains an acceptable
scheduling quality. Thus, the proposed algorithm can be
employed to substantially schedule cloud application in
a large computing system.

Index Terms—Energy-aware and ce-aware,
Hybrid scheduling algorithm, Clond Computing

I. INTRODUCTION

In recent years, the need of using cloud system is
widely increased in scientific and business domain.
The cloud systems are able to compute various ap-
plications such as data processing and data analy-
sis. The cloud system provides a large of computing
resources with the virtual unlimited of processing
capacity, memory capacity and network bandwidth.
The computing resources in the cloud infrastructure
are virualized by the virtualization lechnology that
enables the distributed resources to a single system.
The efficient task scheduler is the most important
factor for oblaining the large computing power rom
the cloud resources. In general, the poal of traditional
scheduling algorithm is to reduce the completion time
of task execution. However, in a cloud system, the
performance of task execution is not only considered
as the main ractor of the suitable task scheduling but
also the energy consumption of task execution that
consumed by the processors. Because of the cloud

O78-1-5386-8164-0V18/531.00 ©2018 1EEE

application that assigned on many processors ineffi-
ciently, there are processors executes with low utilize.
Therefore, the inefficient execution of processors re-
sulted in wasted energy in the data center. Moreover,
the recent works [1] [2] found that the energy cost
is raising double every five years in the data center.
In this paper, we proposed an efficient scheduling
algorithm with a hybrid approach, it called GAEHEFT
that helps to reduce energy consumption and maintain
the execution time, The proposed algorithm applied the
ratio of the effectiveness [4] of previous research for
identifying an inefficient processor running. The paper
is organized as follows. Section 2 presents the related
work. The various model of task scheduling such as
system model, application model, energy model and
scheduling model are described in Section 3. Section
4 presents the proposed algorithm. Section 5 and 6
present the experimental results and the paper conclu-
sion, respectively.
I1. RELATED WORK

There are several workflow scheduling techniques
that proposed to enhance the scheduling performance
and energy consumption of workflow execution. A
dynamic voltage and frequency scaling (DVFS) often
used to enhance these scheduling algorithms for re-
ducing the energy consumption. The DVES technigue
enables a processor Lo scale the voltage and frequency
dynamically for increasing the processor utilization
of workflow execution. Energy-Efficient Scheduling
(EES) [5] algorithm scales down the frequency of
processors that assigned by tasks on the non-critical
path of workflow. The DPS (decisive path schedul-
ing) method applied in Energy-Aware DAG schedul-
ing (EADAGS) [7] algorithm. The proposed method
evaluates the energy consumption from the assigned
processors to extends the slack time of task on the
non-critical path with adjusting the voltage level of
these processors. In [6], Earliest Task First (ETF)
algorithm estimates the level of voltage and frequency
from pre-scheduling data e.g. a set of critical task, the
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schedule length, and the energy consumption before
rescheduling the workflow with the suitable voltage
and frequency level of the processor execution. Energy-
conscious scheduling (ECS) [8] algorithm calculates
tradeofl value, it called RS (relative superiority), be-
tween schedule performance and energy consumption
for improving the energy usage and maintaining the
completion time, In [9], Power-aware scheduling of
precedence-constrained task (PASTA) computes the
balance point of two objectives that are to minimizes
the schedule length and energy consumption. For real-
time task scheduling, PL-DVFS [11] algorithm at-
tempts to maintain the quality of service while con-
sidering tasks deadlines. The efficient scheduling algo-
rithm in [12] obtains relative weighted average assign-
ments for tasks to achieves energy consumption con-
straint and the schedule length. In addition, there are
some techniques that attempt to enhance the scheduling
performance with minimizing the communication time
from duplicating the tasks. The EAMD (energy-aware
scheduling by minimizing duplication) [10] struggles
with determining and deleting the duplicated task from
generating with algorithms.

However, many previous works that proposed to
enhance the workflow scheduling performance require
special hardware supports. Therefore, in this work,
the proposed algorithm can be applied to use in a
heterogenecus environment (both traditional processor
and DVFS). Moreover, the proposed algorithm, it uses
a hybrid technique, combines with a list-based heuristic
and genetic algorithm for achieving both scheduling
performance and energy efficiency.

1. MODELS

In this section, we present the models of workflow
scheduling problem on the cloud included cloud system
model, cloud application model, energy consumption
model and scheduling model.

Figure 1: Directed acychic graph represents a sk graph

v (ICSEC 2018)

A System Model

In this work, a cloud system is considered as a set
ol heterogeneous machines that completely connected
each processor with network bandwidth £ where 17 is
a set of bandwidth b,; represents a network bandwidth
that connects the processors p; and p;. Let P denotes a
set of p; processor that perform with different voltage
v; and frequency f;. In addition, we assume that send-
ing data to each processor can communicate (o other
processors while the processor is executing a task. The
model, in this work, can apply to the various platform
such as cloud computing or distributed computing
with configuring one virtual machine on one physical
machine.

B. Application Model

A workflow application is represented by a directed
acyclic graph (DAG) that shown in Fig 2. Graph
¢ = (V,E) consists of V is a set of vertices t;
that represents each task of the workflow, labeled with
computation time, and E is a set of edges e;; that
also represents the communication time of sending data
from task ¢, to task ¢;. In the task graph, we specify the
entry task (f....,) is the task without precedence and
the exit task (1., ) is the task without successor. The
completion time ,makespan, oblains from the finish
time of the exit task. The longest of execution path in
the task graph called the eritical path (CP).

C. Scheduling Model

The workflow scheduling problem is defined by
many important parameter and notations that take
effect the processing time. Firstly, the execution time
and communication time need to be estimated from the
ratio of workload to computing power and the ratio of
data size to bandwidth. All of estimated task execution
W represented by the computation cost matix ¢; x p;.
Each w;; is the estimated execution time of task ¢, that
assigned on processor p;. The average of computation
cost for task ¢; can defines as w; that can obtains from
equation 1.

Yien; Wij
1P|
The communication time of task denoted as e

where communication time of transferring data from

task f; to t;. In this work, we assume that the com-
munication cost can be ignored when both tasks are
assigned to the same processor. The communication

time can be defined in equation 2.

Wy =

(1

ey = L+ 22 @

i
Let t,,, represents the data that transfer from task
tm tO &, ON processor p; and processor p; with band-
width b, ;, and L; denotes the communication latency of
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Figure 2: Example of scheduling workflow with HEFT, EHEFT, GAEHEFT

processor p;. Nexl, we define two importance parame-
lers, the earliest start time [557;; and the earliest finish
lime F2FT5. For entry task, (foury) o the earliest start
time is zere and other tasks can calculate recursively
from equation 3.

ESTy — M{RT;S-‘: max

L dnax }(AFT (1) + eig) }
)

And, EFT;; can obtain from equation 4.

EFTy = wy + ESTy )

Let BT} be a ready time of processor py. The ready
time used to compute the earliest time of the processor
before executing a successor task. Let pree{t,; } be a set
of precedence of task t;. After the workflow scheduled,
the schedule length (which is also called makespan) is
computed from the actual finish time AFT of the exit
task, AFT(f..i). Thus, the makespan of scheduling
is defined as max{AFT (fori) }.

1. Energy Consumption Model

The energy consumption of each processor Epuuu
included the dynamic energy consumption Fgmamic.
static energy consumption F... and idle task execu-
tion Ejy,.. We assume that the static energy consump-
tion can be ignore because the static consumption has
4 little impact of total energy consumption. Therefore,

the total energy consumption can defined by equation
5.

)

The dynamic energy conswmption compuied from
equation 6.

Erotal = Edynamic + Bidie

(6)

Let Piynamic presents the dynamic power dissipa-
tion that obtain from equation 7.

Edwnmin = Prfwm{«: ﬁ\!lhj

(M
And, w;; is the computation time of task ¢; on the
processor p;. There are many factors of tolal power
usage. Fiy,. can oblain from equation 8,

Piynamic = ACV} f;

Butte = ACVZ . Ji idte At 5 (8)

Eiy. consists of A is the number of swilches per
clock cycle, C' is the total capacitance load, V; is the
voltage level and f; is the frequency level of processor
p;. However, some of parameters can be ignored be-
cause they depend on hardware device capacity e.g. A
and ', which are device related constants. Finally, we
also assume that the processor scales down the voltage
and frequency to the lowest level of voltage v? _,, . and
the lowest level of frequency f; ;.. while the processor
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does not execute the empty task. Therefore, the energy
consumption of the idle period represented by I 4. .
where ;4. ; is an idle time slot (0 execule the empty
lask on processor ;.

Task index ® 1 * 3 4 5 & 7 & 8

[[rssigned processor [ 4 T4 '

Figure 3: Chromosome encoding for penctic process

IV, THE PROPOSED SCHEDULING ALGORITHM

In this work, we obtined the Enhancing Heteroge-
neous Earliest Finish Time (EHEFT) lo improve its
performance with performance and energy awareness
simultancously. The proposed scheduling algorithm
is called Genetic Algorithm of Enhancing Heteroge-
neous Earliest Finish Time (GAEHEFT). The penetic
algorithm (GA) adopted in a fine-tuning process of
reducing the extended makespan after it computed with
EHEFT. The main idea of the proposed algorithm is
to reduce the energy consumption and also maintain
the the makespan of workflow execution. Before the
genetic algorithm find the better solution, we use the
ratio of effectiveness(RE) to identify a set of inefficient
processors execution. The RE definded in equation 9.

RE, — Liiep Wiy ©
ke span

The set of inefficient processors are shut down to
save energy consumption, and the tasks allocated on
the processors are reschduled to other processor with
genetic algorithm. In the GA process, we penerate a
set of the population from chromosome encoding (see
Fig. 3). These chromosomes evaluated the fitness value
of each chromosome. We use the actual finished time
as a fitness function and we choose 70 % top rank
of fitness value for the crossover process and 1 % of
these chromosomes for the mutation process. Finally,
we used the number of generation and the finest value
as stopped criteria.

In this section, we discuss the proposed algorithm,
Firstly, we adopted the Helerogeneous Earliest-Finish
Time (HEFT) [3] is applied as task scheduling to
estimate task execution time and utilization of pro-
cessor execution. Next, a set of inefficient processor

is discovered by a performance metric called ratio of

effectiveness (RE). The RE value obtained to used to
measure the utilization of task execution on a proces-
sor. It computes the total active time of a processor. The
active time is a set of task execution on the processor.
The result of this step is the sorted RE list in an
ascending order by processor utilization. The lowest
RE processor need to be shutdown for energy saving.

v (ICSEC 2018)

Finally, after a set of inefficient processors were shut-
down, the algorithm reschdules the workflows onto the
set of efficient processors P,y with genetic algorithm.

Algorithm1: GAEHEFT Algorithm

Input : 7 — (T, I} and a set I” ol p processor

Cutput : GAEHEFT scheduled a set of € onto
sel of Pugy

Phasel - Insert a pseudo entry task and a pseudo

entry task into (7 and then schedule
with HEFT anto sel P

Phase2 Compute fi8; of the assigned pro-
cessor py and identify the inefficient
processors. Next, shutdown a set of
inefficient. processors

Phase3 : Reschedule tasks 7 onlo sel of Fogp
with genetic algorithm

Figure 5: GAEHEFT

V. RESULTS AND DISCUSSION

In this section, we present the experimental results
that evaluated from the performance comparison of
HEFT, EHFET and GAEHEFT. The experimental re-
sults evaluate from synthesis task graphs and data
taking from real world applications with two perfor-
mance metrics,the schedule length ratio (SLR) and
energy consumption ratio (ECR). The SLR definded as
equation 10 and the ECR also given in equation 11,

Trakespan

recpmingep{ws; }

SLE = (10

Eatat

Yuecpming cp{wi} x mary, ey, {7.'}-;(_.I]'I1

ECR

The simulation paramelers are selling as follows
(see detail in [3]). Firstly, the number of tasks in
the synthesis DAG is [10,20,40}. We assign the
communication to computation ratio (CCR) by the set
{0.5,1.0,5.0}. The set of the number of processors
that is available to schedule is {5,10,15, 20}.

The experimental results presented in Fig 4(a) and
Fig 4(b) show that the proposed algorithm not only can
maintain the scheduling performance to approximate a
HEFT performance but also reduce the energy con-
sumption better than HEFT and EHEFT for all type of
synthesis application. The average of the SLR degree
that can maintain as same of HEFT is 0.40%. And,
the average of the ECR degre can reduce the energy
consumplion better than the EHEFT at 3.94 %.

VI. CONCLUSION

In this work, we proposed the algorithm that
achieves both scheduling performance and energy serv-
ing. Both of the factors are important for improving
a performance of task scheduling in a heterogeneous
computing system. We also adopt the GA process,
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Figure 4: The experimenial resulis of SLR and ECR

it called GAEHEFT, to fine-tune with reducing the
extended makespan after scheduling with EHEFT. The
experimental results of the synthesis application show
that the GAEHEFT help reduces the energy consump-
tion and maintain the application time as same of
HEFT. In the future work, we are poing to improve a
quality of data-intensive application to achieves both
data-aware and enerpy-aware for scheduling in the
cloud system.
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Wire Medium Structure for Gain Enhancement
of Conical Horn Antenna
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Abstract—Wire medium Lens (WMs) are a metamaterial
structure initially proposed techniques to increase the total gain
of conical horn antenna by using the WMs placed on the conical
horn aperture without modification the antenma dimension,
which is designed in x band operating frequency for microwave
link. The CST (Computer Simulation Technology) software is
used to design and analyze the proposed structure. The Whs
shows that for better results, to increase the receiver amtenna
from 17.7 dBi to 21.6 dBi or increase around 4.2 dBi
approximately, while its side lobe levels are also reduced and
narrow beam width. In addition, the WMs of such antenna to
improve with approximately symmetric HPFEW in both the. E-
and H-planes of radiation pattern.

Kepwords—uwire medium, metamaterial, conical horn

I. INTRODUCTION

The wire medivms (Whz) i known to be an artificial
dielectric with plasma frequency, but lately it has been shown
that this dielectric is not local and it has a strong area
distribution evens in very low frequencies [1]. When
discussing the properties of a metamatenial the Whs iz
considered to be the structural that characterize it. So the Whis
iz considered to be one of the metamaterials, which i=
practically for arbitrarily polarized fields [2]. This wire
structure consists of cylindrical wire arranged in equal lengths
in parallel and infinite rectangles embedded in the
homogeneous medinm of the dielectric constant In addition,
the electromagnetic properties of this structure can be
explained in terms of the effective permittivity values that
oceur with the structural form of the metamaterials [3]. The
metamaterials can be considered as a new technology in
electromagnetic radiation control due to the use of almost all
engineering matersals [4]. The wire medmm has received
special attention and important constituents in metamaterial
structures, including mushroom-type impedance surfaces, wire
lenses to provide a canalization of the near field to distance of
several wavelength at microwave Frequencies, wire lenses base
on the evanescent waves amplification negative refraction
phenomenon and broadband microwave absorbers with stable
angle characteristics, among many other[5].

Conical horn antennas are widely used in the transmission
of electromagnetic waves such as in satellite systems,
microwave link applications, radar systems and satellite

Rangsan Wongsan
School of Telecommunication Engineering,
Suramares University of Technology,
WNakhon Ratchasima, Thailand
rangsanifsut ac th

communications. The important features of the conical hom
antennas are high gain, low back lobe, and possibility to
function with very good directivity. However, the size of the
comical horn antenna will affect the antenna gain So the
antenna needs a high gain, the size of the antenna will be larger
in size. However, the conical horn antennas will be have larger
zize if the requirement higher gain. In addition, the length of
the conical horn antenna increases, the specific direction and
power gain will increaze accordingly [6].

In this paper, we presented the introduction of Whis
technigque for increasing gain of the conical horn antenna in x-
band operating frequency (10 GHz). This study demonstrates
the possibility of using a simple integrated Whis to increase
the directivity, enhance the gain and decreasze the side lobe
level The most appropriate structure for using the Whs will
be monitored and designed.

II. DESIEN AND CONFIGURATION

A, Standard Conical Horn Antenma

The configuration of conical horn antenna 1z designed at
10 GHz of the x-band operating frequency is shown in Fig. 1.
Their structures consist of the waveguide-to-coaxial
(WG/COAX) adapter and conical horn. The dimensions of the
comical horn antenna can be calcolated theoretically to obtain
the desired absolute in [6]. The calculated results for the

dimensions of antenna are length (LI} = 120 mm (44),
aperture diameter of conical hom (dm) = 112 mm (3.754). and
wavegmide diameter (RJ) = 26 mm.  The simulated results of
the conical horn antenna demonstrate the reflection coefficient
(511) is shown in Fig. 2 and, as shown in Fig_ 3

The simulated of the normalized radiation patterns of horn
antenna are illustrated in Fig. 3 for both the E- and H-planes at
10 GHz. In addition, the simuolated gain of antenna was
approximately 17.7 dB. The antenna design was found to be
symmetrical beam widths in both planes, while the zide lobes
in both planes are asymmetrical (-29.4 dB in E — plane, -22.7
dB in H-plane).
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Fig 1. Dimenzion of the conical hom antenna.

Fig. 2. Simulated reflaction cosfficient of 2 comventional comical hom
antenna.

(=) E-Plana (1) H-Plane
Fig 3. Radiation pattems in both planes of conieal hom anterma

B. The Wire Medium Structure (W)

The WMs are artificial materials that are arranged material
that iz paralle]l wire alignments in an uniform networked
manner, as shown in Figure 3. The radius of the wire is very
small compared to the design wavelength and less than the
lattice period. Over time, Wz has been known 13 an artificial
material that iz used for plasma frequencies. depending on the
permittivity. The WMs was shown that iz non-local dielectric
and get also good spatial dispersion evens at very low
frequencies [7].

Fig 3. The bazic stmcture of the Whis.

The WMs infrastructore has shown in Fig. 3 are arbitrary
polarization of isotropic electromagnetic waves. Therefore, it is
necessary to use an independent value in the same axis as the
light axiz parallel to the wire axis (y). When the Whis is
transformed into homogeneous, wavelengths iz much larger
than the wire distance [7] Typically, the WhIs will consist of
the exact number N of thin lavers of thin-layer cylindrical
wires embedded in the dielectric with relative permittivity
\'alues(f.‘,h:]_ In addition, in the case of long wavelength
limitations, the structure of the WMs acts as a homogeneous
material [8]. However, if the WMz is a perfect conductor, then

the electric polarization waveforms are relatively efficient
{ &y ) occurs. The scalar quantity depends on the frequency,
which can be expressed as

'd
£ =68, | 1 (85]

1,

. E‘__kk:'f - kf /
where £, = relative permittivity of the host medium
£, = permittivity of free-space
kp = plasma wave-number
f, = free-space wave number
k‘. = the wave number along the wire axis.

However, the plasma wave number often depend on the
physical parameters of the wire structure, which can be
described as [9].

2 &

— =
@b In Jab +F(afb)
Lk Iar |

k;

where
F(a,n’.&}=—%]n{afb]+éi{ccth|/%\]—l +Z(ars)

(3

In this article, we present the concept of wire structure
design suitable for increasing the antenna gam. WMs
dimensional is designed to optimize the performance as shown
inFig4.

From the design to obtain the optimal parameters. we
found that the optimal dimensions for the WMs, which gives
the desired performance is the wire radivs () = 1.25 mm,
distance between parallel wires fa, 5) = 2.8 mm, and wire
length (72) = 13 mm. It can also be described as an effective

medium with the components of the LC equivalent circuit as
shown in Figure 3.
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Fig. 4. Ths dimensional stracture desizn of the Whis.

=L N

Fig. 5. Tha LT equivalent cirenit of the WhiLs.

C. The WM for Antenna Enhancement

The initial design of the antenna is proposed by defining
the parameters of the WLs according to the desired frequency
range for the design. The Simulation design uses
electromagnetic simulation software to configure the structure
of the WMLs for optimization by simulating the behavior of
various variables. The simulations were performed to
determine the geometrical accuracy and the optimal size for
the proposed antenna as shown in Fig. 6. The Whs 1z placed
in fromt of the aperture of the horn antenna at an appropriate
distance, which is excited by the electromagnetic wave from
the conical homn through to the structure. The EM wave then
reacts with a structure that has a resonance property where the
structure is then transferred to the free-space.

To demonstrate the advantage of using a WMs for
enhancing the conical horn antenna performance by testing at
different distances between WMs and mouth antenna. The
comparison of the reflection coefficients from the experiment
at different distances are shown in Fig 7. The simulated
reflection coefficient of 30 mm distance was found that the
best distance compared to other experiments.

(IO T

w*, fiaeh

Comical

Fig_ 6. Ths confisurations of the wire medium structure for conical hom.

Froguems (GGHa

Fiz. 7. The simulzted reflection coefficient of the different distances of the
wire medium structurs.

II. SIULATED RESULT: AND DISSCUSEION

In this topic, we present the simulation results of the
proposed antenna by applying WMs technigques at the front of
the aperture antenna at the best distance to increase the gain.
The proposed antenna dimension by the simulation with the
electromagnetic software 1z shown in Fig 8. All reaszonable
parameters are used to demonstrate the performance of the
proposed antenna  with  simulators, which results in
comparizon to the original conical horn antenna. The
simulated results cobtained by comparizon with the standard
antenna are shown in Fig 9, 10 and 11, respectively.

Fiz. 8. A completed structure of proposed antenna

The reflection coefficient of the proposed antenna exhibits
an excellent characteristic of the impedance which corresponds
to that of the conventional cone horn, but the effect of the wire
structure on the bandwidth 13 narrowed as shown in Fig. 9

In comparing the radiation patterns in the 2 planes
between the standard horn antenna and the proposed antenna, it
iz shown that the half-power beam width (HPEW) of the
proposed antenna of the radiation pattern is narrower than the
standard horn antenna as shown in Fig. 4. In addstion, we
found that the symmetry of the both planes of radiation pattern.
The proposed antenna represents a higher benefit compared to
conventional antennas as specified in Table 1.
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Fig. % Companzon the simulated raflaction coefficients of the comventional
and proposed antermas.

" | — proposed antenna
(a) E-Plans
3
S Fingltf
— canventional
—— propossd anienng
() H-Flan=

Fig. 10. The radiation patterns of the conventional and proposed antermas.

TABLE [ THE SIMULATED GAIN OF THE CONVENTIONAL ANTENNA
AND PRODOSED ANTENMAS. AT 10 GHz.

Type Conical Horn Proposed
- Antenna Antenna
Gain [dBi] 17.7 dBi 219 dBi
Sida loba Level (E-Plans) -294 4B 22
Side lobe Leval (FI-Plan=) -22.7dB -224B
g’lg]:::j’“ beam width 1848 1830
Half power beam width 17.6° 17.6°
{H-Plane) o =

IV. CONCLUSION

In this article, we present the W=z was applied to optimize
performance without changing the shape of the antenna
designed for the 10 GHz of the X-band operating frequency
band for microwave link applications. The parameters of the
wire iz considered by many processes have been enhanced to
allow the antenna to the received higher performance. When
comparing the reflectance coefficient (511) and the radiation
pattern between the original antenna and the proposed antenna,
we found that the proposed antenna has increased performance,
but in terms of the received band is also inferior to the original
antenna. The proposed antennas are higher (21.9 dB) compared
to the standard comical horns (17.7 dB). We found that
proposed antenna can increase by 4.2 dB. Finally, the proposed
antenna by using WMs technique can improve the radiation
pattern with the symmetry of the 2 planes.
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Abstract

Increasing the gain of the planar dipole antarmz by using thin wire
tnadinm tachnique for digitzl talavision receiver. This paper presents the
application of wire medium suucmrs w thin metal sheer form, By
designing the wire madivm sorecrure in front of te planar dipole aneana
o increase the gain. From the analysiz to find the optimom parameters
with tha simulztion sofrwars of the microwave frequency. Wa found thar
the handwidth offered is 448 - 962 MHz and the gain is betwaan 2.65 -
6,63 dB in the 470 - 862 MHr frequency range for the digital talevision
Fraquency rangs,
Keywards: Wira Meadivm, Planar Dipols Antenna, Matamaterial
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Abstract

Several techniques in data mining require discrete data. In fact, learning with discrete domains
olten performs better than the case of continuous data, Muoltivariate discretization is the algo-
rithm thal transforms continuous data to discrele one by considering correlations among
attributes. Given the benefit of this idea, many multivariate discretization algorithms have
been proposed. However, there are a few discretization algorithms that direcily apply o
microarray or gene expression data, which is high-dimensional and unbalance data, Even
50 interesting, no multivariate method has been put forward for microarray data analysis.
According to the recent published research, graph elustering-hased discretization of splitting
and merging methods (GraphS and GraphM) usually achieves superior resulls compared to
meany well-known discretization algorithms., In this paper, GraphS and GraphM are extended
by adding the alpha parameter that is the ratio between the similarity of gene expressions
(distance) and the similarity of the class label, Moreover, the extensions consider 3 simi-
larity measures of cosing similarity, Euclidean distance, and Pearson correlation in order Lo
delermine the proper pairwise similarity measure. The evaluation against 20 real microar-
ray datasets and 4 classifiers suggesis that the results of three classification performances
(ACC, AUC, Kappa) and ruaning time of two proposed methods based on cosine similarity,
CrraphM(C) and GraphS{C) are better than 9 stale-of-the-art discretization algorithms,

Keywords Multivariate discretization - Graph clustering - Microarray data -
High-dimensional data - Data mining

1 Introduction

Classification of DNA microarray data is one of the major issues and hard challenge in
hicinformatics. It allows the discovery of hidden patierns of gene expression profiles, which
aims al understanding the underlying genetic causes of human diseases. The main problem of
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microarray data is that the data is high dimension (around ten thousand attributes), while the
small sample sizes (few hundred insiances) [45]. Having a much higher number of atiributes
than the instances inherently canses most classification algorithms (o exhibil poor predictive
performance, with increase in compulational tme [8,44,52]. Feature discrelizalion 15 one
alternative with the capability 1o overcome the aforementioned difficulties encountered by
many classifiers [40,42,51].

Discretization or so-called quantization s a data reduction preprocessing lechnigue in data
mining. [t converls a numeric or continuous atiribule (o a nominal or categorical counterpart.
Although the result of data discretization may lead 1o loss of information, it possesses several
advaniages. First, some algorithms can only deal with nominal values, which require an
embedded discretization or an external discretization algorithm, C4.5 [46] is an example
that requires the former treatment. Association rule discovery technigue is an example of a
learning model that makes use of exiernal discretization prior analysis [12,13]. For the second
advantage, alter discretization, the subsequence mining process may be more efficient as the
data are reduced and simplified. This results in more patterns being revealed and a decline
in time requirement lor classification modeling [29,55,60]. Moreover, the effectiveness of
classification [3,30.47] and Label Ranking [18] are increasing afier discretization,

Discretization technigues can be classified into several dilferent ways, such as supervised
versus unsupervised, splitting versus merging, direct versus incremental, univariale versus
multivariate, and more [26.54]. Supervised metheds consider the class information, whereas
unsupervised ones do not, Spliting algorithms start from one interval and recursively select
the best cut point to split the instances inlo two intervals, while merging methods begin with
the sel of single value intervals and iteratively merge adjacent intervals. Direct technigues
require inpuiting a number of intervals supplied by the user. Example direct methods are
equal-width and equal-frequency discretization algorithms [20]. The number of intervals is
equal for all attributes in these algorithms. In contrast, incremental methods do not require the
number of intervals, but they require the stopping criterion o stop the discretization process
in order to yield the best number of intervals of each attribute. The univariate category
diseretizes each atiribule independently without considering its relationship between other
attributes. However, multivariate methods consider other attributes to determine the best
discretization criterion.

There are some discretization approaches to microarray data, Some studies [8] apply
standard discretization algorithms such as information entropy minimization (IEM) [22]
and proportional k-interval discretization (PKID) [61] to improve the predictive accuracy of
microarray data. The z-score discretization (ZDISC) [42] is also proposed for discretizing
biomedical data. 1t exploils z-score (for the continuous attribute by normalizing all continu-
ous values to the z values and then binning procedure using the z values, this step similar to
equal-width and equal-frequency discretization, causing attributes to have the same number
of intervals. Another method called efficient Bayesian discretization (EBLY) [39,40] is based
on Bayesian score |9] that is reported to be competent for finding the highest EBD score, using
the Bayesian score for all possible intervals grouping of an attribute, and then select the set
of intervals that give highest EBD score. Wang et al. [56] proposed biology-constrained
gene expression discretization, which is appropriate for analyzing cancer dataseis. The
biclogy-constrained gene expression algorithm has three discretization criterion based on
class distribution diversity (CDD). The ur-CAIM [14] concentrated on the imbalance data.
It extends class-atiribute interdependence maximization discretization (CAIM) in order to
improve the running time and quality of an mlerval, The empirical resull shows a sigmificant
advanlage with unbalance data.
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Recently, many discretization algorithms introduced in the literature lean toward the
multivariate family. Graph clusiering-hased discretization algorithm recently published [54]
comsiders the similarity or distance between data points, Based on an empirical study with
slandard dalasets, it is able to surpass well-known algorithms. In microarray data, delecting
similarities among genes is one of the most important stages, which explore the relationship
hetween gene expression data [4,43,62], Similarity measure provides uselul information o
clustering and pattern recognition, which find the biologically meaning ful groups and predict
the functions of genes [57]. To the best of our knowledge, there is no multivariate discretiza-
tion algorithm particularly invented for microarray dats, i.e., the similarity of expression
across the genes has nol been considered so far,

Given this insight, in this paper, graph clustering-based discretization of splitting and
merging method [54] is extended to the problem of microarray data. This extension considers
three similarity measores of Buclidean distance, cosine similarity, and Pearson correlation that
has been widely used o analyze microarray data [4,43,62] including the case of microarray
dala clustering [27]. Moreover, this study adds an additional variable () in such a way to
maedel the weighting weight between the similarity of gene expressions (distance) and the
similarity of class labels, which reflect the significance of both in discretization,

The rest of this paper is organized as follows. Section 2 provides a briel’ materials and
methods as o set the scene for proposed work and following discussions. In Sect. 3, details
of the proposed approaches based on three similarity measures are presented with related
issues being explained. The performance evaluation is included in Sect. 4, based on a set of
published real microarray datasets, This paper is concluded in Sect. 5, wilh possible future
work.

2 Materials and methods

This section provides a summary of three topics, First topic provides basis of three similar-
ily measures that are implemented in the proposed methods, The second topic introduces
graph clustering-based discretization algorithms that recently published and extended in this
research, Finally, the third topic presents the related discretizers thal employed in this exper-
imental study.

2.1 Data distance measure (palrwise similarity measures)
Throughout this paper, let a be the number of instances, o is the number of attributes, & and

v are the sample instances. Let the set of clusiers or intervals be mg = [y, ..., Cg}, where
C; 15 acluster at ith in £ subclusters,

2.1.1 Euclidean distance
Itissimply a geometric distance in a multidimensional space, which is amultivariale extension

ol the Pythagorean distance between two points. The formula For this distance between data
points wimy, . .., ug) and vivy, ..., vg.) with 4 dimensions is shown in Eqg. 1.

Eu,v)=
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2.1.2 Coslne similarity

This measure calculates the cosing of the angle between two vectors or samples. The cosine
similarity of samples u and v, C(u, v), is represented as Eg. 2. Two samples with the same
direction have a cosine similarity value of 1 and — 1 i two vectors diametrically opposed.
For positive feature values, in a positive space, the value lies between O and 1.

4w
J i |";2~,f Y

Clu,v) = (2)

2.1.3 Pearson correlation

The Pearson correlation coeflicient is defined as the covariance of the two variables or samples
divided by the product of their respective standard deviations. It is normally used to measure
the gene expression data [43]. The sample Pearson correlation coefficient (P), Plu, v) is
defined as Eq. 3, where i and v are the mean of ¢ and v, respectively, and s(u) and s(v) are
the sample standard deviations of & and v, respectively. The P value ranges from — 1 o 1,
where | means the samples are tolally positive correlation, 0 ne correlation, and — | wotally

negative correlation.
Yi (wi — @) (v — ¥)

P ) = e Dras )

3

2.2 Graph clustering-based discretization algorithm

Two graph clustering-based discretization algorithms of merging method (GraphM) and
splitting method (GraphS) recently published [54], which aim 1o prevent partitioning of the
natural group of data. The algorithms use the similarity the data pair based on distance and
class label. The discretization criterion is based on the concepl of normalized association
(N Asso) [53]. The algorithms include three main stages of: create the alfinity matrix (AF
malrix ), create discretization schemes, and transform numeric o nominal attribole,

2.2.1 Create the affinity matrix (AF matrix)

AF matrix is constructed using the pairwise distances and class similarity as shown in Eg. 4,
where sim(u, v) is similarity between data point g and v, simC (i, v) is class-label similarity,
sim P i, v) 15 a pairwise similarity based on Buclidean distances, and d is a number of
altributes, respectively. The similarity of pairwise distance based on Fuclidean distance (see
Eqg. 1) is divided by SJd inorder to rescale the value between 0 and 1 (see Eq. 16 for details).
Note that, before caleulating the pairwise distances, all attributes are rescaled in order Lo give
the same treatment.

simiu, v) = simC(u, v) + simPu, v), (4)
provided that
SmClu, v) = 1 il amf. 1 have the same class label, )
(1 otherwise
) Springer
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-d [ o— .
= _J@ ©

2.2.2 Create discretization scheme

and

Diseretization scheme of continuous attribuie A (D8 4) is a set of diserete and disjoint inter-
vals, which has been arranged in ascending order. This is shown by Bq. 7, where 1 15 cul point
ini*h of A.

DS4 = [(—oo, cuty], (cuty, cutz], ..., {culg_y, +o0)) N

The algorithms partition attribute A into & intervals by iteratively splitting (Tor GraphS)
or merging (for GraphM) the interval based on the discretization criterion of N Asso, This
is formally given in Eq. 8, where N Asso(mg) is Nasso value of the set of partitioning or
clustering g that has & subclusters of (O, ..., Cg), and e(C;, Ci) and w{C;, C) are the
sum of weighted edges of inter-cluster edges and intra-cluster edges [11] of C;, respectively.

NAsso(my) = NAsso(C1) + NAssolCad + ...+ NAsso(Ci) (8)
provided that e c
@y, C)

N Asso(Cy) = )]

) (Cy, Ci} + a(Cy, Cj) ©

The stopping criterion of the algorithms is delined by Egs. 10and 11, where N Asso(m;) and
N Asso(m;—1) are N Asso values of the graph partitioning results with the set of { and i — 1
clusiers, respectively, In addition, # is the significant improvement percentage, and & is the
number of intervals. 15 the stopping criterion is true, the discretization will stop and the result
Is given as Ty = mj_].

NAsso(m;) = NAsso(mi_y) = £ (100

and

k=2 (1)

2.2.3 Transform numeric to nominal

The numeric attributes are transformed (o nominal altribules using the discretization schemes,
which replace the numeric values using the interval values identified by the aforementioned
phase.

2.3 Related discretizers

Recently, in the literature, discretization leans toward the multivariate method. EMD,
GiraphM, and Graph are an example discretizers that are recently published. As the inlor-
mation among atiribules is used in discretization, they obiain high performance. GraphS and
GiraphM use graph partiioning technigque (o generate the best set of mlervals by considering
the similarity between instances. It is the first/new technigque that utilizes the graph partition-
ing to the work of discretization as shown in the previous section. The details of EMI and
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other univariate discretizers that are employed in the experimental study are summarized as
follows.

An autonomous discretization .':J;i:m'ilhm (Ameva) |28] 15 a vmivariate method. [s dis-
cretization crilerion is based on x* values. The goals of Ameva are o maximize the
dependency relationship between the target class and an attribute and minimize the mini-
mum number of intervals,

Class-attribute interdependence maximization discretization algorithm (CAIM) [37] s
a univariate method. It is a greedy approach which finds the minimum number of discrete
intervals, while minimizing the loss of class-attribute interdependency. However, it generally
generstes the number of intervals equal to the number of classes,

ChiMerge [36] is a univariate method, The discretization criterion is based on ¥ % values.
It selected the adjacent interval that is given as the highest xl values to merge until the xl
values are less than setling threshold.

The evolutionary multivariate discretizer (EMDY) 48] s a multivariate method. 10 applies
a genetic algorithm to search the best sel of interval among attributes. EMDD defines a filness
function for the lower both classification error and number of cut points. The chromosome is
encoded for all possible cul points of all continuous atiribules, Therefore, in high-dimensional
data, the algorithm requires a 1ot of time in order o find the optimal result,

Fixed frequency discretization (FFDY) and proportional k-interval discretization (PKID) [61]
are univariale methods. These algorithms maintain discretization bias and variance by wuning
the interval frequency and the interval numbers. FED discretizes such that all intervals have
approximalely the setting of sulficient mterval frequency. PEILY sel the mierval stee equal o
the interval number.

Information entropy minimization (IEM) [22] is a univariale method. Tis discretization cri-
terion is based on the overall effectiveness of entropy reduction. TEM is binary discretization,
which generales a single cul point that obtains the best entropy value.

ur-CAIM [15] is a univariate method. It improves discretization eriterion of CAIM in
order (o generale a more flexible number of intervals and require lower running time, The
algorithm can cope with balanced and imbalanced data,

Zeta [31] is a univariate method. It is discretized by specifying the number of intervals.
The discretization criterion of Zeta is based on maximum accuracy when each value of an
independent variable must predict a different value of a dependent variable,

3 Proposed approach: graph clustering-based discretization
3.1 The proposed extensions

According to the results of the paper in [54], GraphM and GraphS mainly achieve high
predictive accuracy (ACC) and high area under the ROC curve (AUC) against 11 well-known
discretization algorithms over 30 standard datasets and 20 imbalanced datasets, compared
using 4 classifiers of C4.5, KNN, NB, and SVM. The average Friedman rankings and Pyjayn
of ACC for 30 standard datasets and 4 classifiers show that GraphS and GraphM fall in
the first and second best ranking, respectively. Furthermore, the average Friedman rankings
and Pyjam of AUC for 200 imbalanced datasets and all classifiers demonsirated that GraphS
and GraphM obtain the first and second best ranking, respectively. The research prevents
partitioning the natural groups of data using the similarity between instances. However, the
similarity measure is not suitable for higher dimension of data,
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In the current research, GraphM and GraphS are extended o the problem of microarray
data. The extension aims to consider the similar patterns of gene expression and the similar
class labels together, which is the multivariate method, In this study, two extensions of an
alpha parameter and pairwise similarily measures are proposed.

3.1.1 The alpha parameter

In the work of [54], the similarity of gene expressions and similarity of class labels are
calculated as equal weighting. In this case of high dimensional data, if equally weighting the
class similarity and pairwise similarity, the similarity of amount thousand of gene expression
(attributes) is threat same as only one class-attribute results in lower consider the similarity of
gene expression, the results may lead to important information loss, Therefore, in this study,
the similarity measure (see Eq. 4 for details) is extended to increase the welght-determination
parameter (o) as shown in B, 12, which can adapt (o increase to consider the similarity of
BENE EXPression.

simiu, v) = (ohsimC(w, v) + (1 — o)sim P, v), (12}

The parameter is the weighted rate of score between the similar pattems of gene expression
and the similarity of class labels. The value of o ranges between O and 1, D means the similarity
of genes to consider only the similar gene expression, and 1 considers only the similar class
lahels,

3.1.2 The similarity measures

The microarray daia are numeric values, and the distance/similarity between genes can be
exploited for the purpose of discretization. In this study, one distance measure of Euclidean
distance and two similarity measures of cosine and Pearson correlation are considered. These
measures are effective and widely used in microarray data [4.43,62]. The pairwise similarity
(simP{u, v)) in Eq. 12 is extended to implement these three measures, with the formal
definitions being stated in Bgs. 13, 14, and 15, respectively.

i o
simPriu, v) =1~ M (13)

Ef | B
Jﬁ:l HEIJZLI v}

~dl TV —
simPpiu, v) = % (| + Li:l (ﬂ; ﬂ}(l-h l?}) (15)

simPelu, v) = (14)

in— Lw(u)siv)

The values of these measures are neatly bounded in [0,1], inwhich 1 means u and v highest
similarity and 0 otherwise. In Eq. 14, because each atiribuie is rescaled between 0 and 1 (see
Ly, 16 for details), the outcome of cosine similarity lies between 0 and 1. In Eg. 15, because
the outcome of Pearson correlation ranges from — 1 to 1, the measure is added by one and
then divided by two in order to rescale in [0,1].
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AF(C) DS(C)

DSE(E)

(

5Py

)

—
Train (numberic) #|  Train (nominal)
Test (numberic) Test {nominal)

(b)

Fig. 1 The framework of the graph clustering-based dizcretization approach of: a create affinity matrix {AF)
and discredization scheme (D5), where AF(C), AF(E), and AF(P) are the AF based on sim Pe, sim Pg, and
sim Pp, respectively. DE{C), DE(H), and DE(F) are the DS resulis that are discretized using AFC), A1),
and AFPY, respectively, b transforms numeric attribute of training and lesting datasets o nominal atbribole
using discrelization scheme

3.2 Detalls of the proposed algorithm

The entire process of the proposed ramework is summarized in Fig. 1. IGincludes three main
stages. First, create the affinity matrix (AF). Each element in AF contains the similarity.
This stage considers three similarity measures oft cosine similarity, Euclidean distance, and
Pearson correlation. Therefore, the algorithm generates three AF matrices according 1o these
similarities, Second penerates discretization schemes (DS) of the dataset using its own AF
(see Fig. la for details). Finally, in the third stage, the numeric attribute is transformed into
the nominal attribute using the discretization schemes (see Fig. 1b for details). The details
of framework are summarized as follows.

3.2.1 Create pairwise affinity matrix (AF)
The pairwise affinity matrix (AF matrix) is an n x g dimension that contains the similarity
scores of the pair of mstances. The score ranges between Ohand 1, where a high score means

the pair has high similarity. Before calculating the score, each data point x; in the numeric
attribute A is rescaled between 0 and 1 in order 1o give all the same treatment as shown in
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Fig. 2 The allinity mairix of
Lumg Cancer-Ontario dalasel,
order by attribale A

Eq. 16, where val?; is the new rescale value of valyj, and min,, and max 4, are the minimum
and maximum values of the atinibule A j, respectively.
villjj — min g ;

vall, =

= - (16)

max 4, —miny,
The similarity score (sim{u, v)) is compuied using Fyg. 12, where sim P(u, v) is based on
three similarity measures of: Bueclidean distance (Eqg. 13). cosine correlation (Bg. 14), and
Pearson correlation (Eg. 15). These three similarity measures are considered in order to find
the appropriate similarity measure for the study of microarray data. The similarity measure
requires o parameter from the user. In order 1o provide a practical means that users can make
the best use of the parameter, behavior of o 15 investigated with respect o its values, The
value that gives the best result is 0.2, 20% for the similarity of class labels and 80% for gene
expression, and the related discussion is provided in Sect. 4.3,

An example of AF matrix is shown in Fig. 2. [t uses the sample of Lung Cancer-Ontario
datasel (see Sect, 4.1 Tor details) and uses the similarily measure of cosine similarity with
the o that is 0.2, The dataset has 31 instances, and the AF matrix is an 31 x 31 elements. In
the example, a mini dark square box indicates high similarity and light square box indicates
low similarity.

3.2.2 Create discretization scheme (DS) for GraphM

This slage generates the discretization scheme (135) of each attribules one by one. In order
to find 1S of attribute A ; (I)H‘qf}, there are four main steps as follows:

Step 1 Reorder AF: In order (o compute the discretization criterion, this step reorders
AF in ascending, and each row and column of AF is reordered in lerms
of attribute A ;. However, in programming technique, the AF ordering can
be avoided. The technique generaies an identification number (1D} for each
instance, which associates with a row/column number of AE Then, reorder
only attribute A ; with its 11, In order 1o compute the discretization criterion,
the algorithm can access the AF using the 1. Therefore, the algorithm does
not lose lime for AF ordering,

Step 2 Creale the initial intervals: The initial intervals (clusters) are the intervals sep-
arated by the possible cut points. The cut point is the midpoint of the adjacent
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pairs with distinct values after sorting the attribute. I7 there are m distinct values
of the attribute, there are m initial intervals,

Step 3 Merge the best pair of adjacent intervals: All adjacent intervals are caleulated
the NAsso value (see Bq. 8 for details). The pair that gives the highest N Asso
value is selected to merge. This step merges the best adjacent intervals until all
intervals are grouped (o a single interval. Each siep of merging is saved in order
Lo Took backward to find the best sel intervals,

Step 4 Find the best set of intervals: This step looks backward from a single interval
and gives the best set number of intervals is 2 (m3). The best set of intervals
will change to the next higher number of intervals (s, 74, .. ) if the stopping
criterion is lalse as shown in Hgs. 10 and 11; otherwise, stop looks backward,

Step 5 Cenerate discretization scheme: The set of cul points that separate the hest set
of intervals is transformed (o discretization scheme as g, 17, where DSy, is
a discretization scheme ol attribute A 7, and culy 1o cutg — 1 are the cul-point
selections.

DSy, = {(—o0, cuty], (cuty, cutz], . .., (cutg — 1, +oc)} (17

Discretization scheme is a set of real numbers (real interval) which is a con-
necled portion of real line. Bach aitribute value can lie on only one interval,
between two endpoints.

The example of GraphM is shown in Fig. 3a. It uses the sample of Lung Cancer-Ontario
dataset, which has 31 instances. The example shows the process of finding the discretization
scheme of the first attribute (A1) of the datasel using the AF, The minimum and maximum
values of Ay are 0.14 and 28.33, respectively. First of all, the AF is reordered by A as shown
in Fig. 2. Note that, in programming, AF does not reordered, and the attribute with its 1T is
reordered instead and after that finds the initial intervals. There are 28 distinet values of the
attribute, the same values are grouped Lo an interval, and there are 28 initial intervals (mag).
In the figure, the mini box indicates the similarity between the instances of the row ith and
the column fith, in which the dark color indicates high similarity and light color indicates
low similarity. The big square box that groups mini boxes represents the interval that groups
instances at ith or jth within the box. After that, find the best interval pair. The best interval
pair is the adjacent intervals that obtain highest score as calculate wsing the discretization
criterion (see Bg. 8 for details), The best interval pair is merged and linds the best interval
pair again. The number of intervals decreases one by one as shown in the lgure, Alter all
intervals are grouped to a single interval, GraphM looks backward in order Lo find the best sel
of intervals. Atthe looking from oy o s, there is no significance improving the discretization
criterion, and the stopping eriterion is e, The result of the best set of intervals is mrp with
one cul point at 04925, 84, = [(—oc, 0.4925], (0.4925, 400}

3.2.3 Create discretization scheme (D5) for Graphs

In order to find DS of attribute A (DS4), based on GraphS there are four main steps as
follows:

Step 1 Reorder AF: This step is the same as GraphM, see Step 1 in Session 3,2.2 for
details.

Step 2 Find the best cut point: IT there are a distinct values of the attribute, there are
n — 1 possible number of cut points. All possible cul points are computed the
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[
o
28 intervals
=
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..l.

25 intervals

3 intervals

=

27 intervals

26 intervals

4 intervals

I interval

2 intervals

(a)

1 interval

2 intervals

(b)

3 intervals

Fig.3 An example of AF mairices of the discretization process of a GraphM and b GraphS, which discretize
the attribuie A of the Lung Cancer-Ontario dataset
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N Asso value (see Bg. 8 for details) and then selected the cut point that gives
the highest value,

Step 3 Check the stopping criterion: The best cul point is checked using the stopping
criterion as shown in Egs. 10 and 11, I the criterion is true, stop partitioning
and go 1o step 4. Otherwise, partition the intervals using the best cut point and
save the cul point 1o the sel of cul-point selections, Aller that, go to step 2, find
the best cul point again until the stopping crilerion 15 troe.

Step 4 Cenerate discretization scheme: The sel of cul-point selections is transformed
oy diseretization scheme, see Step 5 in Session 3.2.2 for details.

The example of this stage is shown in Fig. 3b, which vuses the sample of Lung Cancer-
Ontario datasel again, At the beginning, there is a single interval (). The AF is reordered
by Aj values and then finds the best cul point using the discretization criterion. The best cut
pointis (.33, and the DS of this stage is {{—oc, 0.33], (0,33, +00)}. The cut point is accepled
hecause the stopping criterion is false, and the minimum partitions or intervals must be equal
or greater than two. In the figure, two big square boxes represent two intervals (r3) that are
divided using the cotl point. The algorithm finds the best cul point again that is 11875, The
DS of this stage is [{—oo, 0.33], (0.33, 1.1875], (1.1875, +o0) ), which lead o have three
intervals (r3). Because N Asso(ms) is lower than N Asso(my) x . the stopping erilerion is
true and rejects the cul peint. Hence, the result of the best set ol intervals is 3 with one cul
point at 0.33, DS 4, = [{—oc, 0L33], (033, +00)).

3.2.4 Transforms numeric to nominal attribute

Each value of a numeric attribute is transformed into nominal value using the discretization
scheme of the attribute. The value that lays into the DS interval is transformed to its inter-
val name, [n this study, the interval name is similar (o the interval, such as “(inf _cuty],”
“leut] _culz ] and “{euta_inf )"

4 Performance evaluation
4.1 Investigated datasets

The experimental evaluation is conducted on 20 real datasets oblained from the ELVIRA
biomedical dataset n:wﬁilur}'j and B package dala mi::rt.uarr.'s.:,.'.2 Table 1 summarnizes the
details of these datasets. Some datasets are supplied with a test set, separale to raining and
testing sets. These datasets are Breast Cancer, E2A PRX1, Hyperdip50, MLL leukemia, and
TEL AMLI. The rest datasels are not supplied test set. In this study, these dalasels are
random separated w rmning data (80%:) and testing data (209). All datasels are collected
and provided in supplementary material* Because some numeric attributes have a small
number of distinct values, it could be ambiguous with the nominal attribute. Therefore, in
this study, in Table 1, a numeric attribute with no more than two distinet values is regarded
as a nominal attribute.

These microarray datasets are high-dimensional data, ranging from a thousand 1o fifteen
thousand attributes, particularly for Sun datasel that has 54,612 features. Also, most of them

! hitp:flen.ngresfelvira/ BCRepositony.
2 hitps i woarwordocumentation . org/peckages’datmicrosrmay versions/0,2.3,
3 hitps:Vkitiakom.crr.ac. i kals 2018,
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Table 1 Description of microammay datasets: pumber of dala poinis (n), number of instances in the minority
ClASEES (M in ), ANOFILY Class mlio (K, ), nomberof attrbaies (d ), oumber of numeric attrbales (@ ), number
of nominal sttribules (#7), and number of classes ()

Dalaset n Ain Emin d av da” c

Breasiancer 8 (L} 34 0436 24,481 24,188 203 2
19 {lesL) 7 0364

Rurceymeki 102 {rain 22 0216 22,283 27,283 0 3
25 (lest) 1 1. 160

CentralMervousSysicm 48 {Uravin} 16 0353 2% T2 [ 2
12 {lest) 5 0417

Chigretti 102 {Lrsin) 1 0010 12,625 12,625 0 [
26 (lest) ¥ 100

Chin N {Uravin} 37 004 22,215 12,215 [ 2
4 {Rezst) 6 0.250

Chowdary 83 {Lrsin) 15 0422 22,283 el 0 2
2 (lest) T 0,333

Coblon' Tumor 50 (Lraim) 16 (U 20HY 2000 [ 2
12 {Rezst) 6 0,500

FE2A PEX1 215 {Lrain 1% 0084 12,558 10,322 2236 2
12 {lest) ] 0080

Ciordiom 145 (train} 25 0172 12,533 12,533 0 2
I {8t} 6 0.167

HyperdipSi 215 {Lradn) 42 0195 12,558 10,322 2236 2
112 {lest) 12 0,196

LumgCancer Harvard1 162 (train} 5 0031 12,600 12,600 1] 5
41 {8t} 1 0.024

Lumgeancer onbario 3 (e} 12 0,387 2.R80 2,880 0 2
E {lest) 3 0.375

Lung Michigan 77 {train) ] 0117 7129 7129 [i] 2
0] {8t} 1 0,053

ML leukemia 57 (L} 17 0208 12,582 12,582 0 1
15 {lest) 3 0,200

Nakayama B4 (train} 3 0036 12,283 12,283 0 10
2 (lest) ¥ 100

Singh K2 {rain} 36 0430 12600 12,600 0 2
20 {lesL) 6 0300

Sun 144 {Lrsin) 0 0139 54612 54,612 0 4
36 {lest) 3 0L083

TEL AMIL1 215 {Uravin} a2 0242 12,558 10,322 2236 2
112 {Rezst) 27 0.241

Tian 138 {Lrsin) 32 0232 12,625 12,625 0 2
15 (lest) 1 0114

Yeoh 1498 {Uravin} 13 L6 12,625 12,625 [ ]
50 {Rezst) 2 0.040
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are unbalance data, especially for Lung Cancer-Harvard that has the minority class only 3.1%
(hmin = 0.031).

4.2 Experimental design

An experimentis set up Lo investigate the performance of the proposed algorithms compared to
9 discretization algorithms. In the comparison, 4 classifiers of: C4.5 [46], K-nearest neighbors
(KNN} [1], Naive Bayes (NB) [34], and support vector machine (SVM) [17] classifiers that

are in data mining [58,59] are examined.

4.2.1 The performance measures

In this study, three main measures of classification performances, number of intervals, and
running time are used to evaluate the efficiency of the discretization algorithms. The classi-

fication performances Afer discretization, the nominal datasel is classified with 4 classifiers
of C4.5, KNN, NBE, and SVM. In this study, the resulis of learning are evaluaied using pre-
dictive accuracy (ACC), The predictive accuracy is mostly used o meassure for classification,
However, in this study, many datasels are imbalanced data and imbalanced class label. The
predictive accuracy may not be suitable, which receives good accuracy while predicting the
majority class. Therefore, two measures of the area under the ROC curve (AUC) [10,33] and
Cohen’s Kappa rate (Kappa) [6,7] are increased o evaluate in the comparison,

AUC and Kappa are widely used in microarray dala and imbalance data classification [41,
50]. The AUC measures the diagnostic accuracy of a test which lies between 0 and 1. The
high value of these metrics 1s the betler accurate test The high value, the betler aceurale test
The Kappa is a statistic which measures the degree of agreement between the class labels.
The Kappa value ranges from — 1 1o 1, the high Kappa value exhibits the strong agreement,
the accuracy is more credible. Kappa is designed as a test siatistic for inler-raler agreement
between raters or observers. It lakes into account the agreement among classes, which are
suilable to evaluate imbalance datasel. Therefore, Kappa is an importanl performance for
evaluating the imbalance data and microarray data [3538). The number of intervals The

number of intervals should be a small number which is easier 1o understand the data paitern.
A large number of intervals may cause the leaming o be slow and ineffective |16,26].
However, a too small number of the intervals may lead to lose classification performance [ 15].
Moreover, the discretization result produces a single interval, and the attribute is not used in
a classification learning. This study compared the average number of intervals per attribute
and reports it with its standard deviation. The running (imes The running times in this study

are evaluated in the process of discretization, not included the learning time of the classifier.
The running time should not take too long, especially in this case of microarray data that high
dimension of altributes, In this study, the datasets are supplied test set, and the discretization
algorithms run once and report the running time {in seconds).

4.2.2 Statistical analysis
Ranking of discreization algorithms In this study, the ranking of discretization algonthms

obtains rom Friedman test [23,24]; the lower rank value is the better ranking, It is nonpara-
metric statistical test For testing the difference between several related samples. The Friedman
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test shows that at least one algorithm is significantly different from at least one other algo-
rithm (using a level of signilicance o = (1.05). The Holm post hoc test [25,32] is used 1o find
the g value of the post hoe Holm {prjgm ) of each pair comparison, The discretization algo-
rithm that obtains the lowest rank value is sel as a control algorithm. The control algorithm
is compared against the rest algorithms. This ranking performs with 3 comparisons of: ACC,
AUC, and Kappa,

Pairwise comparison In this study, the Wilcoxon signed-rank testis used to lind the significant
differences between the sample pair It is a nonparametric statistical hypothesis test, which
tests for the median difference. This study reports the Wilcoxon signed-rank test using the
p valfue, If the value is greater than the specified significant level, not rejected the null
hypothesis, there is no evidence of asignilicant difTerence of the pair, This test performs with
three comparisons of: ACC, AUC, and Kappa.

4.2.3 Compared discretization algorithms

Two proposed approaches of graph clustering-based discretization of merging method
(GraphM) and splitting method (GraphS) are tested to three similarity measures based on
FEuclidean distance, cosine similarity, and Pearson correlation, The test shows that the cosine
similarity gives the classification performances well of both GraphM and GraphS, see Ses-
sion 4.3 for details. Graph clustering-based discretization of merging method using cosine
similarity — GraphM{C) and graph clusiering-based discretization of splitting method using
cosine similarity — GraphS(C) are selected 1o evaloate the other well-known discretization
algorithms.

In order to properly examine the potential of the proposed approach of GraphMi(C)
and GraphS(C), they are evaluated against 9 state-of-the-art discretization algorithms. All
diseretization algorithms are implemented in Java which are Ameva [28], CAIM [37],
ChiMerge [36], EMD [48], FFD [61]. IEM [22], PEID [61], ur-CAIM [15]. and Zeta [31],
with varipus discretization types. This study takes ur-CAIM algorithm, distributing from the
authors of ur-CAIM,* EMD program is derived from the authors of EMID, and the other dis-
cretization algorithms are taken from KEEL software [2,3]. EMD and ur-CAIM are recently
published which show high classilication performance. The details of these discretization
algorithms are summarized in Sect. 2.3,

4.2.4 Parameter settings

Many discretization algorithms and classification algorithms desire the inpul parameters from
the user. Those variables are specifically set for the present study in accordance with Table 2,
The parameters of the discretizers are set as recommended by the works [26,49]. For C4.5
classifier, the parameters are setled as a default of the WEKA data mining toolkit [21]. For
KNN classifier, the paramelers are setted as the work [19]. This work uses KNN classifier to
classify the microarray data, which £ = 1 seems (o be the best choice,

For the proposed methods, the 8 is set to 1.01, the same the work of [54], and the o is set
to 0.2, which give the highest classifier’s performance, see the next section for details.

4 warw.nco.cs gruposikdisfwikilor- CATM.
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Table 2 Parameters of classifiers and discretizers

Befethod Paramelers
Classilier
4.5 Pruned tree « frie, confidence — 0.25, minimum example per leal — 2
EMNM k = 1, distanced Tunction = euclidean distance
Discredizer
ChiMerge Confidence threshold = 0,05
EMIY Population size = 50, My o 10,000, & o 0.7, Brage = 01, Rpere = 0.5
FFLY Frequency siwe = 50
FUSINTER o=>05975 L=1
GiraphS, GraphM =02 8=1.0

4.3 Similarity measures analysls of the proposed methods and its parameter
sensitivities

Based on three pairwise similarity measures and two proposed approaches of GraphM and
GiraphS, there are 6 couplings to be examined that are GraphM(C), GraphS(C), GraphM(E),
GraphS(E), GraphM(P), and GraphS(P), The words of “(C),” “(E),” and “(P)" denote the
proposed methods using the pairwise similanty measure based on cosine similarity, Euclidean
distance, and Pearson correlation, respectively.

The summary of experimental results of GraphM{C), GraphM(E), and GraphM(P) with
the different o parameters is shown in Figs. 4 and 5. The classification performances over
20 datasets and 4 classifiers of ACC, AUC, and Kappa of these three methods are shown in
Fig. 4. The result demonstrates that GraphM{C) and GraphS(C) obtain highest performance
over all classifications at e = (.2, The resull suggests that both GraphM and GraphS perform
wiell with the pairwise similarily measure based on cosine similarity al o = 0.2, As such,
this study selects GraphM(C) and GraphS(C) with & = 0.2 to compare the other well-known
discretization algorithms.

The experimental resulis of a number of imervals of GraphM and GraphS are illusirated
in Fig. 5(a, b). In the figures, a small o value, high weight of pairwise similarity measure, low
weight of class-label similarity produced a small number of intervals. Because each similarity
value of the pair in high dimension is minimally different, improvement in the eriterion value
is low (see Fig. 6a Tor details). Therefore, the stopping criterion is quickly satisfied. In
contrast, if only considering the class-label similarity (e = 1), the larger difference leads o
slow stopping (see Fig. 6b for details).

Regarding the average running time of all datasets, GraphM appears to be faster than
GraphS, especially Tor GraphM(C) (see Fig. Sc, d for details).

4.4 Experimental results and analysis
In the experimental results, EMD cannot discretize Sun datasel that is an extremely high
dimension of data. IU runs several days and requires a large memory 0 run. Therelore,

in order o compare the average classification performances, average number of intervals,
average running lime, and statistical analysis of Friedman rankings and Wilcoxon signed-rank
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4.4.1 Classification performances

The classification performances of ACC, AUC, and Kappa are summarized in Table 3. Tt
compares 11 discretization algorithms over 19 datasets and 4 classifiers. Each row in the
table that is given highest performance is highlighted in bold face background.

Predictive accuracy (ACC) The average ACC resull as presented in Table 3 shows that
CiraphM(C) and GraphS5(C) generally outperform other discretization algorithms. Regarding
the average predicive accuracy of all datasets and all classifiers, GraphS(C) and GraphM(C)
obtain the first and second highest values, which are 82.23% and 82.09%. The third. fourth,
and fifth highest values belong to ChiMerge (80.20%), IEM (7T8.994%), and CAIM (T8.27%),
respectively. On the average predictive accuracy of EMIDD, it is interesting to notice that it
achieves poor predictive accuracy (71.47%). That is because it becomes difficult for EMD
Loy find the optimal resull in high dimension.

Area Under the ROC Curve (AUC) In Table 3, the result shows that GraphS(C) oblains
the highest AUC value for C4.5, KNN, and SVM classifiers, while the highest AUC for NB
belongs to IEM. GraphM(C) achieves the second highest AUC for KNN and SVM classifiers.
In summeary across all datasets and classifiers, the first, second, and third highest AUC belongs
Lo GraphS(C) (0L811), GraphM{C) (0.799), and ChiMerge (0.778), respectively.

Kappa Table 3 presenis the Kappa resulis with different datasets and classifiers. The resulis
show that GraphM(C) and GraphS(C) mostly obtazin the top two highest Kappa valoe. Regard-
ing C4.5, KNN, and SVM classifiers, GraphS(C) and GraphM/(C) achieve the first and second
highest value, respectively. For NI classifier, the highest Kappa belongs 1o ChiMerge, while
GraphM(C) and GraphS(C) obtain the second highest Kappa value, In the average Kappa for
19 datasets and 4 classifiers, the proposed methods outperform and are highly difTerent from
the other discretization alporithms. The top three highest Kappa value belongs to GraphS(C)
(0L609), GraphM{C) (0.601), and ChiMerge (0.559), respectively.

The conclusion of these three classification performances is that GraphS(C) and
GraphM(C) clearly outperform the compared discretization algorithms in terms of ACC,
AUC, and Kappa.

4.4.2 Classification performances on 5un dataset

The classification performance results on the Sun dataset are presented in Table 4. In the
average ACC for all classifiers, Amevaoblains the highest ACC (68.75), while GraphS(C) and
CiraphM(C) obtain the second and third highest value, which are 67.36 and 66,67, respectively.
The top three discretizers that obain highest AUC are GraphS(C) (0.755), IEM (0.753), and
GraphM(C) (0.751), respectively. Finally, in the Kappa results, the top three highest Kappa
values belong o Ameva (0.499), GraphS(C) (0.497), and GraphM{C) (0.487), respectively.
The classification performance results reveal that GraphS(C) and GraphM(C) fall in the
Lop three highest performance. The empirical study with the Sun dataset indicates that the
proposed method can cope with a very high dimension of data.

4.4.2 Number of intervals

The average numbers of intervals per attribute of 19 datasets are shown in Fig, Ta, The results
revedl that EMID) generates the lowest number of miervals, which is close to 1. The second
average lowest number of intervals belongs to IEM (1.17). The third and fourth average lowest
numbers of intervals belong to GraphM{C) and GraphS(C). The proposed algorithms generate
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Fig. 7 The resull of a aversge number of intervals per attribule, b average number of removed altribales per
dalazel, and ¢ avernge execulion Gme per dulasel

a number of intervals close to 2, which are 2.01. The average number of intervals of EMD
and [EM is less than 2 intervals. [t means that some atiribuies have no cul-point selection,
especially for EMID). As such, a single-interval attribute may be fetched (o the process of
classification modeling. The discretizer should not produce a single interval many attributes.
The numbers of attributes have a single interval, and the numbers of removed attributes are
summarized in Fig. Th. The result shows that EMD generates the highest average number of
removed attributes, in fact, removing 13,239.37 attributes per datasel. The second and third
highest numbers of removed atiributes belong to IEM and ChiMerge, which are 1111984
and 4,454.16 atiributes per dataset, respectively, Unlike EMD, IEM, and ChiMerge that are an
implicil coupling ol supervised feature selection and discretization, the proposed algorithms
concentrate the latter, with the possibility to combine with many advanced feature selection
methods.

€\ Springer

263



Graph clustering-based discretization approach to microaray data

4.4.4 Running time

Figure Tc presents the average actual computational ime (in seconds) per datasel, required
for the discretization process. The proposed algorithms are implemented in Java, using the
library of WEKA data mining solftware [21] and KEEL seftware [2,3]. All experiments are
conducted on an Intel{R) Xeon(R) CPU®2.40 GHz and 4 GB RAM.

In the average manning time of 19 datasets, GraphM(C) and GraphS(C) show the first
and second lowesl running times, which are 6,55 and 9.51 seconds, respectively, The time
complexity per aitribute of GraphM is C(2n 2y, and Graph is (Nen %), where n is the number
of instances and ¢ is number of cut points of an attribute. The primary complexily tme is
. In this case of microarray data, which are small number of instances and high number of
atiributes, the algorithms run fast. Even though the proposed algorithms are a multivariale
method, the number of attribules does not efTfect an increase in running time. That is because
the proposed algorithms use the similarity between instances which store in the AF matrix.
The matrix is created once and shared for the discretization of other attributes, Itis inleresting
Lo notice that EMD reguires extremely long running times, around 60 hours per datasel. That

Table5 Fricdman ranking test

For ACC, with respeet to 19 Discretizer Ranking Phiolm
datazets and all classifiers GraphS(C) 43487 —
GraphM{C) 44211 (LRUR002
Chibdernge 40408 L542219
IEM 54145 0. 142801
CAIM 50276 L3355
wr-CATM 62105 (L2659
Ameva 63487 OO0 T208
FIFT G5 (OG0T
PEID 69408 LELECT
fela T.2434 LELELUH |
EMID T.7434 1]
I;H:l?c,l jirey rﬂqxt::?:“ Discretizer Ranking Prolm
datazels and all classifiers GraphS(C) 40520 .
GraphM{C) 44145 0ATEIS0
IEM 4_E355 0271501
ChiMerpe 5031 0189234
CAIM 62171 (LA 97
Pl 65502 LR LU
ur-C AT G65TD OO0
Ameva 6,744 EEE U E
PEID H.R06 (L2
fela T.20049 1]
EMID 75 1]
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Table 7 Fricdmam ranking iest
for Kappa, with respect o 19
dalazels and all classificrs

Table & The p valoe of Wilcoxon
lest pair between GraphM{C) and
O compared discrelization
algorithms, with respect o 19
dataser and all classifiers

Table @ The p value of Wilcoxon
lest pair between GraphS(C) and
G compared discrelization
algorithms, with respect o 19
dataset and all classifiers

Discretiner Ranking Plolm
CiraphS(C) 4052 -
GraphMiC) 42895 (LAGRAGE
Chibdenge 4.7632 (L35 1485
IEM 51711 011634
CAIM 59934 L001298
ur-C AT 63026 (LMW 52
Ameviy G.4474 MM S
FIy 65461 D027
PEITY TOTH i}

Fela T3487 0

LMD B [

The ohservation pairs ACC ALIC Kappa
GraphM{C) — Ameva (L0001 0 0
GraphM{C) — CAIM (0006 0 0000
GraphM{C) — ChiMcrge 05 00764 00817
CiraphM{CT) — EMID i 0 1]
GraphM{C) — FIFI» ¥ 0 0
GraphM{C) — [EM 00105 0.243%] 00135
GraphM{C) — PEID o 0 1]
CraphM(C) — or-CATM (.02 0,000 0
GiraphM{C) — feda o 0 V]

The observalion pairs AT ALC Kappa
Ciraph5(C) — Ameva i i 1]
GiraphS(C) — CAITM LLEVER | 1] 0
GiraphS(C) — ChiMerge 00351 LR | 00242
GraphS(C) — EMID 0 o 1]
Ciraph5(C) — FFIY i i 1]
GiraphS(C) — IEM DLO0ERE 0293 L0
GraphS(C) — PEID 0 o 1]
CiraphS5(C) — ur-CAIM i i 1]
GraphS(C) — Jeta i ¥ 0

is because EMD is an evoelutionary algorithm. Itis difficult to find the optimal fitness value

with an extremely number of genes encodings (more than ten thousand genes).

4.4.5 Statistical analysis

Ranking of discretization algorithms The average Friedman rankings of 11 discretization
algorithms of 19 datasels and classifiers with respect 1o 3 comparisons of ACC, AUC, and

€\ Springer

265



Graph clustering-based discretization approach to microaray data

Kappa are shown in Tables 5, 6, and 7, respectively. Because all the p values of these
comparisons based on Friedman test are 0,000, all the algorithms are not equivalent ranking,
and ppeim of Holm post hoe test can be computed as shown in the third column, This study
sels the significant level o O.01, and if ppjgm 15 equal or greater than 0,01, there is no evidence
of a significant difference of the pair. The results show that GraphS(C) and GraphM(C) are
equivalent ranking and obiain the best ranking for ACC, AUC, and Kappa. However, they
are not significantly dilferent 1o ChiMerge and IEM (including CAIM Tor ACC).

Pairwise comparison Based on Wilcoxon signed-rank test, the proposed methods are com-
pared to 9 well-known discretization algorithms. The pairwise tests For GraphMiC) and
GraphS(C) are shown in Tables 8 and 9. These tables show p value of the test for ACC, AUC,
and Kappa. Mostly, GraphM(C) and GraphS(C) are not significantly different from ChiMerge
and IEM. However, using the significance level of 0.05, GraphMI(C) is significantly betler
for 23/27 comparisons, excluding TEM for AUC and ChiMerge for ACC, AUC, and Kappa.
Furthermore, GraphS(C) s significantly better for all comparisons. This nonparametric lests
confirm that the proposed methods generally outperform those compared methods provided
the evaluation with ACC, AUC, and Kappa metrics.

5 Conclusion

This paper proposes two new discretization algorithms for the analysis of microarray data.
They extend graph clustering-based discretization of splitting method (GraphS) and merg-
ing method (GraphM). These extensions modify the similarity evaluation with the weight
ralio. Further, the measure considers three distant/similarity of Euclidean distance, cosine
similarity, and Pearson correlation. As the results, there are 6 difTerent proposed methods
based on 2 proposed discretization procedures and 3 similarity measures. Based on cosine
similarity, GraphM{C) and GraphS(C) show the highest classilication performance among
the aforementioned six. With this insight, GraphM(C) and GraphS(C) are used 1o evaluale
against 9 state-ol-the-art discretization algorithms, The results of classification perfommance
and statistical test over 19 real microarray datasets and 4 classifiers indicate that GraphM(C)
and Graph3(C) often outperform the compared discretizers regarding three metrics of ACC,
AUC, and Kappa. In addition, the proposed methods obtain the lower number of intervals
and require lower running times. Beyond these achievements, the prominent future work
includes an extensive study for the behavior of the discretization algorithms with the task of
dimension reduction and gene selection,

Acknowledgements The authors would like o thank KEEL software | 2,3] for distributing the source code of
discretization algorithms, and the authors of EMIDD [48] for EMID program, and the authoss of wr-CATM [15]
Tor distributing the ur-CAIM program.
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Abstract

Small and medium sized businesses have lacked of good and automate backup system. Data
storages are unreliable and tend W fail withoul any warning. Whereas, personal computers
are already equipped with terabytes of hard drives. This is enormous space for personal or
business use. Under normal working conditions, more than half of total storage space is
not being wsed, It is scattered in all connected devices, This paper proposes pooling unused
storage resources to create a personal private cloud. The process will be transparent to the
users by having a reliable drive with an auto backup built in, The proposed system solution
uses a replica-based model in which three sets of the same information would distribute
and keep in three different nodes. All the participated nodes are peer-to-peer (P2P) and are
deceniralized. Therefore, privaie clond system can support small or mediom businesses as
backup system or business sharing drives without adding any cost,

Keywords Personal Cloud - Private Cloud - P2P - Decentralize - Storage

1 Introduction

Unused resources, such as storage, memory, processing power, and bandwidth are scattered
within small and medium businesses. Today, personal computers are already equipped with
terabytes of hard drive storage spaces, which iz a huge space for small or medium busi-
nesses, The total space needed for operating system (O3), programs, and related work dos-
uments, should not surpass 1 TB. Combining all the unused spaces within the domain can
create a huge personal cloud system.
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Maost small and medium enterprises have one common problem, they fail to have decent
backup systems due to lack of budget or knowledge insufficiency. According to the surveys
conducted, in 2016, from 96 small businesses in the local area [1], 76% were worried about
data backup, more than 50% found that data backup software are oo complicated, nearly
60% of storage resources were not being used, and businesses owners were aware of this.
Lost data can lead to costly downtime, lower productivity, and a decrease in the company's
ability to compete in this digital era. Moreover, a recent study from a securily soflware
company showed that small business owners were missed about data backup when com-
pared with changing their password for security reason [2]. Data breaches referred to a situ-
ation where sensitive or confidential data was lost, stolen, or put at a risk |3, 4]. The recent
study by Ponemon Institute [5] found that the average cost of confidential data breaches
per record had increased nearly 23% from £145 in the year 2013 to $154 in the year 2015,
Small businesses lacked the budget for supporting public cloud, and the trends from 20016
for public cloud were declined due to the concern of privacy and price [6].

The objective of this paper is to utilize unused storage resources, which are scattered
within the domain ol small business arcas. Turning those free spaces (o create a personal
cloud and be able to support a good and automate backup system for small business areas.
This paper is an ongoing research of Workgroup Distribution File System (WDFS) |7, &)
which was introduced on the concept of pooling resources like storage. WDES creates mul-
tiple sets of data, which are generated from one single node or source and redistributed to
multiple nodes within a local domain.

2 Literature Review

Peer-to-peer (P2P) network and P2P algorithm, is commonly used for resource sharing like
files, video, music, etc. Due to large numbers of connected devices, the numbers could
expand to millions or billions of nodes; a P2P algorithm was introduce 1o share resources
among connected nodes. Most of the P2P algorithm adopts the use of Distributed Hash
Table (DTH) (9], making it faster to routes from source node to destination node for
retrieving, updating, or adding resources such as files and etc. The keys concept of P2P
is decentralize system, in which all nodes are freely to communicate. All nodes are self-
administrator (no administrator, or source to control nodes), Minimum infrasiructure—no
complex infrastructure required. Nodes need to be connected and registered in order to
become part of a P2P network. Fault-tolerance and redundancy is the key advantages for
P2P. No single point of failure; when some nodes are unavailable or inactive, resources still
could be retrieving from neighbour’s node due to multiple and redundancy of resources.
This mean to share resources that could be direct access from source node to destination
node and share across entire network, Algorithm related to P2P like Chord [9], Pastry
[10], Gnutella [11], Napsters [12] were common algorithms and were applied in many P2P
application e.g. Bittorrent [13], Spotity, Napster, Utorrent, Tor, and ete. This paper focused
on using some basic key concepts of P2P specifically decentralize of nodes and data rep-
licas for fault-tolerance. Unlike using Chord or Pastry algorithm, this paper, nodes are
selected base on reliability of nodes (not by fastest route as in most P2P algorithm). The
scope or range of network is within local network (Workgroup). For communication, query
will broadcast to all related nodes within domain instead of using a complex algorithm like
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chord, as not a large number in term of nodes or peers for small and medium enterprise
businesses network.

Backing up sensitive or confidential data is a crucial step for small and medium busi-
nesses, Data loss may occur from failure of hardware, software, or malware, which could
lead to enormous spending for recovery of information. Small business areas tend to have
this problem due to inadequate investment for a good backup system or backup systems
i% oo complicated for implementation. While looking at today’s trends in the technology
of backing up information, external storage devices, such as a USB stick or USB external
hard drive, is the easiest way to use. The critical problem with these types of devices is the
tedious work of copying, and pasting, and repeating the steps several times and every day
of working period. Small businesses often tend to bypass this process, which in turn leads
to crisis. NAS (Network-Attached Storage) [14] could prove to be useful, but it is again too
complicated for small businesses o learn or make extra budgels needed to hire an imple-
menter or administrator for maintaining the system. NAS could also be a large investment
for small businesses. Another solution is using cloud backup systems, such as Dropbox. An
online backup [15] is consider easy and more transparent o a lot of users. Many companics
offered a free trial with a little space for personal use. Storing information is convenient
but vulnerable as well [16]. Businesses need to pay extra cost for more spaces that also
come with more expense for the company. Another concern for small business’s owner is
the privacy. According to the nature of competency in businesses area, preserving informa-
tion and steps in protecting privacy of information are the crucial steps. The possibility of
a clowd service provider is ceasing (o exist. In the past, the Megaload website has just guit
and ceased giving information. Another trend is Storage Area Network (SAN), which uses
a high bandwidth network, such as fiber optics, which are connected with multiple sources
and multiple storages. It otilizes redundancies in both hard drives and power supplies.
Their price ranges from $100,000 to a million dollars. The SAN require real specialists
to install as well as maintain the system and tend to involve a substantial investment. The
SAN did not fit well in a small business area because large investments and the knowledge
required for maintaining the system.

There are two factors concerning P2P backup (1) the speed of transferring information
and security, and (2) the privacy of information. A good algonithm or method can help
speed up the transfer from one node to the other. Compression can help reduce data trans-
fer time and is accomplished by looking for repeated patterns or predictability, or common
areas of information. Compression can be dividing into two categories: Lossless and Lossy
compression [17] Lossy compression is mostly used in multimedia sectors, such as digi-
tal photo, digital audio or digital video. This type of compression reduces the size of the
original files and discards [ 18] unnecessary data while maintaining nearly the same quality
of that digital photo or video. At the present time, in the digital world, streaming digital
video over the internet and lossy compression has become more and more in demand as it
reduces the time to transfer from one end o the other. The problem with lossy compression
is that when it decompresses or recovers backup files, the recovered files are nearly original
but not the same as the original. When compared to Lossy compression, the Lossless [19]
compression helps in reducing the original file or information, but al the same time, these
files or information can be recovered to their original state without losing any information.
The drawback of using lossless compression is its decompressing factor, [t takes a longer
time to compress as well as o decompress information back o their original. Examples for
this are LZW, DEFLATE. BZIP2, LZMA, and L0 and ete.

There are two types of encryption available: Asymmeiric encryption [20], where two
keys are used, one for encryption (Public Key) and one for decryption (Private Key).
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Asymmetric encryption is widely used in protecting the communication of information
from one end to the other end. The process starts by using the Public key to encrypt the
information before sending out. The information is then decrypted using the Private key
when reached the other end. This process is secure and fit for applications that need to
transfer information back and forth privately. On the other hand, the symmetric encryp-
tion [21] or a secret key is mostly used for encrypting files. Files will be encrypted and
decrypted by using a single key, The owner or person who has the key will be able o
decrypt the files. There are many encryption algorithms in symmetric encryptions, such
as Advanced Encryption Standard (AES) [22] encryption to protect data that is transfer
onto other machines. AES was introducing in January 1997, and The National Institute of
Standards and Technology's (NIST) chose encryption algorithm proposed by Rijndael to
be used in AES [23].

3 Methodology

The ohjective of this paper is to utilize unused storage resources. Resources are scattered
within the connected devices or nodes. Figure 1 demonstrates the overview of the proposed
method. Participant node represents nodes that support sharing storage spaces and form a
personal private cloud P2P. Source node represents a type of node that uses space from this
privaie cloud. By using P2P in the process, nodes can communicate with each other with-
out any servers. No additional hardware or setup is required.

Conceptual main process for creating personal cloud P2P was shown in Fig. 2. In the
creation of private cloud P2P, three main processes are required. The first main process
consists of registering nodes into the system, enabling that node to participate in the pro-
cess. When the system detects changes made on cloud drive for examples including, adding
new files, deleting files etc, It then updates the changes. Updating process is in the second
level process. Second level process contributes more in selecting nodes and distributing

Participant R ) v

Node Source Node

Personal
Cloud

Fig. 1 Creating personal cloud P2P by using unused siorage spaces from pariicipating nodes
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PERSCONAL CLOUD (P2P)
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| ADD HEW [— —#| PARTIAL REBTORE
—| DELETE l=—
TURM OH AGENT BERVICE
PARTICIPANT NODE

[ Fi 3
FRIATE CLOUD:

files to the selected nodes. The third process focuses on restoring files back to the original
node, The process of restoring can either be partial or full restoration,

Fig. 2 Concepiual muin process for creating personal cloud P2P

3.1 Node Definitlons

Nodes are devices that play a role in P2P automate backup system, Devices participating as
node require initial setup e.g. node’s name, password setting, participating drive, and etc.
Node can be any of these two types.

3.1.1 Source Node

Source nodes are nodes that use free spaces from other nodes to store information,

3.1.2 Participant Node

Participant nodes are nodes that share its own [ree spaces with other nodes.

3.2 Registering Node

From Fig. 3, a registering node 15 a process of signing in a node when used only for the first
time. All the nodes have one Global Unigue Identifier (GUT) which identifies each node.
GUI value is created from the node’s name and node’s password of the device. The node
needs o pick types of node’s role o take part, such as source nodes or participant nodes,
The password is also used by a source node in protecting data privacy. Source nodes use
passwords to encrypt data before distributing it to the other nodes. After the registering
process is done, an agent or service will turn on and start collecting related attributes of
that node. The node will now be ready for the second process. In the second process, the
source node is now ready to update changes in its cloud drive. Af the same time, the par-
ticipant node is ready to be shared for storage spaces.
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Fig. 3 Process in registering
nexde Registering Mode
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3.2 Updating Process

When data changes are detected on the source’s node, a query will be sent to all active
nodes. All participant nodes need to be prepared for a self-reliability checkup and reply.
This value will be used by source node for decision-making. In every node, an agent acts as
a service as it collects, calculates, and replies. Types of collected attributes such as device
on time, free storage spaces, bandwidth play a major role. With the help of weighted mean
calculation, more weight could be added on to certain focus attributes. The focus attributes
are device status (on/off) and bandwidth, The more nodes are in active state (on) the better
reliability they have. Weight value denoted by W.

3.3.1 Active (A)

Active is the percentage on/off time of nodes or devices. Active is more concerned with
the average on period of the node. Finding the value of Active (A) consisis of two paris as
followed:

Find the average on time of node on a certain day.

At is the average on time of the day at that specific time in percentage

F is the frequency in seconds that the agent will need to run

T1 s the total count in a day to achieve 100 percent

&6400

T = 5 where 86400 ix xeconds in a day
T is the total number of count at that specific time
100y
A= (T ) xTe )

Recalculate using past history average on time.
In terms of reliability, the above Eqg. (1) value does not answer the guestion. The above
node achieved T0% on state on this particular day and one can assume it represents the
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most reliable node, However, that same node was off for 2 weeks, which made it the most
unreliable node. That’s the reason why past onfoff history of the node must be required and
the value from Eqg. (1) needs to be recalculated by adding the past-history value.

At is the average on time of the node in percentage from By (1).

Ag is the history average on time of that node

W1 is the weight of attribute A

D is the days different from history average on tme (Ag) last date o current average on
time {Ar). If node is off for longer than a day, the average history of node will be reducing
by half per day.

Ag

ifD =2, Ag=(T), D={2D3,...,00

A:(@)xm Or

()57 +p

2

(2)

A=

= W1

3.3.2 Processor Power (P)

Processing power of node, denoted by P,
I is the average free processing power remain of the node
Pt is the free processing power remain of the day at that specific time
Py is the history average processing power remain of the node
W2 is the weight of attribute P

P:(H;PE)XWE (3

3.3.3 Memory (M)

Memory availability of a node, denoted by M.
M is the average free memory available of the node
Mt is the average free memory available of the day at that specific time
Mg is the history average free available memory of the node
Wi is the weight of attribute M

M:(—Mtzmg) x W3 )

3.3.4 Bandwidth (B)
Bandwidth availability of a node, denoted by B.

B is the average available bandwidth of the node
Bt is the average available bandwidth of the day at that specific time
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Bg is the history average available bandwidth of the node
W is the weight of attribute B

B:(Btzﬁg)xwat (3

3.3.5 Score (5¢)

Represent the value calculated from the above attributes Egs. (2)-(5). Different weighted
means were added o different attributes. The more weight means the more focus on that
specific attribute. In this eguation, Active and Bandwidth are the key attributes that were

focused. Score indicates the average score of a particular node af a given time, denoted by
Sc, and 1t 15 derived from

D+O+W+O)
‘.=le

A+P+M+DB

—— T

Yo, wi (6

((%)W'H(@)WE; ((S5)ws) « ((B5=)w4)

¥ wi=9, in which we focus more on-time of node as well as bandwidih.

Wi=4, W2=1; Wi=1; Wy=3.

From Eg. (6), weighted means value applied focusing more on certain attributes like
active (on/oll) and bandwidth, If more devices with a good bandwidth, the more they will
likely be selected. There is the need to be taken into consideration that if too much data is
transferred to the same node, this could lead to a crisis whereby devices or nodes fail. From
Fig. 4, testing weighted value o on-time attribules in detecting node distribution and find-
ing the most suitable weight for on-time attribute. If more weight is added to on-time, the
less node distribution occurs, the same node will be selected repeatedly. If weight is more
than 4, nodes distribution becomes less effective.

Sc=

Node Selection Distribution Based On Weighted Mean Value
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Fig. 4 Node distribution based on weighted mean value

€\ Springer

278



Personal Cloud P2P

Node Selection Distribution Based On Fix Bandwidth
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Fig. 5 Node selection distribution hased on fix bandwidih =2

From Fig. 5, weighted mean value of 2 is added to bandwidth resulting in the best
weight value for on-time attribute. From previous experiment as shown in Fig. 4, weight
valug for on time should not exceed 4. The best distribute value weight can be 3 or 4 and 3
is being selected and use in the Eg. (6) where W =3({On-time) and Wa =2 (Bandwidth).

3.3.6 Storage (5)

St and Ss are attributes related to storage. 5¢ is the remaining free spaces in percentage, and
&g are the real size in bytes of remaining free space of a node, These two attributes are col-
lected and sent along with the other attributes for node selection process.

3.4 Selection of Node for Distribution-|

When source node is ready to distribute files o other nodes, it will broadeast reguest query
selection command. A source node waits for a certain period of time to get all the feedback
from all the active participant nodes. [t then creates a table for decision-making based on
the information replied. The table will be sorted based on the score (8¢ value received
from nodes.

Sc is the score value of the participant node

St is the remaining (Tee spaces in percentage

Table 1 Soried wble based

on lhc roow recieved fom :::::; IP Address %;:Lm“m Score (52) 5% Sz (KB)

participant nodes (Re)
Sak 192 1680078 7 68 14 23,773
Ravi 192 168012 5 a7 ] 8192
JefT 192, 168.0.99 7 35 6l 4,100,005
Upra 192 168045 4 53 25 1,205,316
Thida 192 168013 4 5l 40 831
Phot 192 1680010 8 42 39 422,202
John 192 1680015 4 32 B0 325736
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S is the real size in bytes of remaining free space of a node in Kilobyte (Kb)

As shown in Table 1. Attribute value collected from all the participant are being sorted
hase on score (5¢) value, which recorded name Sak to be the first candidate node tor dis-
tributing data. In term of data reliability, all participant nodes need to undergo selection of
node for distribution-I1

3.5 Selection of Nede for Distribution-II

In this process, participant nodes that provide minimum remaining space than reguired will
be removed. Data transferred o the same winner node will occur in case of oo much.
Therefore, the result in a catastrophe if those nodes fail or become inactive. For reliability,
systems need to undergo processes that ensure data will be equally distributed to all nodes,
A system should not rely on one parlicular node. In this process, past-history ol files trans-
ferred to a given node value is used to avoid distributing more data to a given node. Other
attributes such as score from Eq. (6) as well as new attributes were used in the process,

3.5.1 Score (5¢)

Value receives from previous calculation Eg. (6). The greater score (S¢) means the better
security of information. As more weight is added to the on-siate (Active attribuie).

3.5.2 Percentage of files transferred to those nodes base on past history (Fp)

The more files are transferred to the same node, the higher the risk. Files should be
equally distributed to as many nodes as possible. A percentage of files transferred to a
given node can be calculated by

Fp:(%)xl—"n,

Ifp = 100 —-Fp  (the more Fp mean the less Ifp)

(n

Less Ifp makes node likely not o be choose,

Where:

Fitis the total file size transferred out

Fris the tolal file size transferred o a given participant node

Fp is total file transferred to a given participant node in percentage
Ifpp is invert of percentage file transfer (Fp)

3.5.3 Remaining free space (St)
A higher percentage means there is more free space available o hold new distributed files.

3.5.4 Response mean time of Node (Rn)

Rn:(%)xﬂl (®)

Where:
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Rfis the fastest response time
K is the response time from the reliability query of the participant node
A faster response time can ensure that the node is closer or has a good bandwidth.

3.5.5 Final Score (Fs)

This represents the value calculated from the above attributed Eqs. (6), (7), (8) and St
value. Different weighted means were added to different atiributes. The more the weight,
the more focus there will be on that specific attribute. In this equation, Score (8) and
Response mean-time (Rn) are the key aftributes that were focused on, Final Score indicates
the average score of a particular node at a given time, denoted by Fs. All the nodes will be
sorted based on their final score.

All the nodes will be sort base on their final score, denoted by Fs.

_(Sex W) + (Ifp x W2) + (5t x W3) + (Rn x W4) or

F‘ 2 "
Zl’:l wi
pe — SeX WD + (fpx W2) + (Stx W3) + (Rn x W)
. T wi ©)
(Sex W1+ ((100 - (42 )Fn) ) x W2) + (St W3) + (Rn x W4)
Ly wi

where Zwi=Total weighted mean, which is 9. Wi=2, W2=3, W3i=1, Wa=1 Weighted
mean use the same pattern as Eqg. ().

As shown in Table 2. After node selection for distribution-T1, using Fs value to resort
the entire participant node. Table name John is to be the first candidate node for distribut-
ing data. In case of using 3 replica or 3 sets of data, the next lower value of Fx after John
will be selected accordingly.

Table 2 Sored nede based from Final Score (Fx)

Fs Mode Name 1P Addidress Response Time  Score (5c) b4 Sx (KB)
(R}

63 John 192, 168013 4 32 i) 325,736
56 Ravi 192.168.0.12 ] &7 T 81492
54 Jelr 192, 168.0.99 7 55 a7 4,100,005
45 Thida 192 168.0.13 ) 51 40 851
41 Pl 192 168.0.10 B 42 L 422 202
35 Upra 192 168.0.45 4 53 25 1,205,516
25 Sak 192 168.0.78 7 68 18 23,773
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3.6 Data Rellability
3.6.1 History of Distributed Data to a Given Node

In this paper, the replica-based model is used to ensure data reliability. The initial number
of replica per sel is three. The same information will be distributed to three different nodes.
If there is more available space than required, a number of replica sets can be increased
to acquire more data reliability. The number can be increased by n4 1 where n represents
the current number of replica set. Another scenario is when nodes tend to be in an off state
miore than in on state, which makes data less reliable. It is good practice to increase more
replica sets, The following headings help ensure data reliability and stability.

3.6.2 Replication for Data Reliability

This model wsed data replication-based and three replicas to be the basic number for
data reliability. The number can be more or less based on the total free space collected
from all the nodes, as well as the self-reliability checkup of all the Participant nodes.

3.6.3 Self-Reliability Checkup

If more devices are in an off stale or unreliable, it is recommended that the replica be
increased from n to n+ 1 where n is the current number of replica set. If the average Partic-
ipant node current score is below the minimum requirement or below the recorded history
miean score, Therefore, there is a need to add more replica to the current sel.

Current average participant-node reliability (Cg)

[

Cg= -~ Z{S.rm (10)
where Smi is the current mean score value of that particular participant node from 1 o n node.
3.6.4 History Average Participant-Node Reliability (Hg)

Hyg is the most eflicient average Participant-Node reliability valve, If the current average
Participant-Node Reliability (Cg) Eg. (10) iz more than Hg value, value of Hg will be
replaced with this new current average value (Cg). If the current average Participant-Node
Reliability (Cg) is lower than the value Hg by at least 50% then consider adding more rep-
lica for data reliability. If Cg < Hg by 304, then consider adding replica.

3.6.5 Disk Space Consideration

The more the number of free spaces available on client machine, the more sets of replica

can be added. More replicas make data more reliable.
T is the total number of disc spaces

Tr= Y Si (1
=1
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where St is the total free space of each node from 1 to n node
8s is the total required spaces for distribution

5S¢ = SpxRp
Where Sp is the total space required and Rp is the number of replicas (default=23 set) It
Tz 8s, then the number of replicas can be added, making the data more reliable. The more
number of replicas means better reliability of data, but this too also traded in with more

load, network bandwidth, processors power, memory, etc. In this research, three replicas
are used and

Ts

il Ts = S and S

= Rp (Rp default = 3) (12)
The replicas can then be add up by one, so thal two portions of the remaining can still
be used for more data backup.

3.7 Recovering Process

In Fig. 6, source node can recover files in two ways. Partially lost or fully recovered. In
partially lost files, the source node requests updates from all the participant nodes and
compares it with its own recorded file system. Any difference in the file system will be
inform and allow to select before the process for partial recovery of the selected files.
Full recovery is the design in case of completely lost files or device lailure. The
owner of the source node need to setup and use the same previous password. WDFS
will request a list of files available in all the participant nodes of that particular user and

Source Mode PARTIAL Source Node FUILL
RESTORE RESTORE
Mode WDFS QUERY Mode WDOFS GQUERY

UPDATE FULL RESTORE

Node WOFS Quary

Response with checker Checker File is use to sand
fhe it to ownar befora full restore
Sourca Mode Build and is confirm as owner nead 1o
cowmpare File Sysiem be able to read the text inside
and confirm for full restora

Mode WOFS Quary
Selection Response

Sourca Mode Build and
compare File System

Node Seleclion Reslore Node Selection Restore

VIV 1v]y]
\HLELELE

Process(Il Select) Procaess
Request Restore Request Restore -+
Broadcast Broadcast

N N
OO O O0OO0

E NODE NODE
RESTORE FILE q RESTORE FILE

Fig. 6 Partial restore amd full restore
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build a new file system. When in full restore mode, the participant node will send the
checker file for the source node to decrypt and test if they could read the file or not. If
the source node understands the file, then they can confirm a full restore. However, in
case of unable to read the file becanse of incorrect password, The restoration process
will not be able to start, as the files are encrypted using AES 128 bits.

3.8 Confirm Up-to-Date Function

From Fig. 7, confirm up-to-date function is wsed by all nodes to update and synchro-
nize with source nodes. Participant nodes use the reply information to compare with its
File Allocation Table (FAT). It then updates the difference in order to be synchronizing
with the source node. When source node sends the command, it expects all participant
nodes to reactivate the same command back to the source. The source then replies to
each individual participant node. Therefore, they can update themselves. In the case of a
file being deleted on a source node, it is important to note that the same file can still be
located on participant node. Source nodes can then make a partial recovery of that file
or send this updated command to delete and prepare the participant node to update with
the source node.

3.9 Compressing Information

In this paper, the file needs to be compressed before distributing over the networks to
selected nodes or devices. The key advantages of compressing are reducing the spaces
required and increasing the transfer time. In this paper, the Zip compression is used,
which is a lossless compression. Files are compressed and encrypted to protect the pri-
vacy of information before distributing. Files or data recovered from the participant
node need to be de-compressed and reverted to their original state. Zip will be used to
compress and decompress the files, The Zip file permits many types of compression
algorithm and it is the most common compression algorithm.

ALL FARTICIFANT NODE

IF CLIENT NODE

- MEED TO CHECK
e OR PERFORM
= UPDATE
=
SOURCE NODE
OR PRIVATE
CLOUD P2P

Mode perform an
update and
synchronize
With server

Fig. 7 Update command, delete old files and make the participant node up o date with the source node
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3.10 Privacy of Information

For privacy, the file needs to go through an encryption process before distributing. In this
paper, the focos is on using the symmetric encryplion. The secret key is the password,
which was setup earlier before using WDFS. AES 128 bits is chosen since it is more
secure when compared to DES and 3DES, and produces faster results and consumes less
processing power. The AES can choose by using 128, 192 and 256 bits, The more bil
means better security, but it also consumes more memory and processing power. For fur-
ther security, in the future, Hash codes such as MD3 function can also be added to the hash
security key before using AES, Files after encryption are then distributed (o the selected
nodes or devices.

4 Experiment

From Fig. &, two simulations were setup based on the fixed attributes and variable
altributes. Fixed attributes were assigned the best attribute’s value, such as the response
time < 4 ms or available bandwidth up to 90%. The concept of this simulation is to perceive
how each node will be selected when their respected attributes are the same as other nodes.
In the second simulation, random value is given to each attribute based on real scenario.
According to the research, there should be a diverse selection of nodes. Some nodes will
acquire an outstanding selection due to the higher attributes value,

Figure 9a) show total size of data distributed © nodes. With fix attributes (blue
color line), nodes are nearly equally distributed. Whereas variable attributes (red color
line), higher attributes value receives more chance than nodes with lower attributes. Fig-
ure 9{b} showed total number of nodes being selected. The same pattern was found (see
on left-hand side graph). Nodes with fix attributes (blue color line), were equally selected.
Whereas nodes with variable attributes (red color line), higher value attributes nodes are
being selected more than nodes with lower attributes value, When the attributes changes
in a real environment (such as the processing power, the bandwidth, active time), node

|
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Fig. 9 Fix attributes versus variable attributes node

selection will also changes. Since the focus is more on reliability of information on the par-
ticipant nodes, not on the fastest route. Nodes attributes will be using as well as some other
formulated calculation will apply (o make data reliability as well as availability.

Another experiment setup for the P2P distributed backup. Two machines with a Core
i3 CPU which has 4 Core, 8 GB of memory, installed with MS Windows, MySQL data-
base, simulation for P2P backup program and Virtual Box (Virtual Machine). Four virtual
machines were setup on each computer and assigned 1 CPU core, 1GB of RAM and 20
GB hard drive. The Simulation program installed as an agent onto each Virtual Machine as
shown in Fig. 10,

When new files were added, changed, or deleted on the source node, simulation pro-
gram communicates for the best node selection. Distributing files onto the best node cli-
enl’s machine is based on available spaces, bandwidth, and reliability,. MySOQL database
keeps track of the distributed file on other machines or acts as the File Allocation Table
{FAT) as shown in Fig. 11.
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Fig. 10 Simulation program for P2P distribation
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In the third experiment, files, ttal size of 25,3 GB, were distributed back and forth
between nodes to get the average transfer speed. There were two types of network speed,
100 Mb and 1000 Mb. From Fig. 12, it can be deduced that the network speed 1000 Mb
could perform better than the 100 Mb, around 5-8 times faster depending on the network
traffic. The tranfer speed did not have much effect if the file size is lower than 100 MB. It
it is more than 100 MB, much difference in transfer fime can be noticed between these two
networks.

From Fig. 13, Absolute Time is the real network speed in the laboratory without any
noise or interference object that could reduce down the speed. The example above is tested
with 100 Mb/Sec of Ethernet port and found to have a deviation of maximum value around
11% from the absolute value when the files are getting bigger in size from 1 MB to 6 GB,
which makes information arrive slower than expected. In the real world, this is normal as
due to the network traflic and the busyness of participate devices, such as the available pro-
cessor slot. In our case, time does not have much effect as doing batch distribution. Work is
done or files are heing distributed, transparently, one after the other. Only during the final
stage, users will be updated about current folder changes,
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TRANSFER TIME WHEN COMPARE TO ABSOLUTE VALUE
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From Fig. 14, after running through many types of content on the user’s machine, it
could concluded that the average over all compression is around 30-80%, depending on the
types of content that are on the user's machine. In this experiment, we did all four types of
content and we could compress and reduce the size to around 43.96%. The original total in
bytes was 3580.42 MB and it did compress down to 200622 MB. The bigger the file size,
the longer the time it will take for processing. If the ratio of compression is low, it indicates
less time for recovering. When compression is high, decompression takes longer. In these
experiments, a system needs o process encryplion after compression. I the ratio of com-
pression is low, it means more time is required for encryption. This is doe to the fact that
more data needs to be processed in encryption. If the ratio of compression is high, it will
require less lime for encryplion, as there is less data to process, Documents that are usually
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used in business such as word, excel, wav, pdf, etc. are easily decompressed and can save
up to 80% of space when compared to digital photo or video, which are already lossy com-
press in format, such as IPEG.

5 Conclusion

Resources tend to expand in capacity year by year due to the advancement in technology.
This paper proposes P2P distribution file systems for small business offices. This can prove
to be a useful way to pool and utilize left over storage resources. The proposed system helps
small businesses in term of solving problem regarding data reliability. This ensures that
important information will always be backed up and secured. In terms of cost and budget,
the proposed system poses no extra charge as it utilizes the left over resources within the
network. This paper shows an example of pooling unused storage to create personal cloud.
This is then used as an automated backup system without any extra cost. P2P distributed
file system uses a batch file-processing running in background mode. It completes tasks
one by one and is not bound by time. P2P distribution file systems within the domain pose
a significant role in the future due to faster network speed at lower cost. Another advantage
of the proposed model is a speedy the recovery process such as selection of the best node
and best protocol o apply.
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Abstract— Internet Control Message Protocol (ICMP) is
very useful when diagnostic network problem. ICMP is being
used and turns on antomatically by an Operating System. For
security reason, this protocol can be at ease turn off temporary
or permanently by security administrators such as an event of
preventing, delaying attackers from incorrectly identifying
devices. The ICMP disabling leads to a fundamental problem in
the previous model- identifying Dynamic Host Configuration
Protocol (DHCP) malicious request by implementing ICMP. To
overcome this specific problem, the proposed model will be
implementing Address Resolution Protocol (ARP) in
conjunction with ICMP for identifving malicious IP address
request through DHCP.

Keywords—DHCP Starvation Attack, DHCP, ICMP, ARP,
Netwark Security

I INTRODUCTION

The Internet Protocol (IP) address is used by every devices
that communicates over a TCP/IP network as its logical
address. Without an IP address the network device will not be
able to communicate with others Normally, there are two
common ways te configure the IP address on each device.
Firstly, a wser could either configure the IP address of their
device manually. Another way iz to have each device acquire
its IP address dynamically through dynamic methods DHCP
iz a protocol used for providing IP address and configuration
parameters such as network address, subnet magk, and defanlt
router to networl: devices dynamically. Without the use of
DHCP in the network for providing the following network
parameters, the situation can become time consuming and
inconvenient for completing a task It is imperative that the
network user must configure the TP address and network
parameters to their device manually [1]. Moreover, incorrect
configuration will deny the device from accessing to the
network and services That is the reason why DHCP server is
one of the most important network infrastructures [2].

During the development of DHCP. security was not
congider as critical issue as it i3 in the present time Lack of
security concerns during protocol development has resulted in
suffering from network threats DHCP starvation attack is one
of the methods used by attackers to exhanst all available IP
address in the server pool To establish DHCP starvation
attack, attackers basically send a large amount of
DHCPDISCOVER messages uging a fake unigue physical
network identity, MAC Address, to target network. Each of
these messages must respond by all existing DHCP zerver in
that network as defined in RFC3121 [3]. Therefore, attackers
could deny the IP address allocation to the legitimate users by
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exhausting all the available IP addreszes. DHCP starvation
attack iz considerad as a Denial of Service (Do) attack [4].

ICMP iz very handy when diagnostic network problem.
Ping is one of well- known ICMP implemented application.
ICMP iz beinz used and turns on avtomatically by an
Operating System To mitigating the DHCP Starvation attaclk,
ICMP has been introduced as a method to successfully
identifyr and recover the IP addresses that hold by the attackers
[3-7]. The checker bazed on thiz method simply sends ICMP
Echo request message with the target IP address as destination
and makes decision that correspond with the response
behavior. However, [ICMP could be block by the host firewall
due to zecurity concern Security administrators believe in not
replying to ICMP like Echo reply message will definitely
prevent or delay attackers from attacking the devices.
Aftackers will have no idea that devices are still alive and
active. Moreover, ICMP Echo request message can also be
used by the attackers to attack network [8], as a result, the
ICMP was mostly not allowed when configured the firewall
[9]. In case of the firewall configured to block ICMP on the
client devices, the mitigation technique based on ICMP is
unable to identify DHCP malicious request correctly. This
could cauge the problem in detecting for legitimate users [10].

This study is about to propose DHCP malicious request
detection that overcome the limitation of the method proposed
by Yaibuates and Chaisricharoen [3]. Instead of using only
one step for malicious identification, this paper proposad two
steps malicious identification The first step is by using ICMP
to identify the type of request In case of no ICMP Echo reply
meszage sent from the target host, ARP could be vsed a3
additional step to identify the malicious request by sending
ARP request message to the target IP address. As define in
RFC 3227 on IPv4 address conflict detection, the host’s own
IP address same as target [P address of ARP request message
must respond with an ARP reply message [11]. The
identification will have made based on the response behavior.

II. BACKGROUND THEORY AND RELATED WORKS

A Overview af ICMP

ICMP has been designed for working with IP in order to
report errors messages which occurred during packet
transmission to the original host There are many types of
ICMP. Ping is one of the outstanding of ICMP implemented
application The packet size of ICMP Echo service header is 8
bytes. The Type field iz used to differentiate between Echo
request and reply message, 8 represents Echorequest message
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while 0 iz Echo reply messzage Fig. 1 illustrates ICMP
operation.

Fig 1. ICMP operation

B. ICMP based Malicious Attack Identification Method for
DHCF
Yaibuates and Chaisricharoen [3] proposed a method for
mitigating DHCP starvation attack by identifying malicious
request [CMP Echo service was used as an mechanism to
identify the [P address which had taken by attackers Fig. 2
demonstrates the identification process.

DCP BTl PROiBmE NTRD Wi
M Basnd
CHaCE MECILY ARICH IDERFIEIDR
® saarsy: VR0 "

Lagitimats host B

IP adaress: 19296812
B request o 197 1641

Fig 2. The DHCP maliciouns request identification based an ICMP[3]

All of the issued IP address will be collected by the DHCP
server. In identification process, ICMP Echo message will be
sentto all collected IP addresses. As an assumption that ICMP
Echo service has been implemented in every internet devices.

Consequently, the legitimate host should be able to respond
back with ICMP Echo reply mesgage while the IP address that
had taken by an attacker will never be respond.

The advantages of the identification based on ICMP over
the work based on cryptography is compatible with all existing
DHCP client without any modification However, the
following method cannot identify the legitimate user with
firewall configured to block ICMP messaze. As shown in Fig,
3, firewall on the client’s side block ICMP, thus the ICMP
Echo reply message will not be zent by this client As a result,
the identification result for the IP address hold by this
legitimate client will be considered as malicious.
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Fiz. 5. The problems of the request idemtification based on ICMP wath
client behide the firewall

C. Overview of ARP
ARP was defined by RFC 826 in November 1932 by
David C. Plummer [12]. It is an Internet Standard STD 37 Itis

a communication protocol used for mapping from IP
addresses to Ethernet addresses (MAC address). This mapping
plays a very important role in the Internet protocol suite.

Knowing only destination IP address iz not encugh for
communicating with the other host in local area network, the
sender device must know the MAC address of the destination.
ARP protocolhas been designed for helping sender device use
its known receiver [P address to obtain the corresponding
MAC address There are two types of ARP messages: ARP
request and ARP reply meszsage.

D. ARP Operation

To zend IP packet to the other host, the local ARP cache
table (the mapping table of IP address and MAC address) on
the sender host should be query using target [P address If the
mapping of target IP address appears, the corresponding target
MAC address will write to the data packets and send directly
to the destination Otherwise, the ARP request and ARP reply
meszage will be used for handle this mapping task

Supposze a network consisting of two hosts:host A and host
B_An ARP operation when host A sends an [P packet to host
B in the first time iz shown as the following steps:

A
P address: 192 168
MAL accress: AR AR AL AR

Fiz. 4. A scenanio of using ARF for mapping [P address with MAC address

1. Host A gqueries A's local ARP cache table for the
MAC address of B using B’s IP address. Since in Fig.
4 there iz no mapping of IP address and MAC address
for B, ARP operation will be used for handle this
mapping taslk
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ARP request

<

IP accrass. 58.1.3
MAC address; BE-BE-00-00:BBBE

Fig 5. The process ofusmg ARP to acquire MAC address

2. Fig ¥ illustrates an initial of ARP request on host A
An ARP request message was send by A using A's
MAC address as an Ethernet frame source address and
breadeast MAC address (FF:FF.FF:FF:FFFF)as an
destination address. The purpose of this ARP message
iz to ask the host's own IP address as same as target
IP address for its MAC address The following
meszage iz composed of sender IP address, sender
MAC address, target I[P address, and target MAC
address (all zeroz).

ARP feguest

2.168.1.3
2:00.0B:BEEE

MALC
Fig 6. The process of updating local ARP tzble on raceiver host

3. The receiver who owns IP address as same as target
IP address located in ARP request message, host B,
will update its local ARP cache table using A's IP
address and MAC address.

ARP ieply

5 56,50 58 59
Fig 7. The proces: of sending mappmgz of IP address and MAC address

4. An ARP reply meszage is zent back to the requester,
host A wsing A’s MAC address as Ethemnet
destination addrezs The packet is composed of sender
IP addrezz, sender MAC address, target IP address,
and target MAC address.

ARP reply

1 <

A ]
1P wddess: 102180 1,3
MAC adovwss BE DR AR ARAR BR

MAC s A RA AR AA BA AR

Fig & The process of updatmz local ARP table on sender host
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3. The host's own MAC address az zame az Ethernet
destination address of the ARP reply message (host
A} will vpdate its local ARP cache table with the
received information Finally, host A can zend IP
packet to the target (Host B) located in local area
network using Ethernet address.

III. PROPOSED METHOD

This work iz based on the method proposed by Yaibuates
and Chaisricharoen [3]. They proposed one step for malicious
identification by using ICMP Echo service to identify the type
of request In caze of no ICMP Echo reply message for the
target host This work added more one step in malicious
identification. To clearly clarify the added step, ARP will be
used to identify the malicious request by zending ARP request
meszage to the target IP address As define in RFC 5227 on
IPvd addreszz conflict detection, the host’s own IF address
same as target IP address of AR request must respond with
an ARP reply. The identification will be made according to the
response behavior Fig 9 illustrates the flowchart of the
proposes method.

T 5 i st
e T Ou
& A Regly 0 =i =

Fig. 5. The flowchart of the proposss model

A scenario shows in Fig. 10, illustrates the using of ARP to
overcome the limitation of purely using ICMP for identifying
the type of client Three IP addresses, 19216812, 19216813,
and 19216814 were issued by the DHCP server. An IP
address 192.168.1.2 was issued to host B while 192.168.1.3 was
issued to host C.

To identify the type of request a DHCP zerver will
implement the propose method by sending ICMP Echo request
packets to all allocated IP addresses. Host C will receive the
ICMP Eche request message for its own IP address,
19216813 after that it will respond to the sender with ICMP
Echo reply meszage. Thus, the server identifies this request as
legitimate.

The ICMP Echo request message for 192.168.1.2 will be
blocked at host B due to its firewall policy. Although the IP
address of 192.168.1.2 was used by host B, an ICMP Echo
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reply message for this IP address will not reply to the server.
Due to not having ICMP Echo reply message from
192.168.12, an ARP request for 192.168.1.2 was sent by the
server. Host B, owner of an IP address as same as target IP
address located in ARP request message, sends ARP reply
message to the server. Thus, the server identifies this request
as legitimate.

Fig. 10. The usmg of ARP m conjunction with ICMP to identify the type of
request

In the case of an ICMP Echo request message for
192.168.1 4 which is being hold by an attacker. There will be
no ICMP Echo reply message sent to the server. The added
steps using an ARP request message for 192.168.1.4 that sent
by the server. There will be no ARP reply message sent to the
server. When there was no ARP reply message sent to the
server, the server identifies this request as malicious.

IV. EXPERIMENTAL

The Cisco packet tracer (network simulator) is used to
simulate the ability of ARP in identifying the type of IP
address request in case of blocked ICMP by the host firewall
In the experiment, consists of A DHCP server, host A, host B,
and host C (in Fig.11). Host A and B are legitimate while C is
an attacker. The DHCP server assigns 192.168.1.13 to host A,
192.168.1.14 to host B, and 192.168.13 to host C. Firewall was
turned on and configured to block ICMP only on host B.

- 3

PCPT
Server-FT

Host A (Leghimate
DHCP Server

PC.PT
Host B (Legitimate

Hoat C (Attacker
Fig 11. Network diagram of the experimental

After the server assigns the IP address to its client The
server will then verify the type of the request using ICMP. As
shows in Fig. 12. the server sends ICMP Echo request message
to 192.168.1.13. Host A, owns IP address as same as the

18

received ICMP Echo request message, replies to the server
with ICMP Echo reply message. Thus, the server considers the

request as originate from legitimate client

Fiz. 12. The result of request identification based on ICMP for legitimate
client with firewall disabled

In case of 192.168.14, the server sends ICMP Echo request
message to 192.168.1.14. Although host B owns the IP address
as same as ICMP Echo request, there will no ICMP Echo reply
message from host B since Firewall on host B was turned on
and do not allow ICMP. The result for the following case is
shown in Fig 13.

Fiz. 13. The result of request identification based on ICMP for the legitimate
client with the firswall enabled

In Fig 14, the server uses additional step by using ARP to
identify the type of request for 192.168.1.14. Host B, owns the
IP address of 192.168.1.14, replies to the server with its IP
address and MAC address. Thus, the server considers the
request as originate from legitimate client

Fiz. 14. The result of request identification bazed on ARP for the legitimate
client wath the firewall enabled

In case of 192.168.1.15, the server sends both ICMP Echo
request and ARP requestmessage to 192.168.1.15. The result
for the following case is shown in Fig 15
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Fig. 13. The result of request identificztion from the proposed methed for the
malicious client

In Fig 15, the IP address offers to DHCP starvation
attacker will never be use As a result the server neither
received ICMP Echo reply nor ARP reply message from
192.168.1.15. Thus, the server considers the request as
originate from malicious client

V. CONCLUSION

Firstly, the DHCP security issues with itz current
mitigation method based on ICMP has been discussed. In case
of the firewall configured to block ICMP on the client devices,
the mitization technique based on ICMP iz unable to identify
DHCP malicions request correctly. This could cause the
problem in detecting for legitimate users Thiz paper aims to
overcome its limitations. By introducing the using of ARP
conjunction with ICMP to identify the DHCP malicious
request The experiment result shows that ARP could be used
to identify the DHCF malicious request effectively.
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ABSTRACT

Dynamic Host Cowfiguration FProtocel (DHCP) Internet Frotocoel (IF) address starvation is a method, used by
attackers, to breakdown communication over IP network. In order to solve this problem, a method fo defect and
recover malicious [P address reguest by using Internet Contrel Message FProtocol (JCMP) protocol has been
proposed. However, the JCMP based was not be able to work faster in defecting and recovering the malicious
reguest than the attack rate. This study proposed an ease and effective authentication method to emphasize on
limiting the rate of IP addresses request by malicious client during the DHCP discovering process and prevent the
DHCP server from being IP address starved. Experimental results revealed that the proposed method was not only
Iimited 1o the IF addresses requested time by attackers but also able to prevent the DHCF server from facing the IP
addrass starvation attack.

Keywords: DHCP, DHCP starvation attack, DHCP discovering, Network security.
L0 INTRODUCTION

DHCP iz a communication protocol for providing IP address and network configuration parameters dynamically to
IP network devices. Incorrect configuration leads to a deny in network and access of services to the device.
Attackers uze DHCP IP address starvation attack to destroy new client’s IP network communication by exhausting
all available IP addresses in the DHCP server [1). After launching the attack, attackers may attach their own DHCP
server— Rouge DHCP which acts as a DHCP server to provide network configuration parameters to the other
legitimate user devices, and assign an IP address of their own computer as a defaplt gateway parameter. As a
consequence, there is a possibility for attackers to deny, capture, modify. and analyze every packet such as privacy
information, instant messaging. or secret pasaword that had been sent from the attacked device [2].

Attackers send large quantity of DHCP Discover messages to the target network in order to establish a DHCP IP
address starvation attack. A spoofed unique physical network identity, media access control (MAC) address, was
used in the attacking process. When DHCP server received DHCP Discover messages, it must reply to the sender
with the DHCP Offer message. So, attackers can starve the DHCP IP addres: allocation service by consuming all
available IP addresses and cannot give any IP addresses to new requested clients.

ICMP protocol has been introduced as a method to successfully detect and recover the TP addresses that was hold by
the attackers in a scenario study [3-4]. The zpeed of detecting and recovering still has been challenged for practical
implementation. The method based on ICMP protocol spent much time in detecting and recovering, thiz was higher
than the attack rate. Therefore, the method to delay the attack rate should be considered.

This study proposed a simple challenge-response authentication method during the DHCP discovering process. This
method can limit the rate of IP address request sending by malicious—not faster than legitimate clients. The DHCP
13
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server required at least two out of four DHCP Discover messages from challengers, who request an IP address, to
initiate the TP address allocation task. The proposed method was evaluated by four main measurements: (1) Amount
of time used by an attacker for obtaining IP address comparing with detected and recovered time, (2) Amount of IP
address hold by malicious and legitimate clients, (3) Amount of memory usage by comparing to the conventional
DHCP sever, it was measured only at the server side since there were no changes at the client side, and (4)
Probability difference of clients in obtaining [P address when compared with the conventional DHCP server.

The results showed that the propozed authentication method can delay the attack rate and prevent the server from
starvation attacks with a slightly consuming memory. The probability of the general DHCP server to receive DHCP
Discover message was higher than the modified DHCP server. However, there was no effect on the legitimate
clients.

20 LITERATURE REVIEWS

The related literature works on DHCP are on the history of DHCP and its operation, the security issues in DHCP,
and existing DHCP starvation mitigation techniques.

2.1 The History of DHCP and Operation

DHCP, a client-zerver based network protocol, has been used for automating that assigns the network configuration
parameters of TCP/IP implementation system [3]. DHCP was developed by the Internet Engineering Task Force
(IETF) Dynamic Host Configuration (DHC), a well-recognized working group as part of the Daft Standard in 1997,
The protocol consists of two parts - DHCP server and DHCP client. DHCP server is responsible for allocating
network address and other protocol stack confizuration parameters to DHCP client. The protocol relies on User
Datagram Protocol (UDP) [6].

Normally DHCP protocol provides a hand check by using four DHCP messages which are DHCP Discover, DHCP
Offer, DHCP Reguest. and DHCP Ack that is exchanged between client and server to assign a network
configuration parameters automatically. Figure 1 demonstrates the process of DHCP operation. When DHCP client
is connected to the network, it will broadcasts DHCP Discover message to the network in order to find the DHCP
server which iz located in a connected network. A DHCP server that receives the broadcast message will cheek itz
available IP addresses; an vnused address will be selected and responded to the DHCP Offer meszage for the
requesting client. After the client receives the DHCP Offer message, the client will uses these configuration
parameters to setting an IP address before sending the DHCP Request message which is to be confirmed by
accepting these setting parameters. The DHCP server that receives the DHCP Request message will return the
DHCP Ack message as an acknowledgement to the client.
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Figz. 1: DHCP protocol operation
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A study done by [7], they investigated on how the DHCP client and server exchange their messages. They claimed
that if the DHCP client did not receive any DHCP Offers from the server, it will send DHCP Discover message four
times with a gap of 2 seconds in every 5 minutes. [8] alzo agreed and added their findings that DHCP Discover
meszages would be zent by the DHCP client until it received a DHCP Offer message from the server. Moreover,
there was nothing specified in RFCs on demonstrating how the clieat should handle the case when there were ne
DHCP Offer messages responding from the server. They also found that client’s behavior in different operating
systems including Windows XP, Windows 7, IOS 5.0.1, Symbian 360 5th, and Android (2.3.7) will attempt to
resend DHCP Discover messages to the server.

2.2 Security Issues in DHCP

At the beginning of DHCP development, security was not that critical as in the present time. The following protocol
did not provide any authentication mechanisms between client and server. That was a reason why the protocol
became the target of various attacks, namely DHCP starvation and Rouge DHCP.

DHCP starvation attack is considered as Denial of Service (Do8) attack. It is an easy way for an attacker to prevent
the attacked device from accessing to network and services. Scapy, Gobbler, and Yersinia are well-known tools for
attackers to launch DHCP starvation attack Attackers will send many DHCP Dizcover messages with spoofing
MAC address for consuming all of the useable IP addreszes on the DHCP Server. For this reason, the new legitimate
client will be denied from obtaining an IP address and network configuration parameters from the DHCP server.

After the DHCP starvation attack had run successfully, an attacker may setup their own DHCP zerver, and Rouge
DHCP, by turning the DHCP Server function on and provide the malicious network parameters zuch as defaunlt
gateway, DNS server to the victim [9]. Thus, an attacker can capture, modify, and analyze any information that had
been sent from attacked devices. The rouge DHCP can be effectively prevented by implementing DHCP snooping in
a network switch [10]. The function of DHCP snooping can also be implemented in Wireless network by using
Wireless Controller [11].

23 Existing DHCP Starvation Mitigation Techniques

The survey was conducted for reviewing on the existing techniques for mitigating DHCP starvation. In this research,
the mitization techniques were divided into two categories namely eryptology based and non-cryptology based.

231  Cryptology based

At the early stage, a secret shared key was used in an authenticaticn between the DHCP client and server, which was
done in a token based format [12]. However, the token was a plaintext which could be easily sniffed by any
attackers. To prevent attackers from sniffing the secret shared key, the digital certificate based has been proposed for
authenticating the DHCP message between DHCP client and server [13-18]. Even though the authentication was
based on the digital certificate it could be an efficient way for preventing DHCP starvation attack, by verifying the
legitimate client and server. The certificate requires a more complex environment to fulfill this objective. In fact, the
key that iz used between the DHCP client and server must be shared before initialing normal DHCP cperation. Due
to this reason, the DHCP starvation attack mitigation techniques which is based on cryptology are rarely
implemented in the real world networks [19].

232 Non-cryptolegy based

A number of research works agreed that configuring the port security in network switch can mitigate DHCP
starvation attack [10, 20-21]. Even though port security could work well in wired network, this method could not be
applied with the shared medium network like Wi-Fi The research [22] introduced the enhancement of port security
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which could work with the shared medivm network. The estimate numbers of contending users at each port had
been used for a fairly IP addresses allocation. However, attackers still have consumed all allocated IP addresses to
each port and move to another port by switching to other Wireless Access Point [23]. A method for detecting and
recovering malicious IP address request by using ICMP protocol has been proposed [3-4]. These methods can uze to
detect and recover IP address from the malicious request accurately in spite of the fact that the ICMP bazed could
not detect the malicious request and recover the IP address hold by attackers faster than the attack rate. Therefore,
the reduction of time spent for IP address request by attackers need to be focused on for more practical
implementation.

3.0 METHODOLOGY

Before proposing the DHCP starvation mitigation method, the behavior of legitimate and malicious DHCP client
was studied and summarized After that, the researchers proposed the method bazed on the results found on this
study. The results were analyzed and compared for a proposed method with a general DHCP server in terms of
probability.

i1 Investigation on Behavior of Legitimate and Malicious DHCP Client

There were two network scenarios, used to investigate the behavior of a legitimate and malicious DHCP client, 100
legitimate and 100 malicious IP address requests, (1) with and (2) without a DHCP server. In this investigation, the
number of 100 DHCP Discover messages that were sent from a malicious client could be enough to reveal the
characteristic of a malicious request. The characteristics of malicious request results are shown in Table 1. Since the
reference from Khan et al. [7] claimed that if the DHCP client did not receive any DHCP Offers from the server, it
will send a DHCP Discover message four times with a gap of two seconds. The results from none of the DHCP
servers studied supported this, it was found that the malicious client sent only one DHCP Discover message per
spoofed MAC address whether it received a DHCP Offer from the server or not. To clarify the reason of using the
client without DHCP server investigation could be stated that the case of none DHCP server was used to study the
characteristics of the client in depth, practically with the characteristics of a malicious client. In this investigation,
legitimate TP address reguests were sent from a DHCP client using Windows 7 Service Packl. In addition, the
malicicus IP address requests were sent from a packet injection tool (Seapy) which operates on Kali Linux version
1.1.0. The justification of using different OS for the client was due to the legitimate client DHCP Discover requests
that were being sent directly from the protocol stack of Windows 7 Service Pack 1, whereas Scapy generated
malicious requests and was required to be run on a Kali Linux version 1.1.0 operating system.

Table 1: The distinction behaviors of a legitimate and malicious client

Legitimate Malicious
Scenario without with without with
DHCP DHCP DHCP DHCP
Server Server Server Server
MNumber of DHCP Discover 400 100 100 100
messages
MNumber of DHCP Discover 4 1 1 1
messages per [P address request
MNumber of DHCP Discover 400 100 0 0
mazzages with the same MAC
address
Dusation time between each 25 >2s <0.1ms <0.1ms
DHCP Discover messages
Mumber of DHCP Offer 0 100 0 100
messages
MNumber of DHCP Request Q 100 - Q
messages
Deliver time for DHCP Request - <4ms - -

message to the DHCP Server
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Number of DHCP Ack 0 100 0 0

Without a DHCP server scenario, the legitimate client sent four DHCP Discover meszages per [P address request
since it did not received any DHCP Offer message from the server, while malicious clients sent only one DHCP
Dizcover message per [P address request in order to subscribe to the DHCP service. The duration time between each
message of the legitimate (more than 2 seconds) was higher than the malicious request (less than 0.1 milliseconds).

In contrast with the DHCP server scenario, both clients zent one DHCP Discover message per IP address request.
The legitimate clieat sent only one DHCP Dizcover message because it received 2 DHCP Offer meszage. DHCP
Fequest messages were sent by the legitimate client whereas no DHCP Request message was sent from a malicious
client. The time spent by the legitimate client to deliver DHCP Request message after it received the DHCP Offer
message was less than 4 milliseconds. In the case without a DHCP server the legitimate client sent four DHCP
meszages because there was no DHCP Offer message to replying to the legitimate client. Thus, in the case without a
DHCP server, the duration times between each DHCP Discover message were counted by using the four DHCP
Dizeover messages. On the other hand, in the case with a DHCP server, the duration times between each DHCP
Discovers message were counted with only one message as same as the malicious client. The DHCP Offer message
was replied to as being legitimate.

The different behaviors of legitimate and malicions requests were identified as three key behaviors. First, malicious
clients spoofed its MAC address then sent one DHCP Discover message per spoofed MAC address while legitimate
clients sent four DHCP Discover messages with itz own MAC address. Second, the duration time between each
DHCP Discover message sent by a malicious client was a lot faster than a legitimate client. Finally, there were no
other types of DHCP messages except for the DHCP Discover messages being sent by the malicious client To
launch a DHCP starvation attack. sending only a large number of DHCP Discover messages to the target DHCP
server iz enough to starve the IP address allocation services. Since the DHCP zerver responds to a DHCP Discover
meszage with a DHCP Offer message. So, there would be no other type of DHCP messages being sent from the
malicious client.

iz DHCP Starvation Delay and Prevention
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Fig. 2: The flowchart showing the procedure of the proposed method.

In the DHCP discovering process, there are three differences in behaviors between the legitimate and malicious
client. The proposed method used them to make decisions for completing the rest of IP address allocation task.
Figure 2 illustrated the proposed authentication method for delaying the attackers IP address time and prevented the
DHCP server from a starvation attack.

In the proposed method, the DHCP server required at least two DHCP Discover messages with identical MAC
address from the challenger to initiate an IP address allocating task. The first reached message is used as a purpose
challenge. If the challenger transmits another message with the same MAC address to the server in proper time, the
server will send the DHCP Offer meszage to that challenger. The condition of the proposed authentication method
for sending the DHCP Offar to the challenger can be defined as the logic below:

(Ng= 1) A(Ca = Lg) 1)

The abbreviation could be represented as follows; Ny denotes the number of DHCP Discover message with the same
MAC address. Challenger deliver time (Cg) is the time in second used by the challenger to deliver two DHCP
Discover messages with the same MAC address to the server. Cz can be computed from the time different between
the first and the second DHCP Discover messages timestamp. Legitimate deliver time (Lz) is the minimum based
time in second uszed by the legitimate DHCP client to deliver two DHCP Discover messages with the same MAC
address to the server. L; aims to limit the IP address request rate under the conmditional of having same MAC
address. In case that Cz = Ly the DHCP Request message must be sent to the server by the challenger within Ly,
time window for completing the IP address allocation task. The condition can be expressed in logical as,

M= A(CRE Ly @)

Ny is the number of DHCP Eequest message. Challengers request time (Cyp) is the time in second that the challenger
delivers the DHCP Regquest messages to the server. Legitimate request time (Ly) i3 the maximum based time in
second used by the legitimate DHCP client for sending DHCP Request message to the DHCP server after it received
the DHCP Offer.
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Fig. 3: The set-up scenaric with malicious and legitimate DHCP client

The zet-up zcenaric of two DHCP clients: malicious (computer A) and legitimate (computer B) shown in Figure 3 iz
used to explain the avthenticating method. The stable value of Ly iz set as 2 seconds whereas Ly 15 1 second.
Normally, after the legitimate client receives the DHCP Offer message from the DHCP server the legitimate client
responds to the DHCP server with a DHCP Request message within 4 milliseconds. In contrast with a malicious
client, the malicious never responded to any DHCP Offer meszages sent from the DHCP server. The deliver time for
a DHCP Fequest message was designed for use in an assumption case. The malicious user modifies their tools to act
like a legitimate client by sending two DHCP Discover messages to overcome our proposed authentication. In this
case, the malicious client has to spend the same amount of time as the legitimate client. Even though there are four
DHCP Discover messages sent from computer A to the DHCP server, none have the same MAC address. According
to the logical condition defined in Eq. (1), there is no IP address assigned to computer A In contrast, computer B
sent two DHCP Discover messages with the same MAC address to the DHCP server. The value of Cgz is 3 seconds
(calculated from 03:538:20 -03:538:17) which iz greater than Iz As a consequence, the DHCP Offer iz zent to
computer B. Bazed on the logical condition in Eq. (2), the value of Gy 18 1 second (calculated from 03:32:22 —
03:58:21) which is equal to L. Therefore, the IP address is assigned to computer B.

33 Probability Analysis

In DHCP Discovering, since the IP address is necessary for communicating with other network devices and services
the client will send another DHCP Discover message if there is no DHCP Offer message response from the server.

In general, with a DHCP operation, the DHCP server requires receiving at least one DHCP Dizcover meszage from
the client device to initiate the address allocation process. Thus, the probability for the DHCP server receiving any
DHCP Discover messages out of four sent messages can be expressed using a tree diagram; each probability should
be multiplied along the branches and added to vertically. The sum of the probabilities for any set of branches iz
always 1. The following below iz an example:

.ﬂ‘f ) o

Figz. 4: The tree diagram of the DHCP szerver receiving any DHCP Discover meszages from sending one DHCP
Discover message (d))

First. in Figure 4, when the client is connected to the network, the first DHCP Discover message (&) is sent in order
to locate the DHCP server and aftach to the DHCP service that is provided in the network. So, the probability of the
DHCP server receiving any DHCP Discover messages from sending one DHCP Discover message is expressed as:
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P(D)=P(d)) 6)
Where:

F(D)  isthe probability for the DHCP server receiving any DHCP Discover messages.

Pldyl iz the probability of each DHCP Discover messages to be received by the DHCP server.
1- p(ely) 1= the probability of each DHCP Discover messages unable to reach the DHCP zerver.
d is the DHCP Discover message.

However, in Figure 35, in the casze of the first DHCP Discover message being unable to reach the server, the
probability of the DHCP server receiving any DHCP Discover messages from sending two DHCP Discover
messages () and &) can be written as:

di  p(d,)
e e

1pd) gL g

Fig. 3: The tree diagram of the DHCP server receiving any DHCP Discover message from sending two DHCP
Discover messages (o) and o)

P(D) = pldy+(I-p(dy) p(dy )

According to Figure 6, in the situation that the first two DHCP Discover messages (& and &) are unable to reach the
server, the probability of the DHCP server receiving any DHCP Discover messages from sending three DHCP
Discover messages (d;, &7, and o) can be given as:

.df_\p(da ®

1) g
f-p{a;;j“‘*m-ds p(dy) °

Fig. 6: The tree diagram of the DHCP server receiving any DHCP Discover message from sending three DHCP
Discover messages (d, d, and o)
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P(D) = p(d)+(1- p(d)p(dy+(1- p(@y) (- (pdy) p(dy) ®)

Finally. Figure 7, if none of the three messages reach the server, the probability of the DHCP server receiving any
DHCP Dizcover messages can then be calculated by using the Eq. (6):

di p(dy)

Ipd) g2l _g Py
Ip@) 2@ o

J—p{;’;)‘“‘“-..d"‘ p(ds) ®

Fig. 7: The tree diagram of the DHCP server receiving any DHCP Discover mezzage from zending four DHCP
Digcover messages (d), dy, o3 and dy)

P(D)=p(dyj+(1-p(d:))p(d)+(1-p(di)(1-p(d)p(a-+ (1-p(d ) (1-p(d)(1-p(ds)p(dy ©

From Eq. (8) Let: p(d) = p(dy} = p(d;) = p(dy) = p(d}); the probability for the DHCP server receiving any DHCP
Discover messages from sending four DHCP Discover messages (4}, &5 o and d¢) can be written as:

P(D) = pla)+(1-p(d)) p(di+(1-pd))p(d: )+ (1-pd)) pid) (7

The probabilistic model for the DHCP server recetving any DHCP Discover messages from sending fouwr DHCP
Discover messages can be computed as:

P(D) = -p(dy (-4+6p(di-4p@) + p(dy’) (®)

In our proposed methed, there are six possible cases that two out of four DHCP Discover messages would be able to
reach the DHCP server. These possible cases are represented by tree diagrams as the following:

First, Figure 8, when the client iz connected to the network, the first DHCP Discover message iz sent not only for
locating the DHCP server and attending to the DHCP service that iz provided in the network, but also initiating the
challenge process with the server. After that, the second DHCP Discover message is sent to the server for
confirming that it is a legitimate client. So, the probability for the modified DHCP server receiving two DHCP
Discover messages. as in this case, can be expressed as:
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d s _
pld) 2 pldy)
e e e

Fig. 8: The tree diagram of the modified DHCP server receiving two DHCP Discover messages (d) and &) from
sending two DHCP Discover messages

P(MD} = pidip(dy) ®
Where:

P{MD) isthe probability for the modified DHCP server receiving two DHCP Discover messages.
pldyl iz the probability of each DHCP Discover messages to be received by the DHCP zever.
I-p(dy) isthe probability of each DHCP Dizcover messages unable to reach the DHCP server.

d iz the DHCP Discover message.

Second, Figure 9, in the situation where the second DHCP Discover message (45) iz unable to reach the server, but
the first and third DHCP Discover messages(a; and &3) were able to reach the server, the probahility for the
maodified DHCP server receiving two DHCP Discover messages can be given as:

di p@y) d pdy
o~ ¢~

;_p(;;;;-.,!__.d; P

Figz. 9: The tree diagram of the modified DHCP server receiving two DHCP Discover messages (d) and &%) from
sending three DHCF Discover messages

F(MD) = prdy) (1-pdy) pids} (10)

Third, for Figure 10, in the situation that second and third DHCP Dizcover messages (&; and &3) are unable to reach
the server, but the first and fourth DHCP Discover messages were able to reach the server, the probability for the
madified DHCP server receiving two DHCP Discover messages (&) and ¢4) can be given as:
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di d:  pid)
S pldy ._“‘P(_J PY

1-p(dy) . d.—* rd)_o

1p(df ™. & pd) o

Fig. 10: The tree diagram of the modified DHCP server receiving two DHCP Dizcover messages (d; and o) from
sending four DHCP Discover messages

P(MD) = pdy} (1-p(d3)) (1-p(dy)) pidy (11

Fourth, for Figure 11, in the situation that the first DHCP Discover message (&]) is unable to reach the server, but
the second and third DHCP Discover messages (d7 and &3) were able to reach the server, the probability for the
modified DHCP server receiving two DHCP Discover messages can be given as:

.ﬂ'f @) g

h'-:\_h_ dg d )

Fig. 11: The tree diagram of the modified DHCP server receiving two DHCP Dizcover messages (d7 and o) from
sending three DHCP Discover messages

P(MD) = (1-p(dy) p(dy pid3} (12)

Fifth, for Figure 12, in the situation that the first and third DHCP Discover messages (d; and &5) are unable to reach
the server, but the second and fourth DHCP Discover messages were able to reach the server, the probability for the
modified DHCP server receiving the two DHCP Discover messages (o and dy) can be given as:
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dlj pd) g
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Fig. 12: The tree diagram of the modified DHCP server receiving two DHCP Dizcover messages (d and dy) from
sending four DHCP Discover messages

P(MD) = (1-p(dy) pidy) (1-p(ds)) p(dy) (13)

Sixth, for Figure 13, in the situation that the first and second DHCP Discover messages are vnable to reach the
server, but the third and fourth DHCP Discover messages were able to reach the server, the probability for the
modified DHCP server recetving two DHCP Discover messages can be given as:

di p
.1.__p(l) o

;_p_fg‘,j;n.nd.-’ pd) o

;_p@)u.% p@) & p(y

Fig. 13: The tree diagram of the modified DHCP server receiving two DHCP Discover messages (d: and d) from
sending four DHCP Discover messages

PMD) = (1-pdy) (1-pldy)) plds) pley) (14

Hence, the overall probability for the modified DHCP server receiving two DHCP Discover messages from sending
four DHCP Discover messages can be given as:

P(MD) = pdyp(dy) + pidy) (1-p(dy)) p(dy) +pidy) (1-p(dy) (1-p(da)) p(dy + (1p(dy) pldy pids) + 1
(1-pdy)p(ds) (1-p(dy)) p(dy + 1-p(dy)) pey (1-p(dyl) prdy
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From Eq. (15) Let p(dy) = p(dy) = pids) = p(dy) = p(dy); the probability for the modified DHCP server receiving two
DHCP Discover messages can be written as:

P(MD) = pd)’ +pd)’ (1-p(@d) +p(dy’ (1-pid))’ +p(dy’ (1-p(dg) +pdy’ (I-p(d))’ + pidy’ (e’ (16)

Finally, the probabilistic model for the modified DHCP server receiving two DHCP Discover messages can be
computed as:

P(MD) = p(dy’ (6-8p(dy) +3pd)’) (1

The percentage loose in probability of the modified DHCP server by requiring two DHCP Discover messages to be
reached by the server at any value of p(d}) comparing to the DHCP discovering in general method can be computed
by Eq. (8) minus Eq. (17) expressed as:
4= (df 313 nid)
P(D and MD pg = (~4(-d+p(di)” p(dy) a9
F(D and MD py represents the differentiation values between the value of PyD) and P{D).

4.0 RESULT AND DISCUSSION

4.1 DHCP Starvation Delayed

In this experiment, the network consisted of a DHCP server implemented with the proposed method and 30
malicious clients. In this case, the malicious client pretended to be a legitimate client by sending more than one
DHCP Discover messages and delivering DHCP Request after it received the DHCP Offer. In the DHCP server
implemented with the proposed method, the constant value of Lz was set to 2 seconds and I, was set to 1 second.

1 2 3 4 5 6 7 F % 10 10 12 15 14 15 16 17 18 19 20 21 22 23 4 25 26 27 23 29 30
Number of [P sddress requesr from smacker

=4 Anacker usage tme fov sendmg ree DHCP Drscover messages

== [aleons detecnon ind TP address recovery niage teme Bated on ICWF

Attackes usage tmme for respondng wih DHCF Fequest message
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Fig. 14: The time used for detect and recovery IP addresses comparing with the time vsed by attacker to ruin each IP
address

Figure 14 iz the results from delaying the attackers’ attack rate. Advance attackers may able to modify their tools by
sending more than one DHCP Discover message with the same MAC address per round. However, our proposed
method can limit the attack rate by using Lz and Ly since the interval time of DHCP Discover messages in each
round should be greater or equal to Ly and the DHCP Request must be delivered to the DHCP server within time Ly
Alfthough the attacker could be able to ruin the IP address, the attacker had to spend at least the same amount of time
as legitimate clients (at least 2 seconds). Moreover, the ruin time (3-3 seconds) was greater than usage time for
detection and recovery (less than 1.3 zeconds) by the server. Thus, the detection and recovery method based on
ICMP can be applied effectively.

4.2 DHCP Starvation Prevention

In thiz experiment, the network consisted of a DHCP server implemented with the propozed method, a legitimate
client running on Windowsz 7 Service Packl, and malicions client ran Seqpy on Kali Litux version 1.1.0. Both
clients sent 100 IP address requests. A malicious client sent an IP address request using the DHCP Discover
message with an interval of 0.1 second. In the DHCP zerver implemented with the proposed method, the constant
value of Lz was set to 2 seconds and L, was set to 1 second. The time used in the experiment for Lz is 2 seconds
which corresponded with Khan et al. [7]. Their work claimed that if the DHCP client did not receive any DHCP
Offer messages from the server, it will zend a DHCP Dizcover message four times with a gap of 2 zeconds.
Moreover, the information was gathered from section 3.1 as shown in Table 1 (Duration time between each DHCP
Discover message >2 seconds). The time used in the experiment for Ly i3 1 second which iz based on the
information gathered from section 3.2 as shown in Table 1 (Deliver time for DHCP Request message to the DHCP
Server <4 milliseconds). The value of L, is set to 1, which had included the possibilities of the delay in network
transmission. The delay may lead the value of delivery time for the DHCP Request message to the DHCP Server
greater than 4 milliseconds but the value of L; should not be less than 1 second.

100 . 100
% 90
2 80
< 70
.§ 60
2 50
40
30
20
10 0 0
0
Sucress Failed
® Legitimate 100 ]
Attacker 0 100

Fig. 153: The prevention accuracy result of DHCP server implemented with proposed method

The experimental results from Figure 15 indicate that the DHCP server implemented with the proposed method
could prevent the attacker from obtaining the IP address. Meanwhile, the legitimate client was still able to obtain the
IP address. This reflected on the effectively tolerance towards the DHCP IP address starvation attack of the
proposed method.
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4.3 Resource Consuming

The comparizon of resource consuming between conventional DHCP service and DHCP service implemented with
the proposed method was measured by using the memory usage value. The Performance monitor tool was used to
collect maximum memory usage of the DHCP service. The maximum memeory used by the conventional DHCP
service and the DHCP zervice implemented with the proposed method was measured in two situations; normal and
under attacked. In both situations, a legitimate client performed 100 IP address requests. A malicious client sent 100
fake DHCP Discover messages with an interval of 0.1 second only in an attack situation.

17300000 T
17100000
16300000
16700000
"3‘ 16500000 mConventional DHCP server
& 16300000

s DHCP server implemented with

16100000 fhe propossd mefiod

15900000

15700000

13500000

Unader aftack

Sitmation
Fig. 16: The result of maximum memory usage comparison

The comparizon of maximum memory used by conventional DHCP server and DHCP server implemented with the
proposed method is shown in Figure 16. The result found that the DHCP service implemented with the proposed
method consumes more memory than the conventional DHCP service. The reason was that the proposed method
added more incoming request checking steps when it was compared to the conventional DHCP service. However,
the legitimate client was still able to obtain the IP address.

4.4  Probability Difference

The probability analysis result of general DHCP discovering process by comparing the value of P¢D) from
calculation (£(D)oy) with PyD) from experiment (F{D)gg) was made in order to prove the proposed probabilistic
model in Eq. (8).

The researchers tested the probability for the general DHCP server receiving any DHCP Discover messages
(P(D)gyp) three times (round 1, round?, and round 3). The compared average values of P(Djgy with PDicw, P(D) g
waz computed by collecting the number of DHCP Offer messages after zending 100 IP address requests to the
conventional DHCP server. Each round of the IP address request contained four DHCP Discover messages. The
probability of each DHCP Discover messages to be received by the DHCP server was set from 0.1 to 1. Therefore,
the P(D)gy, 1s the ratio of the numbers of DHCP Offer messages per the number of IP address request. The values of
P(D) ey and P(D) gy with difference p(d;) are shown in Table 2.

Table 2: The values of P{D) oy and PyD) gy with different values of p(d)y)

PD)eg

Av f
P(dy) PO, PDjcu
round 1 round 2 round 3 Ep
0.1 0323 0.33 0.36 0.3377 0.3439
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02 0.61 037 0.35 0.3767 0.5904
0.3 0.76 077 0.76 0.7633 0.7399
04 0.85 051 0.87 0.8767 0.8704
0.3 0.93 092 091 0.9200 0.9373
0.6 1 097 0.99 0.9867 0.9744
0.7 1 1 0.99 0.9987 0.9919
0.8 1 1 1 1 0.9984
09 1 1 1 1 0.9999
1 1 1 1 1 1

The graph in Figure 17 shows the similarity between the values of P{Dl) ¢y and P{D)gyp. The average values of the
P(D) gy agree well with the calculated values. Moreover, the value of P{Djcy and (D) both depend on the value
of p(dy) in the same way. If the value of p(dfj} increases, the value of P(Djoy and P(D) gy also increase. If the value
of p(dy decreases then the value of P{D)oy and F(D)gy alzo decreasze.

A poans 0.9744 09919 0.9984 09999}
09375 09044, 09919 0
09 sgany e (ogs7 09967 1 1 1

a6 0.92
03 — 0576

.7 + 07
06 0.5904 =t PD)cai

Py 05 0.5767 Avg. Pillipg
y 05 5
04 03433

01 02 03 04 05 06 0T 08 09 1
pid)

Fig. 17: The value of P{D)gy versus the average of P{D gy

The probability analysis result of modified DHCP discovering process was made by comparing the value of P{MD)
from calculation (F(MD) ) with P(MD) from experiment (F(MD)gg) for proving our proposed probabilistic model
inEq (17).

The researchers tested the probability for the modified DHCP server receiving two out of four DHCP Discover
messages (P(MD)gy) three times (rovnd 1, round2, and round 3). To compared average values of P{MD) g, with
P(MD) oy, P(MDY) gyp was computed by collecting the number of DHCP Offer messages from sending 100 IP address
request to the conventional DHCP server. Each round of the IP address request contained four DHCP Discover
messages. The probability of each DHCP Discover messages to be received by the DHCP server was set from 0.1 to
1 in each round of the IP address request. Therefore, the P{MD)py is the ratio of the numbers of DHCP Offer
messages per the number of IP address request. The values of P(MD) oy and P(MD)g, with difference p(d@;) are
shown in Table 3.
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Table 3: The values of P(MD) oy and P(MD) g, with different values of p(dj)

PMD)p

Average of
P round 1  round 2 round 3 P'I(MD%E'F Pt
0.1 0.03 0.04 0.04 0.0433 0.0323
0.2 0.17 0.16 0.17 0.1667 0.180%
03 0.34 033 034 0.3433 0.3483
0.4 0.59 0.48 0.3 0.3233 0.5248
0.3 0.66 0.74 0.63 0.6767 0.68735
0.6 0.84 0.77 0.84 0.8167 0.8208
0.7 0.93 0.94 093 0.9333 0.9162
0.8 0.93 0.99 099 0.9700 0.9728
0.9 1 0.29 1 0.9967 0.9963
1 1 1 1 1 1

The graph in Figure 18 shows the similarity between the value of P(MD)cy and P{MD) gy The value of PyMD) oy
and F{MD)g,p were both affected by the value of p(d) in the same direction. On one hand, if the value of p(d)
increases then the both value of PiMDjcy and P(MD) gy increase. One another hand, if the value of p(d;) decreases
then the value of PYMD) oy and P(MD) g, decrease.

1 netne 09728 09963 i
j— -
09 8% 50 9967 1
' “3*024‘(;;\\1 0%
08 ;
06875
01 758167
- == PMD),
06 b /Gfr. 67 -
£k)

e Avg. PiMDig,,
P 033

0.4 0.3 0.6 0.7 08 0.9 1
pldy

Fig. 18: The values of P{MD)cy versus the average of P(MD)gy

In Figure 19, the value of P(D)ey and P{MD)cy were both affected by the value of pfdy) in the same direction. The
probability of the general DHCP server to receive DHCP Discover message was higher than the modified DHCP
server. Since general DHCP server requires only one DHCP Discover message whereas the modified DHCP server
requires two DHCP Discover messages to reach the server. However, the value of in P(D and MD)ztended to
decrease when the values p(d; was increased from 0.3 to 1. There was't any difference between P{D)oy and
P{MD)cy at the value of pfd) equalto 1.

31

Malaysian Journal of Computer Science. Information Technology and Electrical Engineering Special Izzue, 2019

313



Starvation Delayed DHCP Service for Enabling Pool Recovery (Special Issue 2019, pp.15-34

09375 09744 0.9

09 g goag 00963 |
08 09162
07
0.6 0.5904 == PiD)e
0s PMDica
Py }' 243 == P(D and MD)py
04 03
03
02916

02
0.1

0 4J

0.1 0.2 0.3 04 0% 06 07 OB 09

Fig. 19: The difference values of P(D)cy and P(MDjcy are in P(D and MD)gr

In the real local area network (LAN), the value of p(dy) may be affected by any network failures. The cause of a
network failure can be divided into physical failure and logical failure. They are commonly known as a hardware
failure and a software failure [24]. In case of the hardware failure, the client could not be able to communicate with
the other people; thiz can easily be addreszed by checking the network interface and the transmission medium. In the
software failure, the client may sometimes able to communicate with each other. Thiz may be caused by the
transmission delay and link congestion. By increasing the bandwidth of transmission medium this could reduce the
link congestion. Thus, this solution could be considered as an option to minimize the impact of pidy.

5.0 CONCLUSION

In this current study, the researchers have proposed the authentication method for DHCP discovering process based
on a challenge-response authentication. The results showed that the propozed method can limit the IP addresses
requested time by attackers and prevent the DHCP server from the IP address starvation attack by tradeoff with
memory consumption and probability of the server to receive DHCP Discover message compared with conventional
DHCP server without required any changes in DHCP clients. To avoid the key problem that detectors could not be
able to detect the malicious request faster than the attack rate occurs in ICMP based technique, the proposed method
can delay the attacker’s IP addresses requested time. Consequently, the ICMP baszed can apply to the server, detect
and recover hold IP addreszes by the attacker efficiently, since the detection and recovery time was less than the
time spent by attacker on obtaining IP addresses. Moreover when comparing with other non-cryptology based
techniques, our proposed could be able to work with all existing DHCP-enabled client without the requirement of
any modification or additional equipment.
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Abstract

Presentty, from the siatistics of the rezistration of people wita
disabitiies throughout Thailnd, as of September 30, 2009, the total
population of disabled people & 855,973, The elderly socisty in the year
20042005 With the population azed over 60, ccomnting for 102-10.4

parcant of the entwr= of thai population. which the ages are expectad to anter
the elderly society by about 2024-2025 critical increased such as eiderly and
the visually impaired age. Due to the inability to read the druz label, the case
of visually impaird or vision problems of the elderty become in the danger

of drug ar= basad on the and reazons § The

befieve that it is necessary to develop and adopt modem elecironic
tachmology, such as adoptmg RFID techmology to help identify the typs of
druz. Wa can specify the typs of medicine that the date of expiration i the
drug instroctions of drugs usad etc. In this research, wa dasigned and buitt
intelfigent druz storags cabinsts for the elderdy and the visually impaired.

The RFID ies are 1 cabinst for the elderdy and
the visually impaired using RFID techmology to verifying the typa of drug
and the date of druz expiration. The mi md p inz uait can

comammicats with the user via the LCD togsther such as zudio sigmal,
flashtioht that can reduce the problem of the drug benefit to use for the
elderty and the visualty.
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Abstract

Solar drying cabinets are another inmovation that has been
used to heat energy raceived from the sun's rays. And one problem is
Thz amount of moisture that occurs within the cabinet while being
deying has a large amount of water, causing steam which will raduce the

deying efficiency. Solar dryimg cabinet controls the temperaturs and

v with 2 mi by vsing mtemal ventilation fan speed

control i Isani ion that can mamtain the

and eliminats moisture by controlling the ventilation fan speed which
expel moisture mside the oven. The microcontroller will read the
temperature and humidity values i the oven, which if moisture occurs
The microcontrolier will generate a pulse siznal to control the fan motor
speed to expel moisture. The spesd of the fan motor depends on the

moisture contant mside the oven. Which makes it possible to mamtain
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the angd repel insida the oven as well Which can

‘be used in other industrial applications m the future
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